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Panel Summary

Adopted as a FIPS in 1977, the Data Encryption Standard celebrates its 20th birthday along with
the conference.  During its lifetime, DES has stimulated considerable research and become the
primary crypto engine in hundreds of products worldwide.  It has been adopted by the
international banking and finance community and been at the heart of debates over export control
policy.  Initially suspected of harboring secret trapdoors, it has withstood cryptanalysis by some
of the world's best cryptographers.  Its 56-bit key size, however, is no longer safe from brute
force attack.  In June 1997, a DES challenge key was broken after 4 months of trial-and-error
testing by tens of thousands of computers on the Internet.

This panel will review the significance of DES to the information security field and to infosec
products and practices.  Panelists will discuss the impact of DES on academic research,
cryptanalysis, algorithm and product development, standards, network security, application-level
security, and business practices.  The international adoption of DES, particularly for banking and
financial transactions, will be discussed.  Panelists will be asked to speculate on the impact of
DES into the future.  What are the implications of the DES challenge cipher being broken?  Has
DES reached the end of its useful lifetime?  Does data stored under DES need to be
re-encrypted?  How can we migrate to a new standard?  Will Triple-DES become the next
standard?


