Allegro Software Development Corporation

Allegro Cryptographic Engine

Software Version: 1.1.8

FIPS 140-2 Non-Proprietary Security Policy

FIPS Security Level: 2
Document Version: 1.0

Prepared for:

Allegro Software Development Corporation
1740 Massachusetts Avenue
Boxborough, Massachusetts 01719
United States of America

Phone: +1 (978) 264-6600
Email: sales@allegrosoft.com
http://www.allegrosoft.com

Prepared by:

Corsec.)

Corsec Security, Inc.

13135 Lee Jackson Memorial Highway, Suite 220
Fairfax, Virginia 22033
United States of America

Phone: +1 (703) 267-6050
Email: info@corsec.com
http://www.corsec.com




Security Policy, Version 1.0

November 19,2013

Table of Contents

I INTRODUCGCTION .....cciiiiiiimeeniiieececteeesanssssssssssessesssssssssssssssssssssssssssssssssssssssssassssssssssssssssssssnnse 3
1.1 PURPOSE .....ccueiteeeteteneteetesreestesesessse e sssssssssssssssssssesssssssssasssasssssssssnsesssesesesssasssssssesesesesnsesnsnsnsssnsnsnses 3
1.2 REFERENCES .....eiurteeerieeesiestsessisestssassasessstssssssssstssstssstsssssssssssssssssssssssssssssesassstsssssstasssssssssnssssssssssesssssssssssssssses 3
1.3 DOCUMENT ORGANIZATION ...cucuimrururienirsessasissasssssssssssssessssessssssssssssssssssssssssssssssssssssssessnes 3
2 ALLEGRO CRYPTOGRAPHIC ENGINE .............cccttennrieeceennnerannnnccssscesesssasssssssssssssssssas 4
2.1 OVERVIEW......veveverererereresesesesesesesesesesesesesesesssssssssssssssesssssssssssssssssssssssessssssses
2.2 MODULE SPECIFICATION.....coteeureererrererenseenesessesasesssessanes
2.2.1  Physical Cryptographic Boundary 5
2.2.2  Logical Cryptographic Boundary 6

2.3 MODULE INTERFACES .....coeuriurireuinrenesstsessesasessssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnes 7

2.4 ROLES AND SERVICES......ocvevevrrsrnesesesssesssesssssssesssssesesssesesesesesesesesesesesssesesesesssesesesesene 8
2.4.1  Crypto Officer Role and Services 8
2.4.2  User Role and Services 10
2.4.3  Unauthorized Operator Services Il
2.4.4  Authentication

2.5 PHYSICAL SECURITY ....uverererrrerrernessesssssssssssssssssesessssesessessssssessssssssssssssssseses

2.6 OPERATIONAL ENVIRONMENT .....ocvevererererererererererereseresesesesens

2.7  CRYPTOGRAPHIC KEY MANAGEMENT ......coeveverrerrernrnsennsnenenes

2.8  EMUC/EMI.eeeeeeetstes sttt s st ssas s es st s sasbenaen

2.9 SELF=TESTS vevevererererererereresesesesesesesesesesesesesesssssssssssssessssssssssnsassssssesssssessssssnsnes
2.9.1  Power-Up Self-Tests

2.10 DESIGN ASSURANCE
2.11

2.9.2  Conditional Self-Tests

2.9.3  Critical Functions Self-Tests

MITIGATION OF OTHER ATTACKS

3 SECURE OPERATION .......cterieteeenecceeeeececenssscccsssssecssssssessssssssssssssssesssssssesssssssssssnnss 22
Bl INITIAL SETUP ..ttt etcectete s s s s s sessse e s s sass s ssssssss st ssesesesa e ssssssssssssasasssssasesssasasasasasasasasasasesssnsasane 22
3.1.1  Operating System Configuration 22
3.2 SECURE MANAGEMENT ...ooireiriteteteeeteteteeeesessssssesessssssesesessssssesessssssesesnssssesssnssssesnsassesesess 22
3.2.1 CO Guidance 22
3.2.2  User Guidance 23
4 ACRONYMS ... rcerreeenecerenneeceenssscesnnnnnes 24
Table of Figures
FIGURE | — ALLEGRO CRYPTOGRAPHIC ENGINE DEPLOYMENT SCENARIO ......vevrveeeeerererererireresesesesesesesesssesesssssesssesssesens 4
FIGURE 2 — ALLEGRO CRYPTOGRAPHIC ENGINE PHYSICAL CRYPTOGRAPHIC BOUNDARY ......c.cererererererererererererenenenene 6
FIGURE 3 — ALLEGRO CRYPTOGRAPHIC ENGINE LOGICAL CRYPTOGRAPHIC BOUNDARY 7
List of Tables

TABLE | — SECURITY LEVEL PER FIPS 140-2 SECTION

TABLE 2 — FIPS INTERFACE MAPPING.
TABLE 3 — CRYPTO OFFICER SERVICES...
TABLE 4 — USER SERVICES
TABLE 5 — UNAUTHORIZED OPERATOR SERVICES
TABLE 6 — FIPS-APPROVED ALGORITHM IMPLEMENTATIONS

TABLE 7 — LIST OF CRYPTOGRAPHIC KEYS, CRYPTOGRAPHIC KEY COMPONENTS, AND CSPS........cvvevveerrerererrrnnn 15
TABLE 8 — ACRONYMS .....ootititiverireresereeseesesesesesesessssssssssasssasssssssssassssssssssssssssasssssssasssasasesssesessssssesssesesesssesssesssssssssessssane 24
Allegro Cryptographic Engine Page 2 of 26

© 2013 Allegro Software Development Corporation

This document may be freely reproduced and distributed whole and intact including this copyright notice.



Security Policy, Version 1.0 November 19, 2013

] Introduction

.1 Purpose

This is a non-proprietary Cryptographic Module SéaguPolicy for the Allegro Cryptographic Engineofn
Allegro Software Development Corporation. This @#y Policy describes how the Allegro
Cryptographic Engine meets the security requiremehfederal Information Processing Standards (FIPS
Publication 140-2, which details the U.S. and Ca&radsovernment requirements for cryptographic
modules. More information about the FIPS 140-2ié¢dad and validation program is available on the
National Institute of Standards and Technology (NI&nd the Communications Security Establishment
Canada (CSEC) Cryptographic  Module Validation Paogr (CMVP) website at
http://csrc.nist.gov/groups/STM/cmyvp

This document also describes how to run the modutesecure FIPS-Approved mode of operation. This
policy was prepared as part of the Level 2 FIPS-24@alidation of the module. The Allegro
Cryptographic Engine is referred to in this docuh@nACE, the crypto-module, or the module.

|.2 References

This document deals only with operations and cdipiaki of the module in the technical terms of #8l
140-2 cryptographic module security policy. Mordormation is available on the module from the
following sources:

« The Allegro websitehitp://www.allegrosoft.comcontains information on the full line of products
from Allegro.

« The CMVP website Http://csrc.nist.gov/groups/STM/cmvp/documents/14D40val-all.htry
contains contact information for individuals to @es technical or sales-related questions for the
module.

1.3 Document Organization

The Security Policy document is one document inRSFL40-2 Submission Package. In addition to this
document, the Submission Package contains:

< Vendor Evidence document
¢ Finite State Model document
¢ Other supporting documentation as additional refess

This Security Policy and the other validation susiin documentation were produced by Corsec Sgcurit
Inc. under contract to Allegro. With the exceptifrthis Non-Proprietary Security Policy, the FIP&)-2
Submission Package is proprietary to Allegro andeieasable only under appropriate non-disclosure
agreements. For access to these documents, pla@set Allegro.
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2 Allegro Cryptographic

Engine

2.1 Overview

Allegro Software Development Corporation is a legdprovider of software toolkits that are used by
manufacturers to enable their machines to be usetth@ internet. Allegro is also a leading providér
UPNnP and DLNA technologies for networked consumer devices. gileffers a growing set of toolkits
to provide cost-effective solutions to manufactsreiThese toolkits are precision-engineered to rieet
demands of embedded device developers working stisemsitive systems. The toolkits developed by
Allegro are flexible enough to support the wide ganof low-profile networking stacks, run-time
environments, and low-cost microprocessors. Ategsoftware is used in data communication products
enterprise products, consumer electronics, medipaipment, and more.

The toolkits developed by Allegro are comprisedAbégro’s own cryptographic services. The collenti

of cryptographic services that include symmetrid asymmetric encryption and decryption, hashing, an
digital signature is known as the Allegro Cryptqgre Engine (ACE). Allegro Software Development
Corporation develops their toolkits in modular aptliggable fashion, giving Original Equipment
Manufacturers (OEMs) the ability to compile onlyae®y what is needed by their application in ortter
minimize the binary footprint in embedded applicat. In order to reduce code duplication of many
common cryptographic services, Allegro developedEALS a single cryptographic provider with an open
Application Programming Interface (API) availabbettoth their toolkits as well as OEM applications.

A sample deployment of the Allegro Cryptographigyie is shown in Figure 1 below. This deployment
depicts ACE as it would be used by Allegro’s licethgoolkits. ACE also provides a public APl from
which OEM developers may incorporate ACE into theivn applications in order to provide FIPS-
Approved cryptographic services.

RomWebClient RomCert RomDTCP

RomPager Secure — (OCSP, SCEP) RomSShell (SSH) (DTCP4P) RomGuard

—_—— — Engine

[ Cryptographic
| Boundary l

~
v

‘ Scheduler ‘ Gzl ‘I

Management ||

—_———

Software Abstraction Shims

Figure | — Allegro Cryptographic Engine Deployment Scenario

1 UPNP - Universal Plug-n-Play
2 DLNA — Digital Living Network Alliance
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The Allegro Cryptographic Engine is validated a HPS 140-2 Section levels shown in Table 1.
Table | — Security Level Per FIPS 140-2 Section

Section Section Title Level
I Cryptographic Module Specification 2
2 Cryptographic Module Ports and Interfaces 2
3 Roles, Services, and Authentication 2
4 Finite State Model 2
5 Physical Security N/A
6 Operational Environment 2
7 Cryptographic Key Management 2
8 EMI/EMC? 2
9 Self-tests 2
10 Design Assurance 2
I Mitigation of Other Attacks N/A

2.2 Module Specification

The Allegro Cryptographic Engine is a software ¢togpaphic module with a multiple-chip standalone
embodiment. The overall security level of the nleds level 2. ACE is a shared cryptographic Iigra
providing symmetric and asymmetric encryption amtrgption, hashing, message authentication, key
generation, digital signature generation and weaifon, and other cryptographic functionality. The
Allegro Cryptographic Engine consists of 2 file<CBR.dIl and ACE.dll.dat.

The module was tested and found to be compliara @ell Optiplex 755 GPTrunning an Intel Core 2
Duo E8400 64-bit processor executing the Windowdtimate Operating System (OS). The Windows 7
Ultimate OS is required to be running in its Comm@rteria (CC) certified configuration in order to
operate the cryptographic module in FIPS mode.

The GPC and OS were installed and configured t6®d&AL4+ compliant as specified in the Windows 7
Ultimate and Windows Server 2008 R2 Enterprisei&diSecurity Target and Validation report.

- Security Targethttp://www.commoncriteriaportal.org/files/epfiles/g8id10390-st.pdf

- Validation Reporthttp://www.commoncriteriaportal.org/files/epfiles/gid10390-vr. pdf

ACE is defined as a software cryptographic moduleé therefore has a logical boundary in additiorato
physical boundary. The physical and logical bouiedaare outlined in section 2.2.1 and 2.2.2 rebsy.

2.2.1 Physical Cryptographic Boundary

As a software cryptographic module, the physicalratary of the cryptographic module is defined by th
hard enclosure around the host system on whiami.r The module supports the physical interfaées o
Dell Optiplex 755 Desktop Computer. These intezfaimclude the integrated circuits of the systerto
the CPU, network adapters, RAM hard disk, device case, and power supply. Otesices may be
attached to the GPC, such as a display monitofydaaygl, mouse, printer, or storage media. Figuea&

3 EMI/EMC — Electromagnetic Interference / Electrgmetic Compatibility
4 GPC - General Purpose Computer

5 CPU - Central Processing Unit

® RAM — Random Access Memory
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block diagram representing the Dell Optiplex 79%e physical cryptographic boundary is defined Hay t

red dotted line.

Clock
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CPU(s)

Hardware
Management

Network
Interface

SCSI/SATA
Controller

Power
Interface

External
Power Supply

Plaintext data

Encrypted data

Control input

Status output _
Crypto boundary === ===—-

PCI/PCle
Slots

Graphics
Controller

PCI/PCle
Slots

KEY:
BIOS - Basic Input/Output System PCle — PCl express
CPU - Central Processing Unit HDD - Hard Disk Drive
SATA - Serial Advanced Technology Attachment DVD - Digital Video Disc
SCSI| — Small Computer System Interface USB - Universal Serial Bus
PCI — Peripheral Component Interconnect RAM - Random Access Memory

Figure 2 — Allegro Cryptographic Engine Physical Cryptographic Boundary

2.2.2 Logical Cryptographic Boundary

Figure 3 shows a logical block diagram of the medekecuting in memory and its interactions with
surrounding software components, as well as the utetl logical cryptographic boundary. The
cryptographic module consists of 2 files: ACE.dlidsACE.dll.dat. These files are collectively shoas
“Allegro Cryptographic Engine” in the diagram belowhe module’s services are designed to be chled
Allegro’s licensed toolkits or by OEM software ajgpkions, which define the module’s logical inteda.

Allegro Cryptographic Engine
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Figure 3 — Allegro Cryptographic Engine Logical Cryptographic Boundary

2.3 Module Interfaces

The module’s physical ports can be categorizedtimdollowing logical interfaces defined by FIP&012:

e Data input

« Data output
» Control input
» Status output

As a software module, the module doesn’t have drygipal characteristics. The module’s physical and
electrical characteristics, manual controls, angspal indicators are those of the host system.e Th
mapping of the module’s logical interfaces in tioftware to the physical interfaces of the Dell @fatk
755 on which it is installed on is described in [Eab below.
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Table 2 - FIPS Interface Mapping

FIPS
Interface

Physical Interface Logical Interface

Data Input USB’ ports (8), network ports (1), The API calls that accept input data for
serial ports (1), DVD? drive (1), 3.5” |processing through their arguments.
Floppy Drive (I)

Data Output USB ports (8), network ports (1), The API calls that return by means of their
serial ports (1), DVD drive (1), 3.5” |return codes or arguments generated or
Floppy Drive (I) processed data back to the caller.

Control Input  |USB ports (8), network ports (1), The API calls that are used to initialize and
serial ports (1), power switch (1) control the operation of the module.

Status Output | VGA’ port (1), network ports (1), Return values for API calls.

serial ports (1), USB ports (8), audio
ports (2), LED (7)

2.4 Roles and Services

The Allegro Cryptographic Engine supports two rolas required by FIPS 140-2) that an operator can
assume: a Crypto Officer role and a User role. e&scto the module is controlled through the
authentication mechanism of the Operating systenteCauthenticated, each role is assumed implicitly
based on the service that is accessed. Servisesiat®ed with each role are listed in Sections12ahd
2.4.2.

Please note that the keys and C8Msted in Table 3, Table 4, and Table 5 indic4te type of access
required using the following notation:
* R —Read: The CSP is read.
« W - Write: The CSP is established, generated, rieatjibr zeroized.
« X — Execute: The CSP is used within an Approvedltowed security function or authentication
mechanism

2.4.1 Crypto Officer Role and Services

The Crypto Officer (CO) role is assumed to perfdhm initial installation of the module onto the \Wows
Operating System. The CO is responsible for geimgr&eying material used for encryption, decryptio
and signature generation and verification. The also perform on-demand self-tests as well as
zeroization of all keying material and other CSH3escriptions of the services available to the GO a
provided in Table 3 below.

" USB — Universal Serial Bus

8 DVD - Digital Video Disc

¥ VGA — Video Graphics Array

19 CSP — Critical Security Parameter

Allegro Cryptographic Engine Page 8 of 26
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Table 3 — Crypto Officer Services

Service Description CSP and Type of Access ‘
AcRunSelfTest() Run cryptographic self-tests on- | None
demand

AcGenerateKey() Generate symmetric keys AES'' Key - W
AES GCM'? Key — W
AES GCM IV - W
AES CMAC'* Key — W
XTS'*1¢17_AES Key — W
Triple-DES'® Key — W
KEK' — W

AcGenerateKeyPair() Generate asymmetric key pairs | RSA? Private Key - W

RSA Public Key - W

DSA?' Private Key — W

DSA Public Key — W

ECDSA? Private Key — W
ECDSA Public Key — W

DH?* Private Components — W
DH Public Components — W
ECDH* Private Components — W
ECDH Public Components — W

AcBuildKeyPairFromParams() Generate asymmetric key pairs
given more specific key

parameters

RSA Private Key - W

RSA Public Key — W

DSA Private Key - W

DSA Public Key — W

ECDSA Private Key - W
ECDSA Public Key — W

DH Private Components — W
DH Public Components - W
ECDH Private Components — W
ECDH Public Components — W

AcDeriveKey() Derive a key using pre- TLS* Session Key — W
generated data PBKDF2?° DPK? — W
AcReleaseHandle() Zeroize Keys All Keys - W

1 AES — Advanced Encryption System

12 GCM — Galois Counter Mode

13|V — Initialization Vector

14 CMAC - Cipher-based Message Authentication code
15 XTS — XEX-Based Tweaked-Codebook Mode with CipénerStealing
16 XEX — XOR-Encrypt-XOR

" XOR - Exclusive Or

18 DES - Data Encryption Standard

19 KEK — Key Encrypting Key

20 RSA — Rivest, Shamir, Adleman

21 DSA - Digital Signature Algorithm

22 ECDSA - Elliptic Curve Digital Signature Algorithm

23 DH — Diffie-Hellman

24 ECDH - Elliptic Curve Diffie-Hellman

5 TLS — Transport Layer Security

26 pBKDF2 — Password-Based Key Derivation Function 2
2 DPK — Data Protection Key

Allegro Cryptographic Engine
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2.4.2 User Role and Services

The User role performs general security serviaeduding cryptographic operations and other Apptbve
security functions such as random number generatiocryption and decryption, message authentication
and signature generation and verification. Desomg of the services available to the User role ar

provided in Table 4 below.

Table 4 — User Services

Service Description CSP and Type of Access ‘
AcGenerateRandomNumbers() Generate random data DRBG? Seed — W/R/X
DRBG Entropy — R/X
DRBG ‘V’ Value — W/R
DRBG ‘C’ Value — W/R
AcDigest() Create message digest from None
AcDigestlnit() input data
AcDigestUpdate()
AcDigestFinal()
AcDigestClone() Create message digest from None
previously digested data
AcDigestSize() Calculate the size (in bytes) of a | AES CMAC Key — R
message digest AES GCM Key —R
AcKeyedDigestlnit() Create a keyed message digest |HMAC Key — R/X
AcDigestUpdate() of input data AES Key — R/X
AcDigestFinal() AES GCM Key — R/X
AES GCM IV - R/X
AES CMAC Key — R/X
AcSign() Sign a block of data RSA Private Key — R/X
AcSignlnit() DSA Private Key — R/X
AcSignUpdate() ECDSA Private Key — R/X
AcSignFinal()
AcSignDigestBuffer() Calculate a digital signature for a | RSA Private Key — R/X
previously computed digest DSA Private Key — R/X
ECDSA Private Key — R/X
AcVerify() Verify a signed block of data RSA Public Key — R/X
AcVerifylnit() DSA Public Key — R/X
AcVerifyUpdate() ECDSA Public Key — R/X
AcVerifyFinal()
AcVerifyDigestBuffer() Verify a digital signature for a RSA Public Key — R/X
previously computed digest DSA Public Key — R/X
ECDSA Public Key — R/X
AcEncryptlnit() Encrypt or decrypt a block of AES Key — R/X
AcEncryptUpdate() data® AES GCM Key — R/X
AcEncryptFinal() XTS-AES Key — R/X
AES CMAC Key — R/X
Triple-DES Key — R/X

28 DRBG — Deterministic Random Bit Generator

29 An encryption flag in the data structure is set TRUE” to indicate encryption and set to “FALSES tndicate
decryption
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Service Description CSP and Type of Access

AcWrapKey() Wrap/encrypt a symmetric key |KEK — R/X

AcUnwrapKey() Unwrap/decrypt an encrypted KEK — R/X
symmetric key

AcKeySize() Return the key size for a All CSPs — R
selected Key

AcKeyExchange() Establish a shared secret using | DH Private Components — R/X
DH or ECDH DH Public Components — R/X

ECDH Private Components — R/X
ECDH Public Components — R/X

2.4.3 Unauthorized Operator Services

The module provides two services that require aratpr to authenticate to the OS, but do not reqhie
operator to assume an authorized role. The foliguservices can be called to either begin using the
module for use in a FIPS-Approved mode of operatioto unload the module from memory and fix an
error state. The services listed in Table 5 doafiigtct the overall security of the module and ¢fere do

not require an authorized role to be accessed.

Table 5 — Unauthorized Operator Services

Service Description CSP and Type of Access
AllegroTasklnit() Initialize the module for use in FIPS | None
mode
AllegroTaskDelnit() Disable Crypto Services; All CSPs - W
Zeroization

2.4.4 Authentication

The Allegro Cryptographic Engine itself does ngbort an approved authentication mechanism. ACE is
being evaluated at Level 2 for Operational Envirenfrrequirements. As such, the cryptographic medul
may rely on the authentication mechanism providgdhle Operating System. The Windows 7 Ultimate
Operating System meets the functional requiremepiscified in the U.S. Government Approved
Protection Profile for General-Purpose Operatingt&ys.

2.4.4.1 Role-Based Authentication

The module uses role-based authentication. Windowdtimate Operating System provides an identity-
based authentication mechanism. This satisfiesdleebased authentication requirements of the rieodu
per section 3.3 of “Implementation Guidance for $FIPUB 140-2 and the Cryptographic Module
Validation Program” only when the operating syst&mrunning according to the Common Criteria
configuration guide. When the operator authentigain the OS with a correct password, they will
implicitly assume the role of CO or User basedlmngervice that is accessed. Each service offareéde
cryptographic module has been assigned a rolep€effmrm a service, the operator calls a cryptograph
module API and by doing so implicitly selects tloéer Sections 2.4.1 and 2.4.2 outline the respditss

of the CO and User and list the services associgittdeach role.

2.4.4.2 Authentication Mechanism Strength

As specified in Section 3.1.1.1, the minimum pagsiwength to access the Windows 7 OS is sixteeh (16
characters. The password may contain any combimatf upper- and lower-case letters, numbers, and
printable symbols; allowing for 94 possible chaeast Therefore, there is at minimum 94 3.7x16*

Allegro Cryptographic Engine Page I'l of 26

© 2013 Allegro Software Development Corporation
This document may be freely reproduced and distributed whole and intact including this copyright notice.



Security Policy, Version 1.0 November 19,2013

possible password combinations. This means theme 1 in 3.7x18 chance that one random access
attempt will succeed. This surpasses the 1 inQ10Q® requirement of the FIPS 140-2 standard.

In order to surpass the 1 in 100,000 likelihood thadom, successive authentication attempts wiltsed
or a false acceptance will occur in a one minutéodean attacker would be required to maké’a40,000
= 3.7x16° attempts in one minute. By default, Windows 7 @i8 only allow 10 failed authentication
attempts per minute before locking the accounter&tore, this requirement is satisfied.

2.5 Physical Security

The Allegro Cryptographic Engine is a software mledwhich FIPS defines as a multiple-chip standalon
cryptographic module. As such, it does not inclptigsical security mechanisms. Thus, the FIPS2140-
requirements for physical security are not applieab

2.6 Operational Environment

The Allegro Cryptographic Engine (Software Versidnl.8) was tested and found to be compliant with
FIPS 140-2 requirements on a Dell Optiplex 755 G&@ing an Intel Core 2 Duo E8400 64-bit processor
executing the Windows 7 Ultimate Operating Systefine Windows 7 Ultimate Operating System meets
the functional requirements specified in the USovernment Approved Protection Profile for General-
Purpose Operating Systems in a Networked Environmene Windows 7 Ultimate Operating System was
Common Criteria certified at EAP4+ (CCTL* Validation Report Number: CCEVS-VR-VID10390-
2010). The Windows 7 Ultimate OS must be set upisirCC-evaluated configuration to run the Allegro
Cryptographic Engine in its FIPS-Approved mode p&mtion. See Section 3.1.1 for more information
regarding this set-up.

2.7 Cryptographic Key Management
The Allegro Cryptographic Engine implements the$#pproved algorithms listed in Table 6 below.
Table 6 - FIPS-Approved Algorithm Implementations

Algorithm Certificate
Number
AES ECB*?, CBC*, CTR*, CFB*, CFB8, CFBI28, OFB*, CCM?” encryption/decryption and 2671

wrap/unwrap with 128-,192-, and 256-bit keys

AES GCM encryption/decryption and message authentication with 128-, 192-, and 256-bit keys 2671

XTS-AES encryption/decryption with XTS_128- and XTS_256-bit keys®® 2671
Triple-DES ECB, CBC, CFB, CFB8, CFB64, OFB encryption/decryption; 3-key 1602
RSA (FIPS186-3) (ANSI*® X9.31) key pair generation with 2048- and 3072-bit keys; Signature 1374

Generation and Verification

30 EAL — Evaluation Assurance Level

31 CCTL — Common Criteria Testing Lab

32 ECB — Electronic Code Book

33 CBC - Cipher Block Chaining

34 CTR - Counter

35 CFB - Cipher Feedback

36 OFB — Output Feedback

7 CCM - Counter with CBC-MAC

38 The vendor affirms that the length of data inirmdtances of AES-XTS does not exceéditocks
3% ANSI — American National Standards Institute
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Algorithm Certificate
Number

RSA (FIPS186-3) (PKCS* #1 vI.5) signature generation and verification; 1374
Encapsulation/Unencapsulation with 2048- and 3072- bit keys
RSA (FIPS186-3) (PSS*') signature generation and verification 1374
DSA (FIPS186-3) key pair generation with 2048- and 3072-bit keys; signature generation and 810
verification
DSA (FIPS186-3) PQG Generation and Verification 810
ECDSA (FIPS186-3) key pair generation with NIST curves: P-192, P-224, P-256, P-384, and P- 465
512; signature generation and verification
SHA*-1, SHA-224, SHA-256, SHA-384, and SHA-512 2243
HMAC*®with SHA-I, SHA-224, SHA-256. SHA-384, and SHA-512 1661
CMAC* generation and verification with AES 128-, 192-, and 256-bit keys 2671
Diffie-Hellman FFC* Key Agreement Scheme (SP800-56A) 148
EC* Diffie-Hellman ECC* Key Agreement Scheme (SP800-56A) with NIST curves: 148
P-192, P-224, P-256, P-384, and P-521
SP*® 800-90A Hash_DRBG™ 430
Caveats:

* Additional information concerning SHA-1 and RSA kéwnsport and specific guidance on
transitions to the use of stronger cryptographigskand more robust algorithms is contained in
NIST Special Publication 800-131A.

«  The module implements MB%for use with SSL3/TLS1.0 communications, which is allowed
in the FIPS-Approved mode of operation.

» The module generates cryptographic keys whosegttrermre modified by available entropy.

* The module generates keys per Scenario 1 of IG 7.I18

The module employs the following key establishmaethodologies, which are allowed for use in a FIPS-
Approved mode of operation:

* RSA (2048- or 3072-bit keys; key wrapping; key bitshament methodology provides 112 to 128
bits of encryption strength)

* AES (Cert # 2671, key wrapping; key establishmeathodology provides between 128 and 256
bits of encryption strength)

« Diffie-Hellman (CVL Cert. #148, key agreement; kegtablishment methodology provides
between 80 and 128 bits of encryption strength)

40pPKCS - Public-Key Cryptography Standards

41 PSS — Probabilistic Signature Scheme

42 SHA — Secure Hash Algorithm

“* HMAC — (keyed-) Hash Message Authentication Code
4 CMAC - Cipher-based Message Authentication Code
45 FFC — Finite Field Cryptography

46 EC — Elliptic Curve

47T ECC - Elliptic Curve Cryptography

48 5p — Special Publication

“° DRBG - Deterministic Random Bit Generator

50 MD5 — Message Digest v5

51 SSL3.1 — Secure Socket Layer v3.1
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» EC Diffie-Hellman (CVL Cert. #148, key agreemengykestablishment methodology provides
between 80 and 256 bits of encryption strength)

Allegro Software Development Corporation affirms ng@iance with SP 800-132 for the full
implementation of PBKDF2. The Allegro Cryptograpliingine implements option 1(a) from section 5.4
of the Special Publication. Please refer to sac8®.1.1 for Cryptographic Officer guidance specib
this function.
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The module supports the CSPs listed below in Table

Table 7 - List of Cryptographic Keys, Cryptographic Key Components, and CSPs

Generation®? /

Input

Storage

Zeroization

AES Key AES 128-, 192-, or Internally Output encrypted via | Keys are not Unload module; Encrypt and decrypt
256-bit key Generated via KEK persistently stored | API call; blocks of data
approved DRBG; or by the module® Remove Power
Input via APl in
plaintext
AES GCM Key AES 128-, 192-, or Internally Output encrypted via | Keys are not Unload module; Encrypt and decrypt
256-bit key Generated via KEK persistently stored | API call; blocks of data; Keyed
approved DRBG; or by the module Remove Power Message
Input via APl in Authentication Code
plaintext
AES GCM Iv** >= 96 bits of random | Internally Never Keys are not Unload module; IV input to AES GCM
data Generated via persistently stored | API call; function
approved DRBG by the module Remove Power
XTS-AES Key AES XTS_128- or AES | Internally Never Keys are not Unload module; Storage encryption

XTS_256-bit key

Generated via
approved DRBG

persistently stored
by the module

API call;
Remove Power

or decryption

AES CMAC Key

AES 128-, 192-, or
256-bit key

Internally
Generated via
approved DRBG; or
Input via APl in
plaintext

Output encrypted via
KEK

Keys are not
persistently stored
by the module

Unload module;
API call;
Remove Power

Keyed Message
Authentication Code

2 Post processing is not performed on the outpti@DRBG during key generation
3 Keys are temporarily stored in the volatile memofyhe host platform
54 External generation of the IV is not permitted [&rA.5.

Allegro Cryptographic Engine

© 2013 Allegro Software Development Corporation
This document may be freely reproduced and distributed whole and intact including this copyright notice.

Page 15 of 26




Security Policy, Version 1.0

November 19, 2013

Generation®? /

Input

Storage

Zeroization

Triple-DES Key

Triple-DES 168-bit
key

Internally
Generated via
approved DRBG; or
Input via APl in
plaintext

Output encrypted via
KEK

Keys are not
persistently stored
by the module

Unload module;
API call;
Remove Power

Encrypt and decrypt
blocks of data

HMAC Key

80- to 512-bit HMAC
Key

Internally
Generated via
approved DRBG; or
Input via APl in

Output encrypted via
KEK

Keys are not
persistently stored
by the module

Unload module;
API call;
Remove Power

Keyed Message
Authentication Code

plaintext
Key Encryption Key |AES 128-, 192-,256- |Internally Output in plaintext | Keys are not Unload module; Key Wrapping / Key
(KEK) bit key or RSA 2048-, | Generated via via GPC INT*® Path | persistently stored | API call; Unwrapping
3072-bit key PBKDF2; or by the module Remove Power
Input via APl in
plaintext
PBKDF2 DPK I 12-bits of random Internally Output encrypted via | Keys are not Unload module; Protection of stored
data Generated KEK persistently stored | API call; data
by the module Remove Power
RSA Private Key 2048- or 3072-bit Internally Output encrypted via | Keys are not Unload module; Signature
RSA2 Private Key Generated via KEK persistently stored | API call; Generation;
approved DRBG; or by the module Remove Power Decryption
Input via APl in
plaintext
RSA Public Key 2048- or 3072-bit Internally Output in plaintext | Keys are not Unload module; Signature
RSA2 Public Key Generated via via GPC INT Path persistently stored | API call; Verification;
approved DRBG; or by the module Remove Power Encryption

Input via APl in
plaintext

S5 INT - Internal

Allegro Cryptographic Engine
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Generation®? /

Input

Storage

Zeroization

DSA Private Key 224- or 256-bit DSA2 | Internally Output encrypted via | Keys are not Unload module; Signature
Private Key Generated via KEK persistently stored | API call; Generation;
approved DRBG; or by the module Remove Power
Input via APl in
plaintext
DSA Public Key 2048- or 3072-bit Internally Output in plaintext | Keys are not Unload module; Signature
DSAZ2 Public Key Generated via via GPC INT Path persistently stored | API call; Verification;
approved DRBG; or by the module Remove Power
Input via APl in
plaintext
ECDSA Private Key |NIST Recommended | Internally Output encrypted via | Keys are not Unload module; Signature
Curve Sizes: P-192, P- | Generated via KEK persistently stored | API call; Generation;
224, P-256, P-384, or |approved DRBG; or by the module Remove Power
P-521 Input via APl in
plaintext
ECDSA Public Key | NIST Recommended | Internally Output in plaintext | Keys are not Unload module; Signature
Curve Sizes: P-192, P- | Generated via via GPC INT Path persistently stored | API call; Verification;
224, P-256, P-384, or | approved DRBG; or by the module Remove Power
P-521 Input via APl in
plaintext
DH Private 160-, 224- or 256- bit |Internally Output encrypted via | Keys are not Unload module; Establish Secure
Components Diffie Hellman Private | Generated via KEK persistently stored | API call; SSH*¢ Session
Key approved DRBG; or by the module Remove Power
Input via APl in
plaintext

%6 SSH — Secure Shell
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Generation®? /

Input

Storage

Zeroization

DH Public
Components

1024-, 2048-, or 3072-
bit Diffie-Hellman

Internally
Generated via

Output in plaintext
via GPC INT Path

Keys are not
persistently stored

Unload module;
API call;

Establish Secure SSH
Session

Public Key approved DRBG; or by the module Remove Power
Input via APl in
plaintext
ECDH Private NIST Recommended | Internally Output encrypted via | Keys are not Unload module; Establish Secure SSH
Components Curve Sizes: P-192, P- | Generated via KEK persistently stored | API call; Session
224, P-256, P-384, or |approved DRBG; or by the module Remove Power
P-521 Input via APl in
plaintext
ECDH Public NIST Recommended | Internally Output in plaintext | Keys are not Unload module; Establish Secure SSH
Components Curve Sizes: P-192, P- | Generated via via GPC INT Path persistently stored | API call; Session

224, P-256, P-384, or
P-521

approved DRBG; or
Input via APl in
plaintext

by the module

Remove Power

TLS Session Key

Shared TLS symmetric
key

Internally
Generated via
approved DRBG

Output encrypted via
KEK

Keys are not
persistently stored
by the module

Unload module;
API call;
Remove Power

Encrypt/Decrypt
communications over
TLS

TLS Integrity Key

HMAC SHA-I key

Internally
Generated via
approved DRBG; or
Input via APl in

Output in plaintext
via GPC INT Path

Keys are not
persistently stored
by the module

Unload module;
API call;
Remove Power

Protects the integrity
of data sent over TLS

plaintext
DRBG Seed 440-or 888-bits of Internally Never Keys are not Unload module; Seeding material for
random material®’ Generated persistently stored | API call; Hash_DRBG
by the module Remove Power
5" Depending on hash algorithm used (See SP 800-Béle 2)
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Generation®? /

Input Storage Zeroization
DRBG Entropy 256-bit random Externally Never Keys are not Unload module; Entropy material for
material Generated®® persistently stored | API call; Hash_DRBG
by the module Remove Power
DRBG ‘C’ Value Internal Hash_DRBG | Internally Never Keys are not Unload module; Used for
state value Generated persistently stored | API call; Hash_DRBG
by the module Remove Power
DRBG V'’ Value Internal Hash_DRBG | Internally Never Keys are not Unload module; Used for
state value Generated persistently stored | API call; Hash_DRBG
by the module Remove Power

%8 The module employs the random number generatitreddVindows 7 Ultimate Operating System
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2.8 EMC/EMI

The Allegro Cryptographic Engine is a software nmledurlherefore, the only electromagnetic interfeeen
produced is that of the Dell Optiplex 755 Desktapm@uter; on which the module resides and executes.
FIPS 140-2 requires that the host systems on WHRIEYS 140-2 testing is performed meet the Federal
Communications Commission (FCC) EMI and EMC requigats for business use as defined in Subpart B,
Class A of FCC 47 Code of Federal Regulations Part However, all systems sold in the United States
must meet these applicable FCC requirements.

Confirmation of this testing is provided at:
http://support.dell.com/support/edocs/systems/ofEfB8G/HTML/fcc.htm

2.9 Self-Tests

The Allegro Cryptographic Engine performs powersgif-tests automatically each time the GPC is
powered on and the module is loaded into memorgnd@ional self-tests are performed each time the
module needs to generate a new random number @ asymmetric key pair, or when establishing a new
Diffie-Hellman Key Agreement. The module’s randbihgenerator will perform critical function tests
needed to assure its security. While the moduperforming these self-tests, all data output faters are
inhibited.

Should any self-test fail, the module’s data outipierfaces will be inhibited. Only control inpand
status output commands will be allowed to execuiie.correct a power-up self-test, on-demand ssk-te
or conditional self-test error, the module mustrédleaded into memory by either restarting the medul
by calling the AllegroTasklinit() service after thedule has been de-initialized.

2.9.1 Power-Up Self-Tests

The Allegro Cryptographic Engine performs the faling self-tests at power-up:
» Software integrity check using HMAC SHA-256 Messagehentication Code
» Known Answer Tests (KATS)

AES KAT>%°

AES CMAC KAT

Triple-DES KAT

RSA KAT®

DSA Sign/Verify Pairwise Consistency Test

ECDSA Sign/Verify Pairwise Consistency Test

SHA-1 KAT

HMAC with SHA-1 KAT

SHA-224, SHA-256, SHA-384, SHA-512 KAT

HMAC with SHA-224, SHA-256, SHA-384, SHA-512 KAT

Diffie-Hellman Primitive ‘Z’ Computation KAT

EC Diffie-Hellman Primitive ‘2" Computation KAT

SP 800-90A Hash_DRBG KAT

OO0 O0OO0OO0OO0OO0OO0OOO0OOO0OO

All Known Answer Tests may be called on-demand &llirg the AcRunSelfTest() service.

2.9.2 Conditional Self-Tests

The Allegro Cryptographic Engine performs the fallog conditional self-tests when needed:
e Conditional Self Tests (CSTs)

% Includes CBC, CFB1, CFB8, CFB128, ECB, OFB, CTRM; and CCM modes in 128-, 192-, and 256-bit sizes
80 Includes XTS mode in 128 and 256-bit sizes
b1 Sign/Verify KAT using 2048 bit key, SHA-256 hash
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RSA Pairwise Consistency Test

DSA Pairwise Consistency Test

ECDSA Pairwise Consistency Test

Diffie-Hellman Public Key Assurance Test

EC Diffie-Hellman Public Key Assurance Test

SP 800-90A Hash_DRBG Continuous Random Number @Gé&oerTest
Continuous Random Number Generator Test for EntBmyrce

O O0OO0OO0OO0OO0Oo

2.9.3 Critical Functions Self-Tests

Critical function tests are performed conditiondly the module any time a random number is gergrate
using the SP 800-90A Hash_DRBG. The SP 800-90AHaRBG contains two critical functions; DRBG
Instantiate and DRBG Reseed. The instantiatiohisetested during power-up and any time that a new
DRBG instance is created. The reseed test is ipeefb conditionally when the reseed counter hasheshc
its pre-determined maximum value and the DRBG néed® reseeded. If any of these critical function
tests fail, the module will transition to a softarstate. Follow the guidance in Section 2.9doect the
error state.

The Allegro Cryptographic Engine performs the fallog critical function tests:
» SP 800-90A DRBG Instantiation Critical Function Tes
 SP 800-90A DRBG Reseed Critical Function Test

2.10Design Assurance

Allegro uses Perforce Server as their configuratitanagement tool to track the progress and dedign o
their source code and product manuals. To enmaers delivery of the Allegro Cryptographic Engine,
Allegro places the module onto a DVD and shipsDM® via FedEx. Tracking numbers are used to track
the progress of the shipment to the customer. ¥edguires the recipient of the product to sign tfue
package to ensure the product arrives securehgetintended recipient.

2.1 1 Mitigation of Other Attacks

This section is not applicable. The modules doahaim to mitigate any attacks beyond the FIPS 240-
Level 2 requirements for this validation.
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3 Secure Operation

The Allegro Cryptographic Engine meets Level 2 imuents for FIPS 140-2. The sections below
describe how to place and keep the module in FIpf@ved mode of operation.

3.1 Initial Setup

Initial setup for the Allegro Cryptographic Engigensists of installing Windows 7 Ultimate in its CC
evaluated configuration, creating a new user adcoanthe Operating System and providing that user
account with a password. After creating a new @@eount and password, the CO shall follow the CO
Guidance in Section 3.2.1 to use ACE in its FIP$#ped mode of operation.

3.1.1 Operating System Configuration

The Windows 7 Ultimate Operating System will pravithe operational environment as well as the
authentication mechanism required for the module¢et Level 2 FIPS security specifications. Window
7 Ultimate shall be installed in its CC evaluatazhfiguration. The CO shall refer to the guidance
supplementation mentioned in the “Microsoft Window®mmon Criteria Evaluation for Microsoft
Windows 7 and Microsoft Windows Server 2008 R2 SiégTarget” in order to properly configure the
Operating System.

To run ACE in its FIPS-Approved mode of operatiamew user account shall be created on the O%r Aft
logging into the Admin account, the CO will createmew user account following the guidelines of @&
user manual. When creating a new user, the CO r&plire a password to log into the account. Tiae
shall refer to all administrative and guidance doeunts in order to create a new user account on the
Operating System.

3.1.1.1 Password Requirements

The password shall be, at minimum, 16 charactetsrigth and shall consist of a combination of upper
and lower-case letters, numbers, and printable elsnb The CO shall not include a password
hint/reminder. After creating the new user accotiré CO shall log into the new user account ttaihthe
Allegro Cryptographic Engine.

3.2 Secure Management

The Cryptographic Officer is in charge of the secmranagement and handling of the ACE cryptographic
module. The Allegro Cryptographic Engine is shigpmen a DVD and delivered via FedEx. A tracking
number is provided to the CO in order to track phegress of the shipment and ensure secure delofery
the module. The CO shall sign for the DVD upornvairand shall maintain control of the DVD througtho

its lifetime. Following the secure delivery of thedule, the CO shall follow the steps outlinedaction

3.1 for proper configuration of the Operating Sgstarior to installing the module onto the OS.

3.2.1 CO Guidance

As explained the sections above, the CO is in @afgsetting up the Windows 7 Ultimate Operating
System and receiving the DVD containing the crymp@ic module, installation guides, user guides, an
other supporting documentation. The CO shall felthe installation procedures detailed in the ideld
installation guides to properly install the Alleg@ryptographic Engine onto the operating systenfie T
module is shipped in its FIPS-Approved mode of apen. No further configuration is needed by the CO
in order to operate the module in its FIPS-Appromeztie of operation. During normal operation, thetUs
may check the status of the module by attemptingutoa service. If the service executes, the motule
operating in FIPS mode.
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3.2.1.1 Guidance for Password-Based Key Derivation Function

Passwords passed to the PBKDF2 implemented by ltegra Cryptographic Engine shall be, at minimum,
6 characters and shall consist of upper- and l@mase letters and numbers. The probability of gongss
this password at random is 1 in°62 1 in 5.68x1#. The Data Protection Key (DPK) derived from the
PBKDF2 shall be used for storage purposes only.

3.2.2 User Guidance

The user shall adhere to the guidelines of thisiftgdPolicy. The User does not have any abilityrtstall
or configure the module. Operators in the Uses eoke able to use the services available to the td&e
listed in Table 4. The use of MD5 shall be limitedSSL3.1/TLS1.0 communications. The restricted u
of this function is enforced by the module. Themis responsible for reporting to the Cryptographi
Officer if any irregular activity is noticed. Dugnoperation, the User may check the status of tbduhe
by attempting to run a service. If the service exes, the module is operating in FIPS mode.
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4

Acronyms

Table 8 lists the acronyms used throughout thisi®gdolicy.

Acronym
ACE
AES

ANSI
API
CBC
CCM
CCTL
CFB

CMAC

CMVP
co

DH
DLNA
DPK
DRBG
DSA
DVD
EAL
EC
ECB
ECC
ECDH

ECDSA

EMC

Table 8 — Acronyms

‘ Definition

‘ Allegro Cryptographic Engine

‘ Advanced Encryption System

American National Standards Institute

‘ Application Programming Interface

‘ Cipher Block Chaining

‘ Counter with CBC-MAC

‘ Common Ceriteria Testing Lab

‘ Cipher Feedback

‘ Cipher-based Message Authentication Code

‘ Cryptographic Module Validation Program

‘ Cryptographic Officer

‘ Central Processing Unit

‘ Communications Security Establishment Canada

‘ Critical Security Parameter

‘ Conditional Self-Test

‘ Counter

‘ Data Encryption Standard

‘ Diffie-Hellman

| Digital Living Network Alliance

‘ Data Protection Key

‘ Deterministic Random Bit Generator

‘ Digital Signature Algorithm

‘ Digital Video Disc

‘ Evaluation Assurance Level

‘ Elliptic Curve

‘ Electronic Code Book

‘ Elliptic Curve Cryptography

‘ Elliptic Curve Diffie-Hellman

‘ Elliptic Curve Digital Signature Algorithm

‘ Electromagnetic Compatibility
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Acronym
EMI
FCC
FFC
FIPS

GCM
(c] e
HMAC
INT
KAT
KEK
MAC
MD5
NIST
OEM
OFB

PBKDF2

PKCS
PSS
RAM
RSA
SATA
SCsI
SHA
SP

UPnP
usB
XEX
XOR

XTS

| Definition

‘ Electromagnetic Interference

‘ Federal Communications Commission

‘ Finite Field Cryptography

‘ Federal Information Processing Standard

‘ Galois/Counter Mode

‘ General Purpose Computer

‘ (keyed-) Hash Message Authentication Code

‘ Internal

‘ Known Answer Test

‘ Key Encrypting Key

‘ Message Authentication Code

‘ Message Digest v5

‘ National Institute of Standards and Technology

‘ Original Equipment Manufacturer

‘ Output Feedback

‘ Password-Based Key Derivation Function 2

‘ Public Key Cryptography Standard

‘ Probabilistic Signature Scheme

‘ Random Access Memory

‘ Rivest Shamir and Adleman

‘ Serial Advanced Technology Attachment

‘ Small Computer System Interface

‘ Secure Hash Algorithm

‘ Special Publication

‘ Secure Shell

‘ Secure Socket Layer

‘ Transport Layer Security

Triple-DES ‘ Triple Data Encryption Standard

‘ Universal Plug-n-Play

‘ Universal Serial Bus

‘ XOR-Encrypt-XOR

‘ Exclusive Or

‘ XEX-Based Tweaked-Codebook Mode with Ciphertext Stealing
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