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& / S Ndbrhndergial vendors are identified in this presentation for
example purposesSuch identification is not intended to imply
recommendation or endorsement by the National Institute of
Standards and Technology, nor is it intended to imply that the vendors
identified are necessarily the best available for any given purgpdse

¢CKAA LINBaSyualagAazy gl a ONBFGSR o6& bl

Information Officer for informational purposes only and is not an
official NIST publication.

CSRSN}Yf /2YLIWzG6SNJ { SOdzZNA (& al yIF ISNERQ C2 NHzY



[ 2YLIzi SN { SOdzNRA (& al yIF ISNBEQ C2 Ndzy



/"IN THE NEWS - 20¥

aftPass saw potengllily millions of passWo/rds accessed

/ | V4 ; / CVS, Walgreens, others hit by’ credit card breaCh

Carphone Whouse, phone store 0,000 customers had encrypted credit card/data stolen.
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OPM Breach (2014-2015) Hacking Team (July 2015)

Hacking Team, an Italian company that
makes surveillance software used by
governments to police the Internet was
hacked.

Point 1:

In 2014, the Office of the Inspector General (OIG)

urged the Office of Personnel Management (OPM) to

shut down computer systems which were operating

without a current security authorization. OIG

specifically warned the breach of some of the systems

could have fAnational secur i&histign Rp3zi, sepie systasnpad security
engineer for the company:

All company information exposed.

In the audit report published 11/12/14, OIG found that
11 out of 47 computer systems operated by OPM did
not have current security authorizations.

The leaked security engineer's list of
passwords:

OIG recommended OPM,Aiconsi der
systems that do not have a current and valid
Aut hori zation. o0 But

Point 2:
OPM di dnot know a

had finished an

Wh at woul d have

security upgrades?
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had occurred unti |l
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Let 0s step Dbacke FISI'IFI

INFORMATION SECURITY M

FISMA - Risk Management Framework

Starting Point
FIPS 199 / SP 800 60

Asse_:ssment & Al_Jthorization3 a core component of FISMA - oo [ -
and implementation of the Risk Management Framework, SRy T rttatenci
ensures federal information system cyber security controls t B kst Secury Coniros
. . . FAQs FAQs
are continuously monitored and cyber security control e S Rote nd spanubiies
. ecurity Life Cycle
status and risks are well understood by management and spwo7 spa0s sewon
technical staff and managed in support of the 1 Sl S|
organlzatlons miSSion' Roles&RFe:?:nsibiliﬁes SPm.’)JA Rol &RFnAs sibilities
Quick Start Guides ‘ m Q ick St: nG ides
« Roles & Ri:g:nsibiliﬂes «
My answer: Quick Start Guides

To give the authorizing officials the knowledge and
understanding of a given system so they can make
Informed decisions on the risks inherent in that
system.
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The head of each agency shall be
responsible for:

0 6 P r o wformdtian gecurity protections
commensurate with the risk and magnitude of the
harm resulting from unauthorized access, use,

of

disclosure, disruption, modification, or destruction F l S I I l H

FEDERAL INFORMATION SECURITY MANACEMENT ACT

o0 ipifformation collected or maintained by or
on behalf of the agency; and

0o60(ii) information systems used or operated

an agency or by a contractor of an agency or
other organization on behalf of an agency

Federal Information Security Management Act of 2002 (FISMA) section 3544. Federal agency responsibilities

See OMB Memo M-14-04 November 18, 2013
- Excellent FAQ on all aspects of FISMA, including cloud
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What does this have to
do with AThe Cl o

(i) information systems used or operated by an
agency or by a contractor of an agency or other
organization on behalf of an agency

OMB Memo M-14-04 November 18, 2013
#25, 26, 27 & 48 specifically on 3 part and cloud vendors

See NIST SP-135 for definitionof 3SFORXG’

Any vendor who stores, accesses, CAN access, touches, PDQLSXODWF
Government data MUST be assessed against all controls.

CSRSN}Yf /2YLIWzG6SNJ { SOdzZNA (& al yIF ISNERQ C2 NHzY



