FIPS 140-3 Non-Invasive Attack Testing

SPA on RSA
Correct partial key = 0010100
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Power Analysis Attacks

- Real-time power consumption data may il e

contain the information of on-going IR e aar Wi
crypto-operations

- Simple Power Analysis (SPA)

Extracts the secret key after visual inspection of a
power trace DPA on AES

- Differential Power Analysis (DPA) Correct partial round key = 0xDO
Extracts the secret key after statistical processing of

power traces
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A Test Bench for Power Analysis
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- Suitable for fundamental research due to

Its known and controllable characteristics

Purposes
- Common platform for side-channel attack

research
- Training for test labs
- Hardware artifact for test tool calibration

and certification g o
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