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Making Security Simple 

i rt it r ti i I rI t f i t fi . 
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Trustworthy Computing 
Software Restriction Policies 

Automatic Updating 
Microsoft Secure Development Lifecycle 
Firewall Enabled by Default 
Baseline Security Analyzer 
Data Execution Protection (DEP) 

Malicious Software Removal Tool 
Windows Defender 

ASDL 
User Account Control 
Bitlocker 
Windows Service Hardening 
Mandatory Integrity Control 

AppLocker 
Encrypted File System 

Microsoft Security Essentials 
EMET 

HumanOS 

WindowsOS 
Credential Guard 
Biometrics 
Edge Browser 
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BJ Fogg Behavior Model – Curse of Knowledge 
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Cognitive Overload 
i rt it r ti i I rI t f i t fi . 

•People can only remember so much 
•Security awareness programs can only communicate so
much 

•First step, communicate as few behaviors as possible. 



    
  

    

Dr. Angela Sasse – University 
College of London 

Every behavior has a cost. 
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• 1 Upper Case Letter 
• 1 Lower Case Letter 
• 1 Symbol 
• 1 Number 
• Change very 90 days 
• Never write it down 
• Every password different 
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Simplify Passwords 
i rt it r ti i I rI t f i t fi . 

• Passphrases 
• Password Managers 
• Two-step Verification 



    It has to be ”Sue” proof. 
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What Can We Do? 
i rt it r ti i I rI t f i t fi . 

• Focus on fewest behaviors that have the biggest impact. You
should have a good reason for every behavior you teach. 
• Simplify those behaviors as much as possible. 
•When communicating “Sue proof-it”. 

• If people are not exhibiting a behavior, do not blame them. Ask 
what the problem is – motivation or ability? 


