t You Need to Learn

HHS Wall of Breach
Annual FISSEA Confere

NIST - Gaithersburg, MD
15 March 2018

o/ PRAU30X



Hoala Greevy




Why is this Important to Me?




HHS.gov



HIPAA



Protected Health Information (PHI)



What is a HIPAA Breach?



HHS Hall of Shame



Breach Types



Breach Locations



HIPAA Breaches at a Glance: 2017



HIPAA Breaches by Month



o PRU30X HIPAA Breaches by Month (Individuals)

1600000 1
1400000 -
1200000 -
1000000
800000 -
600000 -
400000 -

200000 -

- T T T T T . T — T _ T L‘

January February August September October November December




HIPAA Breaches by Month (Individuals)

1% & January
5% 4% & February
March
& April

“ May

\, June

15%

- S uly
V & August

September

13% & October

' November

December

o PRAU30X




o/ PRU30OX HIPAA Breaches by Month (Incidents)

Jan Feb Mar Apr May Jun Jul Aug Oct Nov Dec




HIPAA Breaches by Month (Incidents)

o/ PRU30X
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HIPAA Breaches by Type
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HIPAA Breaches by Location
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Takeaways: Breaches by Location
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Top 10 Breaches

Name Individuals Type Location
1 Commonwealth Health Corporation 697800 Theft Other
2 Airway Oxygen, Inc. 500000 Hacking/IT Incident Network Server
3 Women's Health Care Group of PA, LLC 300000 Hacking/IT Incident Desktop Computer, Network Server
4 Urology Austin, PLLC 279663 Hacking/IT Incident Network Server

5 Pacific Alliance Medical Center 266123 Hacking/IT Incident Network Server
6 Peachtree Neurological Clinic, P.C. 176295 Hacking/IT Incident Network Server
7 Arkansas Oral & Facial Surgery Center 128000 Hacking/IT Incident Network Server
8 McLaren Medical Group, Mid-Michigan Physicians Imaging Center 106008 Hacking/IT Incident Network Server
9 Harrisburg Gastroenterology Ltd 93323 Hacking/IT Incident Network Server
10 VisionQuest Eyecare 85995 Hacking/IT Incident Network Server
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