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“Usability Research Goal:

To enable policy makers to make
better decisions



e —— e

e

M - I
iew of solution space of the security and usability equation

Policy constrains

Trivial security solution :
solution space

Ideally policy will
permit the best
solution

Trivial usability
solution

Optimum acceptable
usability/security
solution

Each point (solution) has a
security level and a usability
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Password Policy Quiz

What are the minimum length and maximum lifetime?
Are special characters required?

Which special characters are allowed?

Is white-space allowed?

Are you allowed to write it down?

Workplace password policies involve much more than length and
lifetime.
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Password policies cause confusion

Users rarely understand them

Users are governed by multiple policies at work, through financial institutions,
and for other online activities.

The number of policies, ambiguities in them, and discrepancies among them
are a cognitive burden.

So...
Users are forced to choose weak passwords or write them down.

Policy violations become routine
Password policy security goals are not met



anyou follow this policy:

/Policy from a Federal Agency:

-

Passwords contain a combination of letters, numbers, and at least one
special character

/

What constitutes a special character anyway?

Is the following a legal password:

e password2% (letters, number, and specials) ?
e password% (letters and specials) ?
e Password% (upper-case and lower-case letters and specials) ?

o |*@SSM()%& (all specials) ?
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Password specifications as Policies

Policies regulate behavior (or they try to).

For instance:
e Users must not store passwords in writing anywhere.
» Users must create passwords with a character in the set of numbers.
* Users must not create passwords in the set of dictionary words.

But they are not written in clear and unambiguous language.
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and language
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Mote fhat Wser acooont ‘will expire ater 50 says. Two notices wil be sent via emad 1o the user siering them fothe
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For example, one-fime passwords and public kay cryptography should be used instead of password authentication i

possible
2. Passwords must be generated or selected using the following criteria-

a. Al passwords must have at least eight {3) non-blank charactars.

b, Atleast one of the characters must be s number (0-8) or & special character (e.9
No characier may be repeated more than four 4] times
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general access on any given syste

e Paseworda must nol iluds conirol characlers and non-printable characters (2.3, enter, o tab, o backspace, or ci-
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f. Passwords must notinclude any of following: vendorimanufaciurer default passwords, names (.9, system user
names, family names), words found in dictionaries (i.e. words from any dictionary, spelled forward or backward),
addresses or birthdays. or common character sequences fe.g. 3456, ghik. 2468).

9. Passwords mey be crmsied using rrdem password generaicrs.
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1.5, %, " and ")

<. Group passwonds must not be shared outsd the group of suhorzed users and must be changad when any
individual in the group is no longer authorized.
d. Graup passwords must not be used for access 1o other applications, and they must never be re-used.
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when transmitied across the Internet. This requirement does not apply o single-use (one-time) passwords.
4. Al passwords must be changed as follows:
a. Passwords must be changed as follows:
i Atleast every ninety (90) days.
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Wi Immediately after being shared for emergency purposes,
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why additional restrictions and criteria are necessary.



Goal

Develop a effective approach for studying password policies.

Specifically, develop a password policy language that enables us to
(1) evaluate and compare policies, and

(2) assess how policy rules affect user behavior and security.

Approach:
— Develop a taxonomy of policy rules
—  Collect a corpus of representative policies
— Analyze the corpus using its taxonomic structure

10



«-’“’"ﬂﬁ“‘“

Dﬂévelop a Taxonomy

Reduce policies to an unambiguous language:

st ~enefits of a formal (EBNF) grammar:

—— change passwords
— before 90 days -
immediately compromised.
| gpmceﬁr%mgsed " . . .
= e Kpaedfy statements can be pinpointed for
L create passwords

with a cha,rag(:;(_'er t of R gj j 0 n
"ﬂ lf""'lumbers, special characters (unspec) I |$§ Héls *

with length
'_gt greater than or equal to
L Bcharacters

icat rd -~
communlcgye passworas )hared .

Internet or wide—area network without encryption

oty Wthesdsadllowed, forbidden, and ambiguous

_ phone mail

2PN an emergency 1 H 't
| create passwords ta. %P FI .

 inthe setof .

passwords to an outside system

strings with a character repeated 5 or more times
their last 2 years of passwords

L their last 8 passwords

Mairr? ?rt'l':'gset of Jasswo rdS to .
wih asub,slw control or non—printable characters (unspec) La n g u a ge d Iffe re n CeS n O | O n ge r p reve nt

 inthesetof

— o YW eidons. (Clarity first)

dictionary words in reverse
|——— proper names

strings with word or number patterns (unspec) thel r Iast 2

vendor default passwords

not

| faillo authﬁuicale
— 4times .
 toavoid

administrative unlock or a 3 minute lockout

store passwords thell’ IaSt 8

| v incleartextin an insecure location
online .
in automated scripts

should
« not .
— communicate passwords
—_— b

 local-area network without encryption



must

should
—_—

not

not

—

change passwords

— before
—— 90days

immediate
[ I

compromised

directed by management
found non-compliant
shared

create passwords
— with a character
v inthe set of .
— numbers, special characters (unspec)
with length
—_

greater than or equal to
L B8 characters

communicate passwords

Internet or wide—area network without encryption
mail accompanied by the user ID

mail without encryption

phone mail

except in
——— an emergency

create passwords

 inthe setof .

\ passwords to an outside system

strings with a character repeated 5 or more times

their last 2 years of passwords

their last 8 passwords

with a chara
— n

-

h%rse of .
control or non-printable characters (unspec)

|

with a subslring
 inthésetof .
addresses or other locations
birthdays or other dates
dictionary words
dictionary words in reverse
proper names
sirings with word or number patterns (unspec)
vendor default passwords

fail to authfliuicale
— 4times .
o avoid - . .
«— administrative unlock or a 3 minute lockout

store passwords

| v incleartextin an insecure location

online .
— inautomated scripts

communicate passwords
— b ] .
 local-area network without encryption

Benefits of a formal (EBNF) grammar:

What is allowed, forbidden, and ambiguous
is explicit.

Specific statements can be pinpointed for
discussion.

Language differences no longer prevent
comparisons. (Clarity first)
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~Apply Taxonomy to a Corpus

Corporate and government policies of primary interest (22)
Password-protected general websites policies included (19)

13



How many different rules?
41 policies
155 unique rules
449 total rules
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------ Policy exploration and visualization
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licies

NIST Census

Users must create passwords with length greater than or equal to 8 characters.



licies

NIST Census

Users should not communicate passwords by local-area network without encryption.
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A tool for paé?Wbrd policy analysis

General statistics:
e Are any two policies the same?
* What rules appear frequently?
* How often are policies ambiguous or contradictory?

Broader questions:
e Which rules constitute best practices?
* Which rules require user cooperation?
* What rules affect usability? What rules affect security? How?

21



Some preliminary results

Are any two policies the same?
* No (they are like snowflakes).
* NIST (28) and the Census Bureau (22) share 14.
* DoC (28) shares 12 with NIST and 8 with Census.
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Some preliminary results

What rules appear frequently?

e Users must create passwords with length greater than or equal to 8 characters.
(23)

* Users must not communicate passwords to anyone. (15)

* Users must change passwords immediately if compromised. (10)

e Users must not create passwords with a substring in the set of dictionary
words. (10)

e 73 rules appear only once.
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Some preliminary results

How often are policies ambiguous or contradictory?
* Rules were flagged as ambiguous if they...

» Concerned special characters without defining them,
« Concerned “letters” without specifying case,
« Concerned vague prohibitions on “patterns”

* 34/41 policies (83%) contain an ambiguous rule.



Basic findings

A typical policy imposes 8—10 rules on a user.
Each policy introduces an average of 1—2 unique rules.
Nearly every policy had ill-formed requirements.

Users with multiple passwords will not be able to keep all the
requirements straight.
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ext Steps

Attach security rationales to rules and regions.

Attach usability concerns and experimental results.
Translate policies to find disagreement or misinterpretation.
Explore current practices and establish best practices.

Put policies into plain language.

Thank you!
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