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“Little Bobby Tables”

HI, THIS 1S OH, DEAR = DID HE | DID YOU REALLY
YOUR SON SCHOOL. | BREAK SOMETHING? | NAME YOLR SON
WE'RE HAVING S0ME Robert'); DROP
COMPUTER TROUBLE. TABLE Students: - 7

!

~ OH. YES UTTLE
BOBBY TABLES,
WE CALL HIM.

™ FORUM ONE

é.m'b COMMUNICATIOMNS

WELL, WEVE LOST THIS
YEARS STUDENT RECORDS.
T HOPE YOURE HAPPY.

{

AND I HOPE
“~ YOUVE LEARNED
L TOSANMZE YOUR
DATABASE INPUTS.




Nothing New Under the Sun & FQRUMONE

e Security IS a process

— Not a product, a certification, a...

e Users are the Target

e More Points of Attack
but Same Defenses
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Most Common Threat g FTORUM ONE
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Serious Threat . FORUM ONE

¥JLog In - Mozilla Firefox
File  Edit = iskory  Bookmarks  Tools  Help

Sign Up|Log In|Help

Welcome Send Money Request Money Merchant Tools Auction Tools

-l

Member Lﬂg In & Log In =

Email Address: I Forget yvour email address?
Password: I Forget yvour password?

New users sign up here! It anly takes a minute,

~
Source: F-Secure




Teaching Bad Habits SR SN

e Logins, Logins, Logins
 More Points of Attack
 More Dependencies




“Web 2.0” Attacks S FORUM ONE

* XSS

e CSRF

e Buzzword Compliance Achieved




Security Is Good Habits SR SN

e Triage and Limit Harm

e Process, Not a Product

e Don't Trust User Input
or ldentity




Contact s FORUM ONE

Sandy Smith

www.forumone.com
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