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‘Grew the Alliance — size and dlverS|ty
— 169 members: GSA, DoD, Canada Post, SAP, BEA, CA, Merck
— Lowered bar to Sponsorship with new fee structure
— New management board members: Ericsson, Novell, Verisign,
Fidelity
Successful RSA Conference Event

—  Unveiled technology roadmap,

—  Released public draft of Phase II specifications
—  Announced SAML convergence plan

—  Interop demonstration

* AOL, Communicator Inc, Ericsson, HP, Jabber, Mycroft
NeuStar, Nokia, Novell, NTT, Ping ID, Phaos, PostX,
SchlumbergerSema, Sigaba, Sun, Symlabs, Trustgenix,
Vodafone and Waveset

b4




Deployments and Trials

— Publicly announced: Neustar, GM/Fidelity,
NEC/Niteo/FSTC,Communicator Inc.

— Not announced yet: Vodafone, T-Mobile

Policy Initiatives

— Released Security and Privacy best practices document

— Successfully lobbied Article 29 working group
— Working for Liberty inclusion in E-gov authentication spec.

Other Alliance Initiatives In-progress

— Business Templates

— Certification program: Technology brand for conformance to
specifications

— Multi-track model for Identity Services
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: dmm Feaé;étim Identity Services Specifications Public Draft 4/03
Framework (ID-158)

(ID-FF) Schema specifications to provide for
interoperable identity-based web services.

First mterop. 5403
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Spec release 9703
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Business Requirements for Wide-scale
adoption of Federated Identity

— Mutual Confidence

— Risk and Risk Management

— Liability

— Compliance
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e Business Standards

— Accreditation standards and guidelines
— Technical standards and associated levels of performance

— Security and Privacy standards
— Adoption and alignment with legal standards (such as HIPAA)

 Minimum Requirements

— Internal controls
— Service Level achievement against controls and technical standards

— Employee integrity/certification requirements
— Audit

e Certification and Auditing
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e Best Practices

e Revocation Procedures
— Procedures for revoking credentials
— Procedures for suspending an identity

— Procedures for lowering confidence in a particular
interaction

* Fraud Protection Measures
| — Security Policy for Identity Management Providers

— Security Policy for Attribute Management Providers

— Security Policy for Service Providers (attribute
confidentiality).
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e Allocation
— Proportion

— Flow

— Insurance
* Dispute Resolution
— Time consuming

— Costly

— Resource Intensive
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e General Compliance
— Agreed standards, policies, procedures

— Contract — bi-lateral, multi-lateral

— Trade Association
* Privacy Issues

| — Privacy interest of the consumer

— Privacy interest of the business/agency

— Privacy interest of employees
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