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Incremental cryptography 

Introduced 20 years ago in Crypto '94 paper by 
Bellare, Goldreich and Goldwasser, “Incremental 
Cryptography: The Case of Hashing and Signing” 
Bellare, Goldreich and Goldwasser, STOC '95, 
“Incremental Cryptography and Applications  to 
Virus Protection” 
Bellare and Micciancio, “A New Paradigm for 
Collision-Free Hashing: Incrementality at Reduced 
Cost”, Eurocrypt '97 
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Cost”, Eurocrypt '97 
WARNING:WARNING: You get the 

convenience of collision-free 
incrementality in hashing, but you loose 

the Length Extension Resistance 



         

        
       

          
   

Basic idea of Incrementality
�
If we have already computed the function on some 
document, and this document is modified, then we update 
the function value based on the old value, and introduced 
changes rather than re-computing it from scratch. 
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magnitude faster than the 

The main motivation is that 
the second computation of 

F( ) can be orders of 

first computation of F( ). 
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Bellare-Miciancio concrete proposals for 
construction of Colision-free Hashing 

M
�

n 

< M
�
n 

n 

�
�

M 

y(M)
�

Group G with combining operation �
�
Randomizer or compression 

function h mapping fixed size

strings to element of G
�
Original message 


M = M M  … M
�
1 2 n 

that we transform into the message  

M' = <1>M <2>M  … <n>M
�

1 2 n 

(prepend the index of each block to the 
block) 
Apply h to each block M ' = <i>M to
�

i i 

obtain y = h(M ') 
i i

Combine y
i

 � y
2
 � ... y

n 

 in G by the operation �: 

y(M) = y
1
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Operation �, the size of the 
hash and properties of h 

● Bellare and Micciancio proposed three variants for the operation �: 
– MuHASH: Multiplication in a group 

● special cases: 
–multiplication in groups of prime order 
–integer multiplication modulo p 

– AdHASH: Addition modulo M 
– LtHASH: Vector addition 

● They concluded that in order the incremental hash function y( ) to
be collision free the following conditions must be satisfied: 
– In the group (G, �) the balance problem should be hard, 
– The compression function h( ) should be collision free 
– The size k of the hash output should be around 1024 bits 



         

 

 

 

 

Operation �, the size of the 

hash and properties of h
�

● However Wagner in “A generalized birthday 
problem” CRYPTO 2002, showed that the size k of 
the hash should be much bigger (for standard security 
levels, even up to tens of thousands of bits). 

● Basically those findings killed the attractiveness of the 
concept of incremental hashing. 

● Even more: None of the SHA-3 candidates explicitly
�
explained can they offer some form of incremental 

hashing
�
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HOWEVER
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Annual global IP traffic will pass the zettabyte 
threshold by the end of 2015, and will reach 1.4 

zettabytes per year by 2017. In 2015, global IP traffic 
will reach 1.0 zettabytes per year or 83.8 exabytes per 

month, and by 2017, global IP traffic will reach 1.4 
zettabytes per year or 120.6 exabytes per month. 
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In 2017, the gigabyte equivalent of all movies ever 
made will cross the global Internet every 3 minutes. 
The global Internet networks will deliver 13.8 petabytes 

every 5 minutes in 2017. 



          March 2014, The Role of the Erasure Codes in Zettabyte Era 
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 Are the practical needs for
�
incremental hashing present today?
�
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Are the practical needs for
�
incremental hashing present today?
�

In the latest version of Duplicity this issue is 
resolved (by using hash trees and storing 
intermediate hash values and signatures). 
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Are the practical needs for
�
incremental hashing present today?
�

Having an incremental hash function 
would increase the speed of production of 

signed backups by order of magnitude, 
while decreasing the extra storage for 

intermediate signature sets. 
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Observations
�

Observation 1. In the Zettabyte era the trend 
for reducing the cost of data storage will 
diminish the importance of the fact that 
incremental hashing needs longer digests 
than traditional hash functions. 
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Observations
�

Observation 2. In the Zettabyte era there will 
be an increased need for an efficient and 
secure cryptographic primitive that will 
perform incremental collision-free hashing. 
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Formalizing previous notations
�

Proof. Just adopt the notation from Wagner's Crypto 2002 paper [Sec. 2, Summary] 
to match the notation of variables in Definition 1. 
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Extendable-Output Functions
�
SHAKE128 and SHAKE256
�

● DRAFT FIPS 202 “SHA-3 Standard: 
Permutation-Based Hash and Extendable-
Output Functions” 
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 Extendable-Output Functions
�
SHAKE128 and SHAKE256
�
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iSHAKE128
�

For a 2128 level of security, the maximal size of the files 
that can be hashed with iSHAKE128 is 5 GB. 

For small file sizes such as 160 KB the complexity of
�
finding collisions with Wagner's generalized birthday
�
attack is 2254
�

and 

For files long 1.25 TB the complexity of finding collisions 
drops down to 2112 . 
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 iSHAKE256
�
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 iSHAKE256
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iSHAKE256
�

For a 2253 level of security, the maximal size of the files 
that can be hashed with iSHAKE256 is 32 GB. 

For small file sizes such of 1 MB the complexity of 
finding collisions with Wagner's generalized birthday 
attack is 2479 

and 

For files long 8 TB the complexity of finding collisions 
drops down to 2212 . 
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Properties of iSHAKE parallel 

operations
�

● Trivial parallelization without a need for special scheduling 

–	 (except that every message bloc Mi has to be prepended with 
its index <i> in the message) 

● The obtained hash is the same, regardless of the level of 
parallelism used in the computation 

● No need to keep extra intermediate values in order to
�
achieve incrementality
�
–	 What is bigger: the amount of stored intermediate chain values 

in tree-hash modes or the size of hash values in iSHAKE 
(2688 / 6528 bits)? 
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 Thank you for your attention!
�
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