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MotivationIterated permutationsMost of the symmetri onstrutions (hash funtions, blok iphers ...) arebased on a permutation iterated a high number of times.Important to estimate the algebrai degree of suhiterated permutations.Funtions with a low degree are vulnerable to:Higher-order di�erential attaks and distinguishers (e.g. zero-sumdistinguishers ...)Cube attaksAlgebrai attaks 4 / 19



MotivationAlgebrai degree of a vetorial funtion F : F
n
2 → F

m
2Example (Inverse of Keak's Sbox):

F (x0, x1, x2, x3, x4) = (x0 + x2 + x4 + x1x2 + x1x4 + x3x4 + x1x3x4,

x0 + x1 + x3 + x0x2 + x0x4 + x2x3 + x0x2x4,

x1 + x2 + x4 + x0x1 + x1x3 + x3x4 + x0x1x3,

x0 + x2 + x3 + x0x4 + x1x2 + x2x4 + x1x2x4,

x1 + x3 + x4 + x0x1 + x0x3 + x2x3 + x0x2x3).
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x0 + x2 + x3 + x0x4 + x1x2 + x2x4 + x1x2x4,

x1 + x3 + x4 + x0x1 + x0x3 + x2x3 + x0x2x3).The algebrai degree of F is 3. 5 / 19



MotivationDegree of an iterated funtionLet F,G : Fn
2
→ Fn

2
.Find a good estimate of deg(G ◦ F ).
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MotivationDegree of an iterated funtionLet F,G : Fn
2
→ Fn

2
.Find a good estimate of deg(G ◦ F ).Trivial bound

deg(G ◦ F ) ≤ degGdegFWhen the Walsh oe�ients of F are divisible by 2ℓ.[Canteaut-Videau '02℄
deg(G ◦ F ) ≤ n− ℓ+ degGWhen F is the onatenation of smaller balaned funtions over

F2n0 [Boura Canteaut DeCannière '11℄
deg(G ◦ F ) ≤ n−

n− degG

n0 − 1 6 / 19



MotivationThe ase of KeakKeak [Bertoni et al. 08℄Nonlinearity : 5× 5 nonlinear permutation χ.
deg(χ) = 2, deg(χ−1) = 3.The resistane of Keak against zero-sum distinguishers has beenwidely studied.Trivial bound: 16-round distinguisher.[Canteaut Videau 02℄: 18-round distinguisher.[Boura Canteaut DeCannière '11℄: 24-round distinguisher.
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MotivationThe ase of KeakKeak [Bertoni et al. 08℄Nonlinearity : 5× 5 nonlinear permutation χ.
deg(χ) = 2, deg(χ−1) = 3.The resistane of Keak against zero-sum distinguishers has beenwidely studied.Trivial bound: 16-round distinguisher.[Canteaut Videau 02℄: 18-round distinguisher.[Boura Canteaut DeCannière '11℄: 24-round distinguisher.Observation of [Duan-Lai 11℄:The produt of any two oordinates of χ−1 is of degree 3. 7 / 19
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Main resultA new result
δk(F ): maximal degree of the produt of k oordinates of F[Duan-Lai 11℄: δ2(χ−1) = 3.Question: Is δ2(χ−1) related to deg(χ)?
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Main resultA new result
δk(F ): maximal degree of the produt of k oordinates of F[Duan-Lai 11℄: δ2(χ−1) = 3.Question: Is δ2(χ−1) related to deg(χ)?Theorem: Let F be a permutation of Fn

2
. Then, for any integers kand ℓ,

δℓ(F ) < n− k if and only if δk(F−1) < n− ℓ.
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Main resultAppliation to Keak
Corollary: Let F be a permutation of Fn

2
. Then, for any integer ℓ

δℓ(F ) < n− 1 if and only if deg(F−1) < n− ℓ.Case of Keak: For F = χ−1 and ℓ = 2,
δ2(χ

−1) < 5− 1 i� deg(χ) < 5− 2
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Main resultA new bound
Theorem: When F is a permutation,

deg(G◦F ) < n−

⌊

n− 1− deg(G)

deg(F−1)

⌋

.
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Main resultConsequene when F is the onatenation of smallerpermutationsProposition [Boura Canteaut DeCannière '11℄Let F = (S, . . . , S), where S is a permutation of F2n0 . Then,
deg(G ◦ F ) ≤ n−

n− degG

γ(S)
,where

γ(S) = max
1≤i≤n0−1

n0 − i

n0 − δi(S)
.In partiular,

γ(S) ≤ max(
n0 − 1

n0 − degS
, n0 − 2). 12 / 19



Main resultConsequene when F is the onatenation of smallerpermutationsPropositionLet F = (S, . . . , S), where S is a permutation of F2n0 . Then,
deg(G ◦ F ) ≤ n−

n− degG

γ(S)
,where

γ(S) = max
1≤i≤n0−1

n0 − i

n0 − δi(S)
.In partiular,

γ(S) ≤ max(
n0 − 1

n0 − degS
,
n0

2
− 1,deg S−1). 12 / 19
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Appliation to ECHO and JHECHOECHO [Benadjila et al. 08℄
2048-bit state (16 AES states)BIG.SubWords = 2 rounds ofAES
16 parallel appliations ofBIG.SubWords.
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Appliation to ECHO and JHECHOECHO [Benadjila et al. 08℄
2048-bit state (16 AES states)BIG.SubWords = 2 rounds ofAES
16 parallel appliations ofBIG.SubWords.What is the degree of BIG.SubWords?Trivial approah:

deg(BIG.SubWords) ≤ 72 = 49. 14 / 19



Appliation to ECHO and JHThe degree of BIG.SubWordsBIG.SubWords = MC ◦ SR ◦ SB ◦ AC ◦ MC ◦ SR ◦ SB ◦ AC
S32

MC := MixColumns SR := ShiftRows SB := SubBytes AC := AddConstant 15 / 19
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Appliation to ECHO and JHThe degree of BIG.SubWordsBIG.SubWords = MC ◦ SR ◦ SB ◦ AC ◦ MC ◦ SB ◦ SR ◦ AC
S32

4 parallel appliations of S32.
deg(S32) ≤ 32−

32− 7

7
≤ 28.

MC := MixColumns SR := ShiftRows SB := SubBytes AC := AddConstant 15 / 19



Appliation to ECHO and JHThe degree of ECHO
4 parallel appliations of
S512

After the 1st Sbox layer of the 2ndround:
deg ≤ 7 · 28 = 196After 2 rounds:

deg(S512) ≤ 512 −
512− 196

7
≤ 466After 4 rounds:

deg(R4) ≤ 2048−
2048 − 466

466
≤ 204516 / 19



Appliation to ECHO and JHThe degree of JHJH [Wu 08℄
42 rounds of a 1024-bit permutation R

S: Permutation over F4
2
of degree 3. 17 / 19



Appliation to ECHO and JHThe degree of JHJH [Wu 08℄
42 rounds of a 1024-bit permutation R

S: Permutation over F4
2
of degree 3. Then,
deg(R6) ≤ 36 = 729. 17 / 19



Appliation to ECHO and JHThe degree of JHFor r ≤ 8, Rr an be seen as the onatenation of 29−r permutations Srover F2
r+1

2
.

r deg(Sr)

1 3

2 6

3 12

4 25

5 51

6 102

7 204

8 409Then, γ(S8) ≤ 409, implying
deg(R16) ≤ 1024−

1024 − deg(S8)

γ(S8)
≤ 1022. 18 / 19



Appliation to ECHO and JHConlusion
The degree of F−1 a�ets the degree of G ◦ F .New bounds on the degree of several iterated ryptographiprimitives (ECHO, JH, Rijndael...)
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Appliation to ECHO and JHConlusion
The degree of F−1 a�ets the degree of G ◦ F .New bounds on the degree of several iterated ryptographiprimitives (ECHO, JH, Rijndael...)Thank you for your attention
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