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Abstract. With the trend to connect more and more devices to the 
Internet, authenticated encryption has become a major backbone in se-
curing the communication, not only between these devices and servers, 
but also the direct communication among these devices. Most authenti-
cated encryption algorithms used in practice are developed to perform 
well on modern high-end devices, but are not necessarily suited for us-
age on resource-constrained devices. We present a lightweight authenti-
cated encryption scheme, called Elephant. Elephant retains the advan-
tages of GCM such as parallelism, but is tailored to the needs of resource-
constrained devices. The two smallest instances of Elephant, Dumbo and 
Jumbo, are based on the 160-bit and 176-bit Spongent permutation, re-
spectively, and are particularly suited for hardware; the largest instance 
of Elephant, Delirium, is based on 200-bit Keccak and is developed to-
wards software use. All three instances are parallelizable, have a small 
state size while achieving a high level of security, and are constant time 
by design. 

1 Introduction 

Authenticated encryption has become an integral part of our modern communi-
cation infrastructure. Considering the rise of the Internet of Things, the usage 
will not only expand, but will also require that authenticated encryption algo-
rithms run on resource-constrained devices. Many modern cryptographic proto-
cols like TLS [18] or the Signal protocol [7,17] rely at their core on authenticated 
encryption. For instance, TLS 1.3 [18] relies on AES-GCM, or ChaCha20 with 
Poly1305, whereas in the Signal protocol [7, 17], the task of authenticated en-
cryption can be performed using AES in CBC mode for encryption paired with 
HMAC-SHA-2 for authentication. While the performance of these constructions 
may be sufficient on modern high-end systems, they have inadvertently some 
drawbacks for the usage in lightweight systems. 

A first drawback is the use of components such as the AES [8], ChaCha [3], 
and SHA-2 [9], which were not designed with lightweight applications in mind. 
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Moreover, ChaCha and SHA-2 make extensive use of modular additions, which is 
not the best choice for lightweight hardware implementations. A second problem 
is the need for the implementation of two different primitives (one for encryption 
and one for authentication) for performing the single task of authenticated en-
cryption, which is a potential waste of resources in lightweight applications. This 
is still true if the primitives within these constructions are replaced with more 
lightweight counterparts. Furthermore, the usage of lightweight 64-bit block ci-
phers for the aforementioned mode implies stringent restrictions on the amount 
of data that can be safely encrypted [5, 15]. The need for authenticated encryp-
tion schemes that perform well on resource-constrained devices has recently been 
addressed by NIST’s call for lightweight authenticated encryption schemes [16]. 
The call specifies a request for authenticated encryption schemes having at least 
112-bit security provided that the online complexity is at most around 250 bytes. 

To provide an alternative for lightweight applications, we introduce the au-
thenticated encryption scheme Elephant. The mode of Elephant is a nonce-based 
encrypt-then-MAC construction, where encryption is performed using counter 
mode and message authentication using a variant of the Wegman-Carter-Shoup 
MAC [2, 21, 22]. Both modes use a cryptographic permutation masked using 
LFSRs, akin to the masked Even-Mansour construction of Granger et al. [11]. 

The mode is permutation-based and only evaluates this permutation in the 
forward direction. As such, there is no need to implement multiple primitives or 
the inverse of the primitive, unlike in OCB-based [14, 19, 20] authenticated en-
cryption schemes. Furthermore, this allows us to rely and build on the extensive 
literature of permutations used for sponge-based lightweight hashing [1, 6, 12]. 
That said, Elephant itself is not sponge-based: on the contrary, it departs from 
the conventional approach of serial permutation-based authenticated encryption. 
Elephant is parallelizable by design, easy to implement due to the use of LFSRs 
for masking (no need for finite field multiplication), and finally, it is efficient due 
to elegant decisions on how the masking should be performed exactly. A security 
analysis in the ideal permutation model demonstrates that the mode of Elephant 
is structurally sound. 

Due to the parallelizability of Elephant, there is no need for instances with 
a large permutation: we can go as small as 160-bit permutations while still 
matching the security goals recommended by the NIST lightweight call [16]. In 
detail, the Elephant scheme consists of three instances: 

1. Dumbo: Elephant-Spongent-π[160]. This instance meets the minimum permu-
tation size as dictated by the security analysis: it achieves 112-bit security 
provided that the online complexity is at most around 246 blocks. This in-
stance is particularly well-suited for hardware, as Spongent [6] itself is; 

2. Jumbo: Elephant-Spongent-π[176]. This is a slightly more conservative in-
stance of Elephant: it is based on the same permutation family, yet achieves 
127-bit security under the same conditions on the online complexity. We 
note, in particular, that Spongent-π[176] is ISO/IEC standardized [6, 13]; 

3. Delirium: Elephant-Keccak-f [200]. This variant is developed more towards 
software use, although it still performs reasonably well in hardware. Elephant 
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instantiated with Keccak-f [200] also achieves 127-bit security, with a higher 
bound of around 270 blocks on the online complexity. The permutation is 
the smallest instance of the NIST SHA-3 standard [4,10] that fits our needs. 

Dumbo and Jumbo are named after two famous elephants; Delirium is named 
after a Belgian beer, whose logo is a pink elephant. As each of the permutations 
is relatively small, all versions of Elephant have a small state size, despite its 
support for parallelism. The LFSRs used for masking are tailored to the spe-
cific instance, one for each, and are developed to operate well with the specific 
cryptographic permutation. For example, the LFSRs paired with the Spongent 
instances have been chosen to minimize the number of XOR operations that 
have to be performed for a state-update, while the Keccak-based instance has 
been selected to perform well on software platforms. 

We note that the three cryptographic permutations in Elephant can also be 
used for cryptographic hashing – in fact, Spongent [6] and Keccak [4] themselves 
are sponges – but due to our quest for small permutations, these cryptographic 
hash functions cannot meet the 112-, or 127-bit security level guaranteed by 
our authenticated encryption schemes. In contrast, in order to perform sponge-
based hashing with at least 112-bit security, a cryptographic permutation of size 
at least 225 bits must be used. 
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