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Abstract. In this short note, we propose two new designs for lightweight AE modes, called LOCUS and LOTUS,
structurally similar to OCB and OTR, respectively. These modes achieve notably higher AE security bounds with
lighter primitives (only a 64-bit tweakable block cipher). Especially, they satisfy the NIST requirements: achieving
security against an adversary that can make close to 2°¢ queries and 2'2® computations, even when instantiated with
a 64-bit primitive with 128-bit key. Both these modes are fully parallelizable and provide full INT-RUP security. We
use TweGIFT-64, a tweakable variant of the GIFT block cipher, to instantiate our AE modes. TweGIFT-64-LOCUS
and TweGIFT-64-LOTUS are significantly light in hardware implementation. To justify, we provide our FPGA based
implementation results, which demonstrate that TweGIFT-64-LOCUS consumes only 257 slices and 690 LUTs, while
TweGIFT-64-LOTUS consumes only 255 slices and 664 LUTs. We have also provided concrete security analysis both
OCB and OTR.
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1 Specification

In this section, we present the specifications of LOTUS and LOCUS authenticated encryption mode [10]. The encryption
algorithm of both LOTUS and LOCUS modes receives an encryption key K € {0,1}", a nonce N € {0,1}"*, an associated
data A € {0,1}*, and a message M € {0,1}*<as inputs, and returns a ciphertext C' € {0, 1}/™! and a tag T € {0,1}".
The complete specification of LOTUS and LOCUS authenticated encryption is given in Algorithm 1 and 2 respectively.

2 Hardware Implementation

In this section, we provide a brief idea on the FPGA implementations of our designs. We first briefly describe our
hardware implementation details of the TweGIFT-64 module. We have implemented TweGIFT-64 on Virtex 6 (target
device xcbvIx760) using the RTL approach and a basic iterative type architecture. We would like to emphasize that our
implementation is round based and it uses 64-bit data path, a smaller implementation can be obtained using smaller
datapaths 4-bit, 8-bit, 16-bit or even serialized implementations.

Table 1 provides the implementation details of TweGIFT-64 on Virtex 6. It is evident from the results that the
difference in the number of LUTs is 119 (caused by the inclusion of the decryption rounds and the multiplexers to select
the input to the state register). The difference in terms of the number of slices is about 36 such that one slice in Virtex
6 has 4 LUTs and 2 Flip-flops (depends how a design is optimized and placed by the Xilinx tools).

Table 1: TweGIFT-64 Implemented FPGA Results on Virtex 6

# Slice . Frequency Mbps/ | Mbps/
Mode Registers # LUTs | 7 Slices (MHZ) Gbps LUT Slice
Enc/dec 273 734 270 425.99 0.94 1.28 3.48
Enc 275 333 134 540.56 1.19 3.57 8.88

Table 2: TweGIFT-64 Implemented FPGA Results on Virtex 7

# Slice . Frequency Mbps/ | Mbps/
Platform Registers # LUTs | # Slices (MHZ) Gbps LUT Slice
Enc/dec 273 730 265 441.71 0.97 1.32 3.66
Enc 275 329 134 554.32 1.22 3.71 9.10
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LOTUS and LOCUS Mode of Authenticated Cipher

Algorithm 1 The encryption algorithm of LOTUS.

1: function LOTUS.enc(K, N, A, M)
22 ¢ 1L, Wg O0Vg O
(KN,AN) init(K,N)
if |A| # 0 then
(Kn,Vg) proc_ad(Kn,An,A)
if |M| # 0 then
(KN:WEB’C) prOCipt(KN,AN,AI)
T  proc_tg(Kn,An, Vg, Wg)
return (C,T)

10: function init(X, N)
11: Y  E%(0™)

12: Kn KodN
13: An  Ex (Y)
14: return (Kny,An)

15: function proc_ad(Kn,An, A)
16: L Kn

170 (Aa,..., A1) " A

18: fori=1to a—1do

19: X AieAn
20: L £® a
21: Vo EL(X)
22: Vo Vg &¥

23: X  ozs(AL) B AN
24: L LOa«a
25: if |Aq| = n then

26: v OER(X)
27: else ~
28: vV E¥(X)

29: Vo VgV
30: return (L, Vg)
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: function proc_pt(Kn,An, M)
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: function proc_tg(Kn,An, Vg, Wg)

L Kn
(M, .., M) ™ M
d=[m/2]«+
fori=1tod—1do
j=2i—1
X1 Mj D AN
L L O«
Wi Ep(Xy)
Y:  E} (W)
X2 }:1 DM 41
wa  E5(Xa)

Y2 ER(W2)
W@ WEB 5] Wl D W2
Cj Xo® AN
Cjt X1 ®Ys
X1 {IM]—2(d—1)n), ® Ay
L Lo«
Wi EP(X))
Yi EP(W)
Xo Y1 @ Ma2g—
Coq—1  chop(X2 @ AN, |Mag—1|)
W@ W@ @ Wy
C  (Caa—1,...,C1)
if 2d = m then
W  EP(X2)
Wg Wg & Wa
Ya  EP(Wa)
Caa | X1 ®Y2]|ny,) O Maa
C CaoqllC
Wg Wg @ My,
return (L, Wg, C)

L Ky O«

if ([|A]/n]< [|M|/n]) mod 2 =0 then
X@ V@@W@@AN

else
X@ V@@W@

T E(Xe)®An

return T

Algorithm 2 The encryption algorithm of LOCUS. The subroutine proc_ad and proc_tag are identical to the one used

in LOTUS.

1: function LOCUS.enc(K, N, A, M)
2: cC 1, Wg 0, Vg 0
(KN,AN) init(K,N)
if |A]| # 0 then
(KNA,V@) prociad(KN,AN,A)
if |[M| # 0 then
(KN:WEB’C) prOCipt(KN,AN,AI)
T  proc_tg(Kn,AN, Ve, Wg)
return (C,T)
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function proc_pt(Kn,An, M)

L Kn

(M, ..., M) " M

for j =1 tom—1do

X M]‘ D AN

L L O

woEL(Y)

Wg Wg ®@ W

Yy EL(W)

Cj Y AN
Lo
QMWDR@AN
E3(X)

ES (W)

m LY @ AN My, | OMm

W@ W@ DWW oMM,

C (Cmy.-,C1)

return (L, Wg, C)
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2.1 Implementation of LOCUS and LOTUS

The hardware implementations of LOCUS and LOTUS are written in VHDL and are implemented on both Virtex 6
xcbvIx760 and Virtex 7 xc7vx415t. We use the RTL approach and use a basic round based architecture. The areas
are provided in terms of the number of slice registers, slice LUTs and the number of occupied slices. The detailed
implementation results are depicted in Table 3.

Table 3: LOCUS and LOTUS (combined enc/dec circuit) Implemented FPGA Results.

Slice . Frequenc Throughput | Mbps Mbps

Platform | Scheme lﬁegisters # LUTs | # Slices (1\(/,][HZ) y (Gbpgs)p LU’? / Slicg /
Virtex 6 LOCUS 437 1146 418 348.67 0.39 0.34 0.94
Virtex 7 LOCUS 430 1154 439 392.20 0.44 0.38 1.00
Virtex 6 LOCUS-e 427 698 250 368.34 0.41 0.59 1.65
Virtex 7 LOCUS-e 424 704 272 406.84 0.46 0.65 1.68
Virtex 6 LOTUS 571 868 317 351.25 0.39 0.45 1.24
Virtex 7 LOTUS 565 865 317 424.45 0.48 0.55 1.50
Virtex 6 LOTUS-e 564 801 251 380.84 0.43 0.53 1.70
Virtex 7 | LOTUS-e 564 800 249 414.42 0.47 0.58 1.87
Virtex 6 | LOTUS-d 566 804 245 379.83 0.43 0.53 1.74
Virtex 7 | LOTUS-d 563 791 254 418.91 0.47 0.59 1.85

2.2 Benchmarking LOCUS and LOTUS

In this section, we provide a benchmark of hardware implementation results for both LOCUS and LOTUS with the
ATHENa listed results in [4, 3] on both Virtex 6 and 7. We would like to point out that our implementations ignore the
API area overheads (as mentioned in [20, 22]) related to the CAESAR API (which is update of the GMU hardware
API). Nevertheless, the result shows that both our implementations consume a very low hardware footprint and achieve
highly competitive results, even if we add the overhead associated to the CAESAR API. A detailed comparison can be
found below in Table 4 and 5. Note that, the hardware areas for SUNDAE [6] is given in GEs (ASIC platform). Hence,
we do not include these results in the table. The comparison table shows that our implementation results are highly
competitive and one of the best in the literature.

3 Security Analysis of LOCUS and LOTUS

Before delving into the security proofs, we give an alternative formulation for LOCUS and LOTUS based on a tweakable
block cipher. This formulation extends Rogaway’s XEX [25] based abstraction of OCB.

3.1 O©O-LOCUS and ©-LOTUS

Let Té= {0,1}" x {2,3,...,15} x [2"] and [ s TPerms(7,{0,1}"). We define two new authenticated encryption
schemes ©-LOTUS|MN] and ©-LOCUS[M] in Algorithms 3 and 4, respectively.
Notice that the modified algorithms are implicitly keyed due to the tweakable random permutation .
Let E be a tweakable ideal cipher over key space {0,1}", tweak space (15], and block space {0,1}". Now, we define
P as a tweakable block cipher over key space {0,1}", tweak space T, and block space {0,1}", by the following mapping:
V(K,N,d,i,X) € Tex {0,1}™,
PR(X) = EL (X ® Ax) @ Ay. (1)

where L; = 2/(K ©& N) and Ay = E}(@N(E%(O)).

This definition, though artificial in nature, serves its purpose well. Notably, we can now view LOTUS and LOCUS
as instantiations of ©-LOTUS and ©-LOCUS, namely, ©-LOTUS[P[E]] and ©-LOCUS[P[E]], respectively. Later on we
argue the security of LOCUS and LOTUS under this modified view.

We remark here that the small modifications in the specification of LOTUS and LOCUS (see section 1) are introduced
precisely to exploit this modularity. As we see later in this section, these changes make the proof modular and much
easier to understand. The security of the original construction as given in the NIST submission [11] is exactly the same,
though requires a more dedicated and notationally complex proof.

3.2 Combined Security Notion for Integrity under RUP and Privacy

Let ® be a nonce-based authenticated encryption scheme. Conventionally, the AE security, which suffices for privacy as
well as integrity, of ® is argued through indistinguishability game where an adversary tries to distinguish the real oracle
R<= (®.enc, d.ver) from the ideal oracle Z«:= (8., L).

We extend this method to argue integrity under RUP and privacy of  via an indistinguishability game where the
adversary tries to distinguish the real oracle R«= (®.enc, ®.dec, d®.ver) and the ideal oracle Z«= (3, $4, L). In case
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LOTUS and LOCUS Mode of Authenticated Cipher

Algorithm 3 The encryption algorithm of @—LOTUS[ﬁ}.

—_

. function ©-LOTUS[M].enc(N, A, M)
c L,We 0Vg 0
[Al/n] = a
[|M]|/n]«=m
if a # 0 then
Vo proc_ad(A)
if m # 0 then
(Wg,C)  proc_pt(M)
T  proc_tg(Vg, Wg)
return (C,T)

,_.
=4

11: function proc_ad(A)

12: (Ag,..., A1) " A

13: fori=1toa—1do

14: Vv, W20 04,

15: V@ V@ OV

16: if |[A, = rﬂ then

17: V,  AW29(075(A,))
18: else "

19: V, W39 (075(A,))
20: Vo Vo ©Va

21: return Vg
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10:
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24: function proc_tg(Vg, Wg)

25:
26:
27:

function proc_pt(M)

(Mpyoo oy M) " M

d=[m/2]«+

fori=1tod—1do
j=2i—1

W, N st ()
C; AN (W) @ My
Wipa  NV2edd(cy)
Cjit1 ﬁ(N’s’a_H)(WjJrl) SM;
W@ W@ 5] Wl [S2} W2
X (M| =2(d-1)n)n
Waa—1 ﬁN,u,a+d(X)
Yy ON12etd (X)) @ ozs(Mag_1)
Caa—1 Y ]|may_q
Wg Wg & Wag—1
¢ (Caq-1,...,C1)
if 2d =m tben
Woau H(N,lz,d)(y)
We  Wg © Wag
Coa [NV D(Woa) ® X ]| Maal) & Mag
Cc  CaulC
W@ W@ D M,,_1
return (Wg, C)

X Voo Wy
T I-IN,6,a+m(X6)
return T

Algorithm 4 The encryption algorithm of @—LOCUS[ﬁ]. The subroutine proc__ad and proc_tg are identical to the one

used in ©-LOTUS|M).

function ©-LOCUS[M].enc(N, A, M)
C L, Wg 0, Vg O
if |A| # 0 then
Vg proc_ad(A)
if |M| # 0 then
(Wg, C) proc_ pt(M)
T  proc_tg(Vg, Wg, |A| + |M])
return (C,T)

1:
2
3
4:
5:
6.
7
8
9

10:
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13:

function proc_ pt(M)

n

(M, ..., M) " M
for j=1tom—1do
Wi AR ()
We Wo @ W;
C; A ()
X AIMm|)n
Win ﬁ(N,S,j)(X)
Wg Wg & Wy, & My,
Yy NS (W,
Com [V M| ® My,
c (CWL7~-~701)
return (Wg, C)
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Table 4: Comparison on Virtex 6 [4].

Here BC denotes block cipher, SC denotes Streamcipher, (T)BC denotes
(Tweakable) block cipher and BC-RF denotes the block cipher’s round function,’-’ means that the data is not available.

Underlyin . Mbps Mbps
Scheme Primit)ilveg # LUTs | # Slices | Gbps LU’? / Slicz /
LOCUS BC (non AES) 1146 418 0.39 0.34 0.94
LOTUS BC (non AES) 868 317 0.39 0.45 1.24
AES-OTR [23] BC 5102 1385 2.741 0.537 1.979
AES-OCB [21] BC 4249 1348 3.122 0.735 2.316
AES-OCB [21] BC 4249 1348 1.56 0.37 1.16
AES-GCM [17] BC 3175 1053 3.239 1.020 3.076
AES-COPA 2] BC 7754 2358 2.500 0.322 1.060
CLOC-AES [18] BC 3145 891 2.996 0.488 1.724
CLOC-TWINE [18] BC (non-AES) 1689 532 0.343 0.203 0.645
ELmD [15] BC 4302 1584 3.168 0.736 2.091
JAMBU-AES [27] BC 1836 652 1.999 1.089 3.067
JAMBU-SIMON [27] BC (non-AES) 1222 453 0.363 0.297 0.801
SILC-AES [15] BC 3066 921 4.040 1.318 4.387
SILC-LED [18] BC (non-AES) 1685 579 0.245 0.145 0.422
SILC-PRESENT [18] BC (non-AES) 1514 548 0.407 0.269 0.743
COFB-AES [13, 13] BC 1075 442 2.850 2.240 6.450
AEGIS [28] BC-RF 7592 2028 70.927 | 9.342 34.974
DEOXYS [19] TBC 3143 951 2.793 0.889 2.937
Beetle[Light+] [12] Sponge 616 252 1.879 3.050 7.369
Beetle[Secure+] [12] Sponge 998 434 2.520 2.525 5.806
ASCON-128 [16] Sponge 1271 413 3.172 2.496 7.680
Ketje-Jr [7] Sponge 1236 412 2.832 2.292 6.875
NORX [5] Sponge 2964 1016 11.029 3.721 10.855
PRIMATES-HANUMAN [1] Sponge 1012 390 0.964 0.953 2.472
ACORN [26] SC 455 135 3.112 6.840 23.052
TriviA-ck [8, 9, 14] SC 2118 687 15.374 | 7.259 22.378

of Z, $4 is an arbitrary interface for decryption in the ideal world that should mimic the decryption algorithm of the
authenticated encryption scheme at hand. Now, we define the NAEAD with integrity in RUP, we call it NAEAD*,
advantage of some adversary o/ against an AEAD scheme ¢ as

Advpe (o) = [Prla/™= 1] - PrloT=1]], (2)
Adved” .= max AdvEe? (o). (3)

One can easily argue that this modified indistinguishability game implies both integrity under RUP and privacy.

First, if there exist an adversary & that can break the privacy security of ®, then one can construct an adversary 7
that can distinguish R+rom Z<with at least the privacy advantage of . This can be easily argued as 7 has access to
one of ®.enc or $., whence it can rightly simulate the oracle access for 2. Finally, & returns 1 if 2 returns 1, and &/
returns a bit chosen uniform at random if & returns 0. Clearly, we have

AdvE"(2) <Advg™ (o).

Second, if the oracle R4s distinguishable from T¢with at most e = Adv*®®" then the oracle R'*= (d.enc, d.dec, 1)
is also distinguishable from Z<with at most €, as we are actually removing adversary’s access to ®.ver. Then, for some
adversary %, we have

AV (F) = ’Pr[fﬂz 1] - Pr[FR = 1]‘

<Pr[FR=1] - Pr[FT=1]| + \Pr[y%: 1] - Pr[Z® = 1]

d*
<@Adviped”

3.3 NAEAD”* Security of LOCUS

First, we give the definition of the ideal oracle decryption interface $4. Our main goal is to keep the interfaces ($e,$4) as
close to (©-LOCUS.enc, ©-LOCUS.dec) as possible. To motivate the rationale behind our choice of $4, we first redefine
$. as follows:
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6 LOTUS and LOCUS Mode of Authenticated Cipher
Table 5: Comparison on Virtex 7 [4].
. Mbps/ | Mbps/
Scheme # LUTs | # Slices | Gbps LUT Slice
LOCUS 1154 439 0.44 0.38 1.00
LOTUS 865 317 0.48 0.55 1.50
AES-OTR 4263 1204 3.187 0.748 2.647
OCB 4269 1228 3.608 0.845 2.889
AES-COPA 7795 2221 2.770 0.355 1.247
AES-GCM 3478 949 3.837 1.103 4.043
CLOC-AES 3552 1087 3.252 0.478 1.561
CLOC-TWINE 1552 439 0.432 0.278 0.984
SILC-AES 3040 910 4.365 1.436 4.796
SILC-LED 1682 524 0.267 0.159 0.510
SILC-PRESENT 1514 484 0.479 0.316 0.990
ELmD 4490 1306 4.025 0.896 3.082
JAMBU-AES 1595 457 1.824 1.144 3.991
JAMBU-SIMON 1200 419 0.368 0.307 0.878
COFB-AES 1456 555 2.820 2.220 5.080
SAEB [24] 348 — — — —

AEGIS 7504 1983 94.208 12.554 47.508
DEOXYS 3234 954 1.472 0.455 2.981
Beetle[Light+] 608 312 2.095 3.445 6.715
Beetle[Secure+] 1101 512 2.993 2.718 5.846
ASCON-128 1373 401 3.852 2.806 9.606
Ketje-Jr 1567 518 4.080 2.604 7.876
NORX 2881 857 10.328 3.585 12.051
PRIMATES-HANUMAN 1148 370 1.072 0.934 2.897
ACORN 499 155 3.437 6.888 22.174
TriviA-ck 2221 684 14.852 6.687 21.713

1. Tnitialize T s TPerms(N¢x N x<0,1},{0,1}") and T

2. On input (N, A, M) do:

s Funcs(WV¢x A x <M, {0,1}").

a [|Al/n], ¢
(My,...,My) ™ M.

Vieqe—1], ¢; Ot (.
Co  [ANHFED(M)n) | ar,) & M.
C | -+HC.

T T(N,A, M).

Return (C,T).

[1M]/n].

Observe that for nonce-respecting adversary the modified definition of $. is identical to the usual random string

definition. This is because each call to the underlying tweakable random permutation is made with a different tweak,

whence the ciphertext blocks are uniform at random and independent of each other. Further, I' is independent of I,

whence tag is uniform at random and independent of the ciphertext blocks. _
We remark that the ciphertext generation is similar to the classical ECB mode, where each block is encrypted by [1

with the nonce and block index playing the role of tweak value. With this tweakable ECB mode in mind, we can easily

define $4 as the inverse of the tweakable ECB mode. Further, note that the $. and $4 definitions are quite similar to

the ©-LOCUS[N] definition. Here we use one I call instead of two to generate the ciphertext block.

The main technical result on the security of LOCUS is given in Theorem 1.

Theorem 1. For any nonce-respecting (e, qd; qv, Gp, Oc, 0d, Oy ) -adversary < , we have

6q,0 o? 2qy

Ntk Ntk 27’

Advnaead* _ (427) < dp to

LOCUSIE] - 9n+k +

where 0 = o, + 04 + 0y.
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Proof. First, we have

naead* naead*
AdVLocus[E] () = Adv " Locus[P[E]](d)
tsprp naead*
gﬁAdvE[E] () + Adv LOCUS[”[E]](%)

_ tsprp naead*

h Adv’ﬁ[ﬁ] () + Adve Locus[n] ().
The first equality holds trivially, as the ©-LOCUS[P[E]] is just another view for LOCUSIE]. The second inequality follows
from a simple hybrid argument. Since, Mis independent of E the NAEAD* advantage of ./ does not change if we drop

E, whence the third equality. e
In theorem 5, the TSPRP advantage of P[E] is shown to be O (02/2"+” + q,,a/?”*"”")7 where 0 = o, + 04 + 0y,

and in theorem 2, the NAEAD* advantage of ©-LOCUS[M] is shown to be O(q,/2"). The result follows combining
everything together. O

Theorem 2. For any nonce-respecting (e, Qd, v, e, 0d, 0y )-adversary 9B, we have

* 2q
naead v
Adve-LOCUS[ﬁ] (#) < on

Proof. We employ the coefficient-H technique. Let ¢ denote the total number of construction queries made by 4,
€., ¢ = qe + qq + qv. Further, let [g]e, [¢]4, and [q], denote the subset of encryption, decryption, and verification,
respectively, query indices, i.e., |[¢].]| = ¢, for z € {e, d,v}.

All the encryption query variables (including the internal ones) are defined analogous to algorithm 3 and 4. The
variables arising in decryption and verification query are defined identically, but topped with tilde and bar, respectively,
to differentiate them from their encryption counterparts.

Let denote the set of attainable transcripts in the ideal World For any transcript w €4, we segregate
the encryption, decryption, and verification query tuples into w®, w?, and w", i.e. w® = (N, A", M*,C", T");c(q. ,

= (NZ,Az,CZ, M )ie[q]d7 = (NA*, C, T, i)ie[q]v, and w = w® + w? + wv.

We take all attainable transcripts to be good, i.e., paa = 0. Now, for a good transcript w, we claim that
Pr[A§ = w® A = w] = Pr[A§ = w®, Ad = w?]. This can be easily argued due to our definition of $. and $4, and the fact
that the adversary only makes nonce-respecting encryption queries. Then, the ratio of interpolation probabilities is
given by

PriAl =w
Pr{/\(l) — w} = Pr[A? = WA = w® A4 = w9
>4 — Pr[A] # w[A] = we, N4 = wd]) ,

where we use the fact that Pr[Aj = w?|A§ = w®, A§ = w?] = 1 For i €4g]., let Forge, denote the event (N?, A% CH T ) #
(N*, A", C*, T, 1) ’ NS = w®, A = w?, where X’ denotes the output of the verification interface for the i-th verification
query in the real oracle. Apart from A’ all other variables are adversarial inputs, and hence must match. Then, we have

PrAY # w’|A¢ = we A = w9 §HZ Pr[Forge,].

iE[q]v
We fix a verification query index ¢ and follow the following two cases.

1. N¢ £ N7 for all § g%{q]e This means that in the real world, the tweakable random permutation M was never called
for tweak input (N%,6,-), whence the tag matches with at most 2=" probability.

2. N = N/ for some j €4gl.. If T* # T7, then the forgery succeeds with at most 1/(2" — 1) probability, as this is
equivalent of guessing the output of a uniform random permutation when one input-output pair is already known.
Suppose T? = T7. Then (Ai, Ci) # (AJ, C7), otherwise the queries are duplicate. Without loss of generality, we
assume that A® = A7. Then, there must be at least one ciphertext block index, say k, in [max{|C?|,C7}] such that
Ci # C. Now, we have two cases based on |C?| and |C7|.

a. |CY| # |C71, say |C?| > |C7|. Then, we choose k = £;. In this case, we condition on the values of W* and W7 as
well as V? and V7, except Wl Then, the probability that Xl = XJ s bounded by at most 2/2" due to the
randomness of W;v.

C|Cil = |C |. Suppose, the two ciphertexts differ only at the last block. Then it is easy to see that the probability

of Xl = X},s 0. This happens by design. Instead, suppose there exist k < £;, such that CZ #+ Cj Then, the
probablhty of X’ = X] s bounded by 2/2", using a similar line of argument as in the preceding case.

The cases 1, 2a, and 2b are all mutually exclusive, whence we can bound Pr[Forge;] <«2/2". The result follows
combining everything together. O
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3.4 NAEAD”* Security of LOTUS

In case of LOTUS, we again redefine ($.,%4) to make them similar to (©-LOTUS.enc, ®-LOTUS.dec). Formally, we
define $. as follows:

1. Initialize M s TPerms((AV xNx (3]),{0,1}") and I s Funcs(N x.AxM, {0,1}"), where Funcs(N x Ax M, {0,1}")
denotes the set of all functions from N x A x M<e {0,1}™.

2. On input (N, A, M) do:

a [|Al/n],d [IM|/2n], ¢ [|M]|/n].
(My,...,M;) ™ M.

For all i e4d — 1],

Cai1 ﬁ(N’aH’O)(Mzi—ﬁ D Ma;.

Coi MWt D(Cy 1)@ My ;.

End For

If 2d = ¢ then,

Coqmy ONAFED((NM| = 2(d — 1)), ® Mag—1.
Coq [N+ (Coy) & (M| — 2(d — 1)n),] |Maq| © Me.
Else,

Co (AWM - 2(d — 1)n)n) | jar,) © Mo
End If

C G|l -+HCy.

T T(N,A M).

Return (C,T).

Again for nonce-respecting adversary the modified definition of $ is identical to the usual random string definition.
This can be argued in a similar fashion as before. We define $4 as the inverse of the redefined $..

The main technical result on the security of LOTUS is given in Theorem 3.

Theorem 3. For any nonce-respecting (¢e, ¢d; qv, dp; Oc, 0d, 0w ) -adversary of , we have

naead*® (427) < dp +o 6(];;0 o’ qu

LOTUS[E]/ =" gntr | gntw | gntn | gn
where 0 = 0 + 04 + 0y
Proof. We have
AdviEd 5= Ad"gf_iag;usfﬁ[ﬁn ()
SAVERP(of) + AdVETS e ()
= Advfg["g']p (o) + Ad"giag;usﬁ] ().
The result follows from theorem 5 and 4. )

Theorem 4. For any nonce-respecting (qe, Qd, v, e, 0d, 0y )-adversary B, we have

2qy
(B) s<7‘1.

Advnaead* _
©-LOTUS[M]

Proof. Given the renewed definition of (8., $4), this proof is identical to the proof of theorem 2. O

3.5 Security of P
The main technical result on the security of 5, as defined in section 3.1, is given in Theorem 5.

Theorem 5. For any (qe, 44, gp)-adversary B, we have

2

tsprp < ta 6qpq q
e e T T
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Proof. We employ the coefficient-H technique to bound the distinguishing advantage of % in distinguishing the real
oracle (PE{E*) from the ideal oracle (MEE%). Let [q] denote set of all construction query indices, and [gle, and [q]q
denote the subset of encryption, and decryption, respectively, query indices, i.e., |[q]z| = ¢, for z € {e,d}.

For the i-th construction query, we define the following notations:

oL = (N;,d;, m;): the i-th tweak value; M;: the i-th message; C;: the i-th ciphertext.
oKy =K®N; L :==2"Kj; Al = EL  (Ao), where Ay = E%(0).
X =M;® A\ Y =Ci @ Al

The i-th primitive query variables are defined analogously, but topped with a hat to dlfferentlate _them from their
construction counterpart. So, the i-th primitive query is of the form (Ll X, Y;), where L;, X;, and Y; denote the key,
input and output of the primitive.

We consider an extended version of the oracles, in which they release the internal secrets, once the query-response
phase is over. The real oracle releases the secret key K, and the A values for all i €4¢]. This uniquely defines all the
intermediate variables arising in the construction queries.

The ideal oracle first samples a dummy key K uniformly at random. Let S¢= {i €4g] : A7 < i,N; = N,}. The ideal
oracle samples A} uniformly at random for all i € S, and sets AKI = A} if N; =N, for all j €4g] and i € S. All other
internal variables are defined according to their relationship in the real world.

Let  denote the set of attainable transcripts in the ideal world. For any transcript w €4, we segregate
the construction and primitive query tuples into w®, and w?, i.e. w® = (N;, dy, mq, M;, Ci, X3, Yi, Ay, Ky, Ly )ie
wP = (Li, Xi, Yi)ie[q]p-

BAD TRANSCRIPT ANALYSIS: We say that an attainable transcript is bad, if one of the following conditions hold:

al>

Co: Ji €dq), such that K = L;.
Cy: i €4g] such that K = N;.
Co: i €dql,j €dql, such that (L;,d;, Z;) = (K, 1, Z:), where (Z;, Z:) € {(Xj, Ao), (¥, Ay)}.
Cs: i # j €4g| such that (L;,d;, Z;) = (L;,d;, Z;), where Z € {X,Y'}.
Cs: i €dql,j €4ql, such that (Li, di, Zi) = (L;,d;, Z;), where Z € {X,Y}.
Cs: Ji €4g] such that |{j €dql, : (L;,d;) = (Li,di)}| > 271
Let bad denote the event that Ag satisfies one of the C; for i €45]. Then, we have

5
Pr[Ag €¢paa) = Pr[bad] = Pr[U Cil. (4)
i=0
It is easy to see that the probabilities Pr[Cq] and Pr[C;] are bounded by at most ¢,27", and ¢2~", respectively, since K
is chosen uniformly at random. Now, we bound the probabilities of Co, C3|—=Cy, and Cy.

1. Bounding Pr[Cs]: In the ideal world, K§, Ao, and A are all uniform and independent of each other. Further, there

are two choices for (Z, Z;) and ¢g, many choices for ¢ and j. So the probability of this event can be bounded by at
most qqp21*”*’“”.

2. Bounding Pr[C3|—C;]: Now we may have two cases:

1. N; = N;. In this case, we must have m; = m;, otherwise L; = 2™ K,i\I £ 2™ K,i\l =L;. Now X; = X, implies that
M; = M; and X; = X; implies that C; = C;, both of which imply duplicate query. So the probability is zero in
this case.

2. N; # N;. In this case, we have two equations 2™ K§ = 2™M Kf;, and Z; = Z; in two independent random variables
(K, and A}) which gives a probability of 27"~*. Further, there are 2 choices for Z and (g) choices for i and j.
Thus, we have Pr[C3|—C;] <422 "*.

3. Bounding Pr[C4]: This event is similar to 2. above, and the probability can be bounded by at most gg,2'~"~* using

the randomness of K and A

4. Bounding Pr[Cs]: This event is mainly useful in avoiding the case when the adversary accidentally exhausts the entire

codebook for some construction query key L;. Let K<denote the set of all indices i €4g,) such that [{j egp] : j >
i,L; = L;}| > 2771, Then |K| <4/2""'. Since K is uniformly distributed, we have

~ 2
Pr(Cs] = Pr[L; € K] <24
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On combining all bounds, we get

2
<ta bue g

Pr[bad] < SR S T gngn

GooD TRANSCRIPT ANALYSIS: Fix any good transcript w. Let (775 .., Ty denote the distinct tweaks present in
(Th,...,Ty). Let (c1,...,cr) be a tuple of positive integers with ¢; = [{j €4¢g] : T; = T;}]. Clearly, }_; ¢; = g since the

transcript is good (i.e. (T3, X;) = (1}, X;) < (T3,Y;) = (1},Y;)). Now, in the ideal world we have

Pr[Ao = w] = Pr[A] = w”, A§ = wf]
1
' 2k9n(g+1) H;Zl(gn)ci <5)

= Pr[A}] = w”]
Let ((Ly,d}),. .., (L5dY)) denote the distinct keys and short tweak tuples present in ((L1,d1),...,(Lg,dg)). Let
(a1,...,as) and (b1,...,bs) be tuples of positive integers such that a; = |[{j €4q| : (L;,d;) = (L5dJ}| and b; = |{j e+
[dlp : (Lj,dj) = (LAY Clearly, 25, a; = g, and b; < 27! for all i €4s], since the transcript is good. Then, we
have

Pr[A; = w] = Pr[A] = wP] -8r[A] = w°|A] = wP]
1
P2 T, @ — b,

7

= Pr[Af = w”]

On dividing Eq. (6) by (5), and doing some simple algebraic simplifications, we get

Pr[A) = w]

— >4
PI‘[/\O = W] -

The result follows from coefficient-H technique. O
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