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2020 Census 

 Census of population and housing 

 Results disseminated to the President, the 
States, and the American People 

 Count everyone once, only once, and in the 
right place 

 Conduct at a lower cost per household 
(adjusted for inflation) than the 2010 Census, 
while maintaining high quality results 
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2020 Census Environment 
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2020 Census Costs 
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Four Key Innovation Areas 
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New Design for the 21st Century 
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Security, Privacy and Confidentiality 

Ensure that all operations and systems used in the 2020 Census adhere to appropriate 
systems and data security, respondent and employee privacy and confidentiality 
policies and regulations. 
 
SECURITY 
 IT Security Program Policy:  Ensure all 2020 Census systems meet federal, Department of 

Commerce, Census Bureau IT security policy requirements as identified in the Census Bureau IT 
Security Program Policy and relevant National Institute of Standards and Technology (NIST) 
documentation 

 Data Stewardship Policies: Ensure that the 2020 Census complies with the Census Bureau’s Data 
Stewardship (DS) polices including: 
 Control of Personally Identifiable Information (DS-007), Record Linkage (DS-014), Respondent Identification 

(DS-016), Privacy Impact Assessments (DS-019), Data Breaches (DS-022)  

 Ensure that the 2020 Census only collects information necessary for complying with the 2020 
Census mission and legal requirements 

 Ensure all 2020 Census systems have an Authority To Operate (ATO)  
 Ensure each system has a designated Information System Security Officer 
 Ensure all 2020 Census Program systems are covered by the Risk Management Framework, which 

includes processes to ensure systems undergo a security review prior to testing and a full security 
assessment prior to obtaining an ATO 

 Ensure Appropriate Suitability Screening Processes are in place 



Security, Privacy and Confidentiality 

PRIVACY AND CONFIDENTIALITY 
 Ensure decennial Privacy Impact Assessments and Privacy Threshold 

Analyses are current 
 Ensure that each system of record has an appropriate System of Record 

Notice published in the Federal Register  
 Establish a System of Record Notice for Bring Your Own Device (BYOD) and 

Device as a Service technology to be used in the 2020 Census  
 Align the Privacy Impact Assessments and Privacy Threshold Assessments 

to security plans as part of the accreditation process; work with training 
operations to ensure 2020 Census managers and staff are prepared to 
notify the respondents about the purpose and planned statistical uses of 
the information collected 

 Ensure that all people handling or reviewing Title 13 and Title 26 materials 
are Special  Sworn Status certified 

 Ensure Personally Identifiable Information Incident Handling process is 
operational 



Security, Privacy and Confidentiality 

 Implemented an IT Security Program Risk Management 
Framework in accordance with NIST guidelines 

 Hired a 2020 Census Chief IT Security Engineer to 
support application development, mobile computing, 
and enterprise systems 

 Increased staff in the Census Bureau Office of 
Information Security to provide penetration testing 
services and more extensive scanning for 
vulnerabilities and configuration management 

 Aligned all Privacy Impact Assessments and Privacy 
Threshold Assessments to the System Security Plans 



Security, Privacy and Confidentiality 

Encryption 
 Researched securely managing data on mobile devices using Mobile Application Manager (MAM) 

software solution. 
 

Cloud Technology 
 Adopted the “Cloud First” strategy; 
 Examined the requirements of the applications and underlying infrastructure from a security 

compliance perspective; 
 Examined the requirements for hybrid cloud capabilities to allow flexibility in leveraging cloud 

technology to meet future program requirements; and 
 Enabled the deployment of cloud-based services. 

 
BYOD Technology  
 Obtained a waiver to allow sensitive personal data to be collected and stored on personally-owned 

devices to be used in the 2014, 2015 and 2016 Census Tests; 
 Established a BYOD Acceptable Use Policy for 2020 Census testing purposes; 
 Implemented a MAM solution for securing data residing on personally-owned devices; and  
 Granted authorization to test applications and technologies prior to a full authorization to operate. 



Security, Privacy and Confidentiality Process 



Security Architecture Components 



IT Infrastructure 

Enterprise Systems and Applications:  Planning and implementation of 
all hardware and software to support operations for the 2020 Census, 
as well as the management and monitoring of those systems, including 
but not limited to: 
 Census Enterprise Data Collection and Processing (CEDCaP) Systems 
 Center for Enterprise Dissemination Services and Consumer 

Innovation (CEDSCI) Systems 
 Shared Services (Virtual Desktop Infrastructure, etc.) 
 
Decennial Specific Applications:  Including but not limited to: 
 Recruiting, hiring and on-boarding tools (including training) 
 Personnel and payroll applications (e.g., Decennial Applicant 

Personnel Payroll System) 
 Census Hiring and Employment Check and fingerprinting 

 



IT Infrastructure 

RCC and Field Office IT Infrastructure:  Deployment of IT capabilities in the 
form of office automation services to any RCC, field office, facility, or work 
location opened as part of the 2020 Census operations. It includes support for 
all field data collection operations through automated recruiting, hiring, 
staffing, training, fingerprinting, and mobile device support including: 
 Definition of functional and non-functional solution requirements for field 

offices 
 Development of the IT computing environment design 
 Procurement of circuits and IT equipment for the census field offices 
 Shipping, configuration, testing, and staging of IT equipment for the 

census field offices 
 Tear-down and disposition of IT equipment and circuits at the conclusion 

of the 2020 Census activities 
 
Mobile Computing: By leveraging technology innovations such as MAM 
programs, secure applications provided via BYOD or Device as a Service, the 
Census Bureau will implement a flexible and efficient acquisition strategy to 
procure mobile devices and services for fieldworkers. 



Screenshots follow 
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Note that the 
addresses you see in 
the screenshots are 
NOT Title-13. 



Listing and Mapping Instrument (LiMA) 

20 



LiMA – Address Details 
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LiMA – Address Status 
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LiMA – Structure Type 
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LiMA – Location Address 
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LiMA – Location Physical Description 
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LiMA – Multi-Unit Structure 
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MOJO – LSO Dashboard   
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MOJO- Performance & Quality Report 
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MOJO - Scheduling Report 
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MOJO - Automated Payroll Validation 
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MOJO – Shift Report 
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MOJO - Staff Detail Page 
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Compass - Dashboard 
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Compass - Instrument 
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Compass – Active Case List 
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Compass – Multilingual 
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Compass – Step by Step Instructions 
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Real Time Non-ID Processing (RTNP) 

38 



RTNP - Standardization  
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RTNP – Map Screen  
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Questions? 
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