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Cryptographic Algorithm Validation Program 
(CAVP)

• Uniform testing criteria across all vendors and implementations

• Validates implementations against NIST cryptography 
standards

• All cryptography used by US Federal Government to protect 
non-classified data goes through NIST CAVP validation

• A suite of automated tests for each cryptographic algorithm

• Implementations tested for correctness, completeness of 
functionality, proper handling of inputs, and stable behavior



Cryptographic Algorithm Validation Program 
(CAVP)

• Joint program between the United States Federal Government 
and the Government of Canada

• Accredited private laboratories conduct the testing
– NIST CAVP develops the automated tests and acts as final 

validation authority

• Works jointly with the NIST Cryptographic Module Validation 
Program (CMVP)
– CAVP validation is a prerequisite for CMVP validation

• List of validated implementations posted publicly on CAVP 
website
– http://csrc.nist.gov/groups/STM/cavp/validation.html



Validation Process for Cryptographic Algorithm 
Implementations

Vendor

Develops

CST Lab

Tests

NIST CAVP*

Validates

User

Purchases

3 of the 9 US CST Labs reside in Maryland

186 CAVP validations from Maryland vendors since 1996

* NIST CMVP must also validate module prior 
to its use in US Federal Government
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