


Identification process elements 



Authentication 

Taxonomy 
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Human-Machine 

Initial 

Passwords 

Passwords/PINS 

Temporal 
Passwords 
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Device 

Challenge 
Response 

Secret Process 
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Signature 

PKI 
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Fingerprints 

Retina Scan 

Facial/Voice 
Recognition 
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Behavioral 
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Machine-Machine 

Key 
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Challenge 
Response 
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Attribute 

Hashing Signature 

DSA 

PKI 

Attribute 
Storage 

Watermarking 



Multiple authentication mechanisms 

PKI Certificate (TLS) 

Password 

Credit Card Number 



Authentication Implementation Complexity  
Cloud 

 (SaaS, PaaS) 

Internet 

 (Web, SMTP) 

Internal 

 (AD, SMB, VPN)  

System 

 (OS) 

Console 

 (Login) 

Application 

(PIN) 



Security versus Usability 

-1

-0.8

-0.6

-0.4

-0.2

0

0.2

0.4

0.6

0.8

1

-1 -0.8 -0.6 -0.4 -0.2 0 0.2 0.4 0.6 0.8 1SE
C

U
R

IT
Y

 

USABILITY 



Security Deployability 

Usability Manageability 

Authentication Suitability Framework 



 For comments or questions please contact: 

 

Kim Schaffer 

Computer Security Division 

kim.schaffer@nist.gov 


