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 LWE-based encryption schemes*
– public key : (𝐴𝐴,𝐵𝐵 = 𝐴𝐴𝐴𝐴 + 𝐸𝐸)
– ciphertext : 𝐶𝐶1,𝐶𝐶2 = 𝑅𝑅𝑇𝑇𝐴𝐴 + 𝐸𝐸1,𝑅𝑅𝑇𝑇𝐵𝐵 + 𝐸𝐸2 + 𝑞𝑞

2
𝑚𝑚

 Decryption : 𝐶𝐶2 − 𝐶𝐶1𝐴𝐴 = 𝑅𝑅𝑇𝑇𝐸𝐸 + 𝐸𝐸2 − 𝐸𝐸1𝐴𝐴 + 𝑞𝑞
2
⋅ 𝑚𝑚

» 1-bit message encoding : 𝒒𝒒
𝟐𝟐
⋅ 𝒎𝒎

• If |error|< 𝒒𝒒
𝟒𝟒

, we can distinguish whether 𝑚𝑚 is 0 or 1

» 𝒕𝒕-bit message encoding : 𝒒𝒒
𝟐𝟐𝒕𝒕

⋅ 𝒎𝒎 (generalized)

• If |error|< 𝒒𝒒
𝟐𝟐𝒕𝒕+𝟏𝟏

, we can recover the message correctly

– Operations (required for decryption) 
» 1 matrix multiplication + 1 matrix subtraction + rounding operations
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* [LP11] Better Key Sizes (and Attacks) for LWE-Based Encryption, CT-RSA 2011. 
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 Separate the message from the error!

– Estimate the absolute size of the error (𝑑𝑑-bit) 
– Concatenate (1||0𝑑𝑑) on each message block

𝑚𝑚

𝑑𝑑-bit

𝜀𝜀
+

If 𝜀𝜀 < 0

* |𝜀𝜀| = 𝑟𝑟𝑇𝑇𝑒𝑒 + 𝑒𝑒2 − 𝑒𝑒1𝑠𝑠 < 2𝑑𝑑

𝑚𝑚 0 𝑅𝑅′(= 2𝑑𝑑 + 𝜀𝜀)

If 𝜀𝜀 > 0 𝑚𝑚 1 𝜀𝜀

error-blocking bit

log2(𝑞𝑞)

m d-bit Error

 In the decryption phase, the error does not affect the message

0 0 … 01 

3

𝑑𝑑-bit

0 0 … 0

 Intuitively extend to multi-bit encoding by prefixing it with the error-blocking bit



/13

 Encoding

 Decoding

256-bit string
𝒎𝒎 ∈ 𝟎𝟎,𝟏𝟏 𝟐𝟐𝟐𝟐𝟐𝟐

4-bit message blocks Separation

⋯
𝑚𝑚64𝑚𝑚1 𝑚𝑚2

0 0⋯ 01
8 × 8 matrix
𝑴𝑴 ∈ ℤ𝒒𝒒𝟖𝟖×𝟖𝟖

𝑚𝑚1

𝑚𝑚2

𝑚𝑚64

⋮

0 0 … 0 1
0 0 … 0 1

0 0 … 0 1

𝑀𝑀 1,1 =

𝑀𝑀 1,2 =

𝑀𝑀 8,8 =

256-bit string
𝒎𝒎 ∈ 𝟎𝟎,𝟏𝟏 𝟐𝟐𝟐𝟐𝟐𝟐

64 elements in ℤ𝒒𝒒 Parsing (most significant 4 bits)8 × 8 matrix
𝑴𝑴 ∈ ℤ𝒒𝒒𝟖𝟖×𝟖𝟖

𝑚𝑚1

𝑚𝑚64

⋮
𝑚𝑚1 4-bit

𝑚𝑚64 4-bit

𝑚𝑚𝑖𝑖 Error∈ ℤ𝑞𝑞
⋯

error-blocking bit

64 elements in ℤ𝒒𝒒

⋮ 4-bit × 64 
= 256-bit

⋯

4
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rror-blocked ulti- it we-based k

 IND-CPA secure Public Key Encryption scheme

 KeyGen (𝟏𝟏𝝀𝝀)  (pk,sk)
– pk = 𝐴𝐴,𝐵𝐵 = 𝐴𝐴𝐴𝐴 + 𝐸𝐸 ∈ ℤ𝑞𝑞𝑚𝑚×𝑛𝑛 × ℤ𝑞𝑞𝑚𝑚×𝑘𝑘

– sk = 𝑠𝑠 ∈ {0,1}256

 Encrypt (pk,m)  CT
– 𝑟𝑟 ←𝑅𝑅 0,1 256; 𝑅𝑅,𝐸𝐸1,𝐸𝐸2 ← 𝐴𝐴𝑆𝑆𝑚𝑚𝑆𝑆𝑆𝑆𝑒𝑒(𝑟𝑟)

» 𝑅𝑅 ∈ −𝐵𝐵,𝐵𝐵 𝑚𝑚×𝑣𝑣 , 𝐸𝐸1,𝐸𝐸2 ∈ 𝒟𝒟𝜎𝜎𝑣𝑣×𝑛𝑛 × 𝒟𝒟𝜎𝜎𝑣𝑣×𝑘𝑘

– Δ ← Encode(𝑚𝑚, 𝑡𝑡, 𝑞𝑞)
– 𝐶𝐶1 = 𝑅𝑅𝑇𝑇𝐴𝐴 + 𝐸𝐸1,  𝐶𝐶2 = 𝑅𝑅𝑇𝑇𝐵𝐵 + 𝐸𝐸2 + Δ

 Decrypt (CT,sk) m
– 𝑚𝑚 ← Decode(𝐶𝐶2 − 𝐶𝐶1𝐴𝐴, 𝑡𝑡, 𝑞𝑞)

 IND-CPA secure PKE scheme IND-CCA secure KEMFujisaki-Okamoto
transformation(under binary LWE) “EMBLEM”

 𝐴𝐴 ∈ −𝐵𝐵,𝐵𝐵 𝑛𝑛×𝑘𝑘 (𝐵𝐵 = 1,2)

6

Decode

𝐶𝐶2 − 𝐶𝐶1𝐴𝐴
= 𝑅𝑅𝑇𝑇𝐵𝐵 + 𝐸𝐸2 + Δ − 𝑅𝑅𝑇𝑇𝐴𝐴 + 𝐸𝐸1 𝐴𝐴
= 𝑅𝑅𝑇𝑇 𝐴𝐴𝐴𝐴 + 𝐸𝐸 + 𝐸𝐸2 + Δ − 𝑅𝑅𝑇𝑇𝐴𝐴 + 𝐸𝐸1 𝐴𝐴
= Δ + 𝑅𝑅𝑇𝑇𝐸𝐸 + 𝐸𝐸2 − 𝐸𝐸1𝐴𝐴

+

𝑚𝑚𝑖𝑖 𝑚𝑚𝑖𝑖+1 𝑚𝑚64⋯ ⋯
4-bit 4-bit 4-bit

⋯  4-bit × 64 
= 256-bit

1𝑚𝑚𝑖𝑖 0 0 … 0

𝑚𝑚𝑖𝑖 Error

= Δ

m 0 0 … 01

modulus 𝑞𝑞

0 0 … 0m 1
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 Binary LWE*
– Binary LWE problem is as hard as LWE problem as long as increasing the dimension 𝒏𝒏 by a 

factor of 𝒍𝒍𝒍𝒍𝒍𝒍 𝒍𝒍𝒍𝒍𝒍𝒍 𝒏𝒏

 Measure decryption error (d-bit) : |𝑹𝑹𝑻𝑻𝑬𝑬 + 𝑬𝑬𝟐𝟐 − 𝑬𝑬𝟏𝟏𝑺𝑺| ∈ ℤ𝑞𝑞𝑣𝑣×𝑘𝑘

– Probability of decryption failure : 2−140

– 𝑟𝑟𝑇𝑇𝑒𝑒 + 𝑒𝑒2 − 𝑒𝑒1𝑠𝑠 < 𝑟𝑟, 𝑒𝑒 + 𝑒𝑒2 + 𝑒𝑒1, 𝑠𝑠 < 2𝑑𝑑

» Lemma 1. Pr 𝑥𝑥,𝒢𝒢𝒟𝒟𝑠𝑠 ≥ 𝑄𝑄 ⋅ 𝑠𝑠 𝑥𝑥 < 2𝑒𝑒−𝜋𝜋𝑄𝑄2 for 𝑥𝑥 ∈ ℝ𝑛𝑛

• 2𝑒𝑒−𝜋𝜋𝑄𝑄2 = 2−140  𝑄𝑄 ≈ 5.5776

• 𝑟𝑟, 𝑒𝑒 = 𝑄𝑄 ⋅ 𝑠𝑠 𝑟𝑟 = 𝑄𝑄 ⋅ 𝜎𝜎 2𝜋𝜋 ⋅ 𝑟𝑟 = 5.5776 × 25 2𝜋𝜋 × 2
3
⋅ 𝑚𝑚 ≈ 213.15

• 𝑒𝑒1, 𝑠𝑠 = 𝑄𝑄 ⋅ 𝑠𝑠 𝑠𝑠 = 𝑄𝑄 ⋅ 𝜎𝜎 2𝜋𝜋 ⋅ 𝑠𝑠 = 5.5776 × 25 2𝜋𝜋 × 2
3
⋅ 𝑛𝑛 ≈ 213

» Lemma 2. Pr 𝑧𝑧 > 𝑇𝑇𝜎𝜎 < 2𝑒𝑒−𝑇𝑇2/2 for 𝑧𝑧 ← 𝒢𝒢𝒟𝒟𝜎𝜎

• 2𝑒𝑒−𝑇𝑇2/2 = 2−140  𝑇𝑇 ≈ 13.98
• 𝑒𝑒2 = 𝑇𝑇𝜎𝜎 = 13.98 × 25 ≈ 28.45

[m=1008, n=824, 𝝈𝝈=25]  𝒓𝒓,𝒆𝒆 + 𝒆𝒆𝟐𝟐 + 𝒆𝒆𝟏𝟏, 𝒔𝒔 < 𝟐𝟐𝟏𝟏𝟑𝟑.𝟏𝟏𝟐𝟐 + 𝟐𝟐𝟖𝟖.𝟒𝟒𝟐𝟐 + 𝟐𝟐𝟏𝟏𝟑𝟑 ≈ 𝟐𝟐𝟏𝟏𝟒𝟒.𝟏𝟏 < 𝟐𝟐𝒅𝒅 𝒅𝒅 = 𝟏𝟏𝟐𝟐

7

* [BLP+13] Z. Brakerski, A. Langlois, C. Peikert, O. Regev, and D. Stehlé, Classical Hardness of Learning with Errors, STOC 2013.
* [BG14] S. Bai and S. D. Galbraith, Lattice Decoding Attacks on Binary LWE, ACISP 2014 
* [APS15] M. R. Albrecht, R. Player, and S. Scott, On the Concrete Hardness of Learning with Errors, J. Math. Crypt. 2015

m 0 0 … 01

d-bit ?

log2 𝑞𝑞 = 𝑡𝑡 + 1 + 𝑑𝑑

If we encode the message by 4-bit  𝒍𝒍𝒍𝒍𝒍𝒍𝟐𝟐(𝒒𝒒) = 𝟒𝟒 + 𝟏𝟏 + 𝟏𝟏𝟐𝟐 = 𝟐𝟐𝟎𝟎-bit 



( over ings)
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 IND-CPA secure Public Key Encryption scheme (over Rings)

 KeyGen (𝟏𝟏𝝀𝝀)  (pk,sk)
– pk = 𝑆𝑆, 𝑏𝑏 = 𝑆𝑆𝑠𝑠 + 𝑒𝑒 ∈ 𝑅𝑅𝑞𝑞2

– sk ={0,1}256 s ∈ 𝑅𝑅𝑞𝑞
» 𝑠𝑠1, … , 𝑠𝑠𝑛𝑛 ∈𝑅𝑅 −1,1 𝑛𝑛

 Encrypt (pk,m)  CT
– 𝑧𝑧 ←𝑅𝑅 0,1 256; 𝑟𝑟, 𝑒𝑒1, 𝑒𝑒2 ← 𝐴𝐴𝑆𝑆𝑚𝑚(𝑧𝑧)

» 𝑟𝑟1, … , 𝑟𝑟𝑛𝑛 ∈ −1,1 𝑛𝑛

– Δ ← R.Encode(𝑚𝑚, 𝑡𝑡, 𝑞𝑞)

– 𝑐𝑐1 = 𝑟𝑟 ⋅ 𝑆𝑆 + 𝑒𝑒1,  𝑐𝑐2 = Trunc 𝑟𝑟 ⋅ 𝑏𝑏 + 𝑒𝑒2 + Δ, 256
𝑡𝑡

 Decrypt (CT,sk)  K
– 𝑚𝑚 ← R.Decode(𝑐𝑐2 − Trunc 𝑐𝑐1 ⋅ 𝑠𝑠, 256

𝑡𝑡
, 𝑡𝑡, 𝑞𝑞)

 IND-CPA secure PKE scheme                                                              IND-CCA secure KEM

1𝑚𝑚𝑖𝑖

1-bit

log2 𝑞𝑞 = 1 + 1 + 𝑑𝑑

1-bit

0 0 … 0 

𝑑𝑑-bit

𝑋𝑋+ +⋯+ 𝑋𝑋𝑖𝑖−1+⋯+ 𝑋𝑋255

𝑋𝑋+ +⋯+ 𝑋𝑋𝑖𝑖−1+⋯+ 𝑋𝑋255

𝑚𝑚𝑖𝑖 Error

(𝑡𝑡 = 1)

Δ

𝒄𝒄𝟐𝟐 −Trunc 𝒄𝒄𝟏𝟏𝒔𝒔,𝟐𝟐𝟐𝟐𝟐𝟐

R.Encode

R.Decode

𝑚𝑚𝑖𝑖𝑚𝑚1 𝑚𝑚256⋯ ⋯  256-bit

Fujisaki-Okamoto
transformation(under binary RLWE) “R.EMBLEM”

9
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 Parameter setting (changed!)
– Target security level : 128-bit [APS15], Message space : 0,1 256

– Adopted binary (or small secret) LWE [BG14,APS15]

EMBLEM R.EMBLEM

(Secret distribution) [-1,1] [-2,2] [-1,1] [-2,2]

𝒎𝒎 1186 1008 1210 1016 - - - -

𝒏𝒏 1024 824 984 784 512 1024 512 1024

≈ 𝐥𝐥𝐥𝐥𝐥𝐥𝟐𝟐(𝒒𝒒) 24 20 24 20 16 14 16 14

𝝈𝝈 25 25 25 25 29 3 29 3

𝒕𝒕
(encoding unit)

8 4 8 4 1 1 1 1

PK size (bytes) 28,496 20,192 29,072 20,352 1,056 1,824 - 1,824

SK size (bytes) 32 32 32 32 32 32 - 32

CT size (bytes) 12,416 16,672 11,936 15,872 1,568 2,272 - 2,272

10

* [APS15] M. R. Albrecht, R. Player, and S. Scott, On the Concrete Hardness of Learning with Errors, J. Math. Crypt. 2015
* [BG14] S. Bai and S. D. Galbraith, Lattice Decoding Attacks on Binary LWE, ACISP 2014 
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 Software (Intel core i7-6700 (Skylake) @ 3.40GHz)

 Hardware (FPGA : DE2-115)
– R.EMBLEM : −1,1 , 𝑡𝑡 = 1,𝝈𝝈 = 𝟐𝟐𝟐𝟐

11

KeyGen Encap Decap

R.EMBLEM 0.0063 ms 0.0093 ms 0.0162 ms

EMBLEM
KeyGen Encap Decap

[-1,1], 8-bit encoding 21.005 ms 5.247 ms 5.115 ms

[-1,1], 4-bit encoding 13.063 ms 4.000 ms 3.919 ms

[-2,2], 8-bit encoding 19.082 ms 5.445 ms 5.275 ms

[-2,2], 4-bit encoding 14.515 ms 4.055 ms 3.977 ms

R.EMBLEM
[-1,1], 1-bit encoding KeyGen Encap Decap

n=512, 𝝈𝝈=29 0.055 ms 1.015 ms 1.045 ms

n=1024, 𝝈𝝈=3 0.128 ms 2.363 ms 2.431 ms
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 Security assumption : Binary (or Small secret) LWE 
Increasing the size of dimension 𝑛𝑛
Reducing the size of decryption error

 Encode “more” bits at a time using the same modulus 𝑞𝑞
 Encoding multiple bits at a time can offset the inefficiency of increasing 𝑛𝑛

Making a secret key shorter

 Store a 256-bit string as a secret key

 New alternative of encoding for LWE-based encryption schemes
– Comprehensible for encoding multiple bits
 Can be useful for designing more advanced cryptographic primitives

 Parameter selection
– Negligible probability of decryption failure (≈ 2−140)
– Providing a 128-bit security level

12

m 0 0 … 01

modulus 𝑞𝑞

0 0 … 0m 1
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