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About Tyfone

In-Q-Tel portfolio
company

600+ issued invention claims
31 issued patents, 70 pending

U.S. Intelligence
Community

: CREDIT UNION

Two Top 10 Credit Unions
out of 6000+

Fﬂ FirstData.

J
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Tyfone inventions

. SIDE .
= ANY device
Sr:aln?-:t(l;;rd The Connected hardware form ANY
Smart Card factors
Hardware
' Module r
’ Smart card chip + > @ > '
Bluetooth LE radio Smart card chip + - "
. miniaturized interfaces microSD:
'Bl NFC radio alternate
< USB form factor
The Connected Smart Card ™ Module _ .
SIDE™ Form Eactors 31 issued & 70 pending patents
U4dia™ Provisioning Platform

Convenient, Consistent, Converged

A

© 2015 Tyfone, Inc. Patented and Patents Pending.



FROM TYFONE

Security is centralized, insecure, inconvenient

Payments

Financial Services
Government

Health care

Critical Infrastructure
Enterprise

Massive loss of data and dollars — Billions of identities/records stolen and 100s of Billions of $ lost
User inconvenience — Stolen identities, canceled credit cards, cumbersome Q&A, password resets
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Security with decentralized hardware

Protect
* Identity
* Privacy
* Data
* At Rest
* In Transit
* In Use

Decentralized
ID validation & Key storage

Dimensions

e Security
 Convenience

* Cost

* Risk Tolerance

DRAMATICALLY * legacy
Increases Convenience & Awareness | Lowers scale of loss | Increases scope of law enforcement
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Recent Market Trends

Sep 2014

Oct 2014

Smart card hardware
Biometrics / PIN
iOS only

Smart card hardware
Password
PC only

By Oct 2015

MasterCard

Smart card hardware
Optional PIN
Point-of-Sale only



Applets: EMV, Tokenization...
Consumer Use Case

Apple Pay

SE + NFC + BLE

iPhone only

Provisioning ID Provisioning ID

All iOS devices
iPhone 6
Bluetooth
ﬁ Apple Watch

Internet & Internet &

Point-of-sale Point-of-sale
Commerce Commerce

Secure Hardware Outside
Inside iPhone6 (any iOS device)
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SIDE from Tyfone

SE + NFC + BLE + USB

Any device

Provisioning ID

ANY device
All of your devices

Bluetooth, NFC or USB

« F
4

Internet & Point-of-sale Commerce

Or other SIDE
form factors

+ Any ID and Transaction Security

SE = Secure Element
NFC = Near-field Communications radio
BLE = Bluetooth LE radio

Outside
(Any device)
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Applets: CAC, PIV, PKCS, Derived Credential
Government and Enterprise Use Case

PConly Mobile enabled with Tyfone’s SIDE
Plastic
Smart |
Card B SideTap memory card with
@ smart card controller & 60X j
Trusted smaller 13.56Mhz antenna
PIN Pad S ——
Computer Client Z Mobile Phone
SideKey with smart card Client
controller & 13.56Mhz reader
/ \ &
NFC Tap
Not mobile friendly BTLE Leashing
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Demo: Authentication Flow
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NIST: Mobile Device
Security Architecture

Applications
Operating System

Firmware

Hardware
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Application verification
Data flow control

Local authentication
Remote wipe

Policy enforcement
Sandboxing

Application black/whitelisting
Application verification
Device encryption

Policy enforcement

Remote wipe

Sandboxing

Secure containers

VPN

Baseband isolation
Baseband integrity
Boot validation
Device encryption
Trusted key storage

Memory isolation
Protected storage
Virtualization extensions
Trusted execution
Trusted key storage

Browsers

Without Web Standards:
Requires unique middleware
Based on

Browser X Platform X Smart
Card Vendor

With Web Standards:
Platform specific middleware

Patented and Patents Pending.



Browser “Box” (W3C)

I Common API Extensions

EMV CAC

Review W3C workshop minutes:

http://tinyurl.com/2014w3c
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