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The Cyber Awareness Challenge is a serious game that simulates the decisions DoD and Federal government
information systems’ learners make every day as they perform their work. Players work to thwart and capture
an unnamed hacker who is targeting government information systems in order to access sensitive government
information.

In this serious game, developed for all authorized users of DoD and Federal systems, instructional topics for
information assurance awareness are presented through rich media first-person simulations and mini-games
that allow the player to practice and review information assurance concepts in an interactive manner. The
principles and practices of game design are balanced with a comprehensive approach to full Section 508
compliance, and delivery through the web, CD-ROM, or any SCORM-conformant learning management system.

UNCLASSIFIED
- i~
L] ) U

UNCLASSIFIED
o] s
s il

@ CyberAwareness Challenge - Microsoft Internet Explorer provided by Camey, Inc
A UNCLASSIFIED

n] 5]
o £




The player’s learning is measured through the completion of the series of tasks structured around a
“typical workday” that make up the game. These tasks are divided into four groupings by time of day
and environment and cover all information assurance content required and approved by DISA.

For each task, the learner completes some combination of activities made up of either a simulation or
a mini-game. In simulations, the learners are presented with a scenario in which they must select the
best course of action to protect information systems and sensitive information. In mini-games,
learners apply information assurance concepts in a fun and interactive context.
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The primary incentive in the game is for learners to finish with more points than the adversary so that he
is captured. Learners earn points by taking the correct action in simulations or by scoring points in a
mini-game. If learners take actions that would jeopardize information security, the adversary earns
points.

The game includes a secondary incentive in the form of “achievements,” or trophies which learners
collect for performing tasks flawlessly.
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In many interactions, there may be a range of correct or incorrect options. In these interactions, learners
earn more points for selecting the optimally correct response than a less optimal, but still correct
response. Interactions are also weighted as to the impact player choices may have. Learners earn the
most points for selecting the optimally correct response in situations in which the impact of the decision
is high.

This scoring schema accounts for the nuanced and complex decision-making required in the Challenge
and in the workplace. This approach rewards those who analyze a situation and make the best decision
possible, while not punishing those who may have missed a small detail, leading them to select a
technically correct, if not optimal, response.
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Learners receive feedback on their choices that explains why their action was correct or incorrect. This
ensures they have a full grasp of the situation and understand the optimally correct response.

Each simulation and mini-game also includes periodic helpful tips about the given security topic.
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FROM: mharrison@futuretech.com
SUB: Resume on LinkedUp Profile
ATTACHMENT: none

Hit : p—

Congrats on your new job! '™, @ iuf‘_i ] ‘ tureTech, Inc., and I just saw
that you updated your pmfilﬂ& vSer | | deve [ Josition. Given your years of
experience in the field, | believ Te an exciting job opportunity with
a more competitive salary.

You can check out the job description here: www.futuretech.com/openpositions and share

additional details concerning the work you do to see if you're a good match to the job
requirements.

Respectfully,
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Wrong!
This is a targeted whaling attempt. Whaling is a ploy that uses your personal
information to make a believable message to trick you into giving up information.
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_ TIPS ABOUT WHALING

~ Beaware that high-level personnel may be targeted through
complex and personalized phishing attacks called “whaling.”
Whaling:
® |s targeted at senior officials
® Uses personalized information: Name, title, official e-mail address,

sender names from personal contact lists

® |s an individualized, believable message
® Exploits relevant issues or topics

To protect against whaling:

® Be wary of e-mails that ask for sensitive information, contain
unexpected attachments, or provide unconfirmed URLs 5
@ Forward the whaling e-mail to your security POC and then delete it #%
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Read these tips. Select Done when you are finished.
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In this sample mini-game, The Password Challenge, learners must create a strong password according to provided
guidelines. When learners first initiate the task, a Practice screen appears, providing the guidelines for creating a
strong password and giving users an opportunity to practice playing the game before being scored.

In this mini-game, learners have five opportunities to create three unique strong passwords. If learners enter three
strong passwords successfully with no mistakes, the Password Game Trophy is awarded.
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A medium secure password has
at least 15 characters, at least
one special character [e.g. $ or ).

A strong secure password has
at least 15 characters, one Password Strength Characters: 15
lower case and one upper case
letter, one number, and one
special character (e.g., $ or ).

“‘:’Mnk of a device that uses

special characters: For

example: $brangP@ssw0rds
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Lowercase letter

Number

Characters: 6

Password Strength
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three unique, strong passwords to win the At

B _An“;;', [ce]

e’

UNCLASSIFIED



In this sample mini-game, “In-Boxing,” the learner controls one robot and the adversary controls the
other. In the game, learners read nine e-mails, displayed in random order, and determine whether they
are legitimate e-mails or scams.

After learners have responded to each e-mail, individualized feedback appears and either the learner or
the adversary is awarded points based on the player’s response. At that time, either the learner or the
adversary robot strikes a blow, based on whether the learner responded correctly to the e-mail. The
first player to land five blows wins the “In-Boxing” match.
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ROM: Kevin Romberg (Developer)
SUB: Work From Home
Signed By: Kevin Romberg 2
ATTACHMENT: Nene
Hey,
g | need to head home. Can someone send me the
. inventory files from our classified folder to my home
e 7
P | address
; My personal e-mail is: KSromberg@hotmail.com
Don't worry. My home computer has a firewall.

Thanks!
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. . C NN 4 v v FROM: george bluth@fed.gov
SUB: URGENT! Virus Detected
ATTACHMENT: None

Choose what to do with the e-mails.

This requires urgent action. A virus has been detected
on several of our computers. While we have
quarantined the infected ones, other computers are
still vulnerable.

‘ ‘ nload this security patch immediately to avoid
! ection.
.systemadmin.security/patch12.com
Very Respectfully,
George Bluth

Officer
IT Department
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Correct! This is a complex and targeted
attack that appears to come from inside

your organization. Someone else in your
organization may fall for it, soit's a
good idea to alert security or call the
claimed sending organization to verify.
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When the learner has completed all of the tasks in the Cyber Awareness Challenge, a conclusion to the

storyline plays. If the learner has scored more total points than the adversary, a positive resolution

occurs in which the adversary is captured. If the adversary has scored more points, the learner is

notified that the adversary has escaped. In either possible concluding scenario, the learner is

encouraged to go back to the task list and re-play the simulations and mini-games to improve their
overall score.
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Cyber Awareness Challenge: Complete

Adversaries Captured!

Congratulations on completing the
Cyber Awareness Challenge!

Repeat tasks to capture adversaries.
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Cyber Awareness Challenge: Complete

Adversaries Escaped!
Repeat tasks to capture adversaries.
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