
The FDA Intranet Information Security Program Website is a resource where employees can find the 
most current information on IT security, the FDA awareness program, who to contact with questions 
and more. The purpose is to provide a fun and engaging way for employees to be involved in staying 
aware and supporting the FDA mission. Our website includes colorful graphics, buttons, and a 
navigation bar that includes the following main sections: Information Security Program Home Page, 
Security Overview, Reporting an Incident, Information System Security Officer (ISSO) Contacts, 
Communication & Resources, Training, and FAQs. 
 
• The Information Security Program Home Page -  provides a central point for users to quickly access 
information that they need. There is a scrolling image in the center which advertises and highlights sections of the 
website and events including forums, newsletters, and monthly awareness topics. The left side of the page includes 
a box to quickly access resources. These resources/tools include links to the help desk, forms, and toolkits. The 
larger main box under the scrolling image includes all of our main sections. The right column includes How to 
Report an Incident, Alerts, Training, FAQs, and the Security Tip of the Week. 



•The Security Overview section describes the FDA Information Security program, consisting of several focus 
areas whose objectives are to keep FDA intellectual and physical property safe and secure.  The button links and 
the pages in the drop down menu under Security Overview include the FDA Information Security Focus Areas:  

•Architecture & Engineering [A&E] 
•Operations & Response [O&R] 
•Planning & Disaster Recovery [PDR] 
•Policy & Awareness [P&A] 
•Risk & Compliance [R&C] 
•Management & Oversight [M&O] (which includes Accounts Audit Management and Information System 
Security Officers).  

Each focus area page gives a detailed description of the area as it relates to our purpose at FDA, identifies contacts, 
and how to gain access to the resources provided by each area [if applicable].  



This slide highlights: 
•Policy and Awareness (P&A) – This focus area is responsible for the development of FDA IT Security 
policies, Security Awareness, and Training. 



•Communications & Resources section – this section keeps employees in the know and assists with 
understanding their role in protecting against information security threats affecting the FDA and its 
information. The resources in this section include: Security Awareness Tip, Accounts and Passwords, All 
Hands Announcements, IT Security News, Configuration Standards Contracts/SOW Requirements, Processes 
and Procedures, Secure Socket Layer/Transport Layer Security, IT Defender, Info Security Forums, and 
Monthly Awareness Campaign. 



This slide highlights the Info Security Forums under the Communication & Resources drop down menu: 
•Info Security Forums – Schedule of ongoing forums where OIM Information Security Program team 
members and outside speakers present on various Information Security topics to provide security  
awareness. Flyers, videos, and presentations on upcoming forums and past forums are included.  



This slide highlights the Monthly Awareness Campaign Archives under the Communications & 
Resources menu: 

Monthly Awareness Campaign Archives – Useful information on the current and past monthly 
topics to provide security awareness. Includes tips for protecting yourself and the FDA, games, posters 
to hang in your office and share with your peers, and links to recent news on the topic.  



This slide highlights the IT Defender under the Communication & Resources drop down menu: 
IT Defender – A quarterly security awareness newsletter with information such as articles on current 
security threats, helpful tips and reminders, etc.  



•The Training section links employees to all of the essential resources for staying compliant and up to date on 
the latest available training in the area of Information Security, including their required annual security 
awareness training and role based training.  
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