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George Santayana (1863-1952) 

"Habbit is stronger than reason." 
 

"Those that do not learn from history are 
doomed to repeat it." 
 

"Wisdom comes from disillusionment." 
 
 



Stand if you feel cybersecurity is 
important to your organizations mission. 



Keep standing if you feel everyone else in 
your organization views cybersecurity as 
importantly as you do to your 
organization's success. 



Keep standing if you feel your present 
approach to cybersecurity is certain of 
achieving success. 



Empowering Our 
Organizational Culture to 

Meet our CyberSecurity Challenges 
 



Why Rethink Our Approach to 
Cybersecurity? 

 
 
 It isn't WORKING!! 



Why Do I Claim Is Not Working 

• Do we see any evidence that the quantity of 
cybersecurity issues are decreasing? 

• Do we see any evidence that impact from 
cybersecurity events are decreasing? 

• Do we see any evidence that there will soon 
be a major technological breakthrough that 
will make cybersecurity less daunting for 
organizations? 



Why isn't it working? People! 
 



George Santayana (1863-1952) 

 
 
"Habbit is stronger than reason." 

 
 
 



The Challenge of Culture 

 • Culture is informed by and 
helps create our habits, 
beliefs, practices, and 
relationships.  

• This culture drives 
individuals to become 
accustomed to performing 
duties in a set way. 

• Any major change in what 
people do requires 
convincing people to 
change. 



Organization Culture   
 
-- noun 
 
The customs, rituals, and values shared by the 
members of an organization that have to be 
accepted by new members. 



Role of Culture in Instituitional 
Transformation 



What Are Some of the Problems 
UMBC Has Changed the Culture On? 

• Minority achievement, especially in Science, 
technology, engineering, and math (STEM) 

 
• Graduate education, especially Ph.D. 

completion. 
• Faculty pedagogy and teaching. 
• Financial controls and auditing. 



UMBC Lessons Learned 

1. Leadership matters. 
2. It is a institution-wide effort. 
3. It requires a holistic approach that needs to 

be tailored for different stakeholder groups. 
4. There is a financial commitment we must 

make if we want to succeed. 
5. Professional development is essential. 
6. Recognition and rewards are important  
7. Remember 
Success is never final! 



I Know What You Are All Saying 
 
Minority Achievement, 
    Ph.D. Completion, 
          Getting Faculty to Change, 
 

These Are Easy 

Cybersecurity is hard, its technical, people are 
even attacking you! 
 
How do these lessons apply? 





The 
Seminal 
Work 
on  

Change 
 
 
John P. 
Kotter 

 



Kotter's Eight Steps for Change 
 



Leaders Establish a Sense of 
Urgency 

Why Change? What's in it for me?  
Leaders relate why change is necessary. 
Without people believing that change is 
necessary they will revert to their habits. 

How does it apply to cybersecurity? 
For UMBC - its about Mission & Values.  
Cybersecurity drives economic development, 
jobs for students, research for faculty, it 
protects our community's privacy, & ensures 
we are good stewards of state resources. 

 
 



Leaders Create a Guiding Coalition 

Who is part of this coalition? 
Key leaders, people with expertise, people 
with organizational credibility, and 
members of CEO's team. This group 
develops and executes the vision and plan. 

Applicability to Cybersecurity 
Must be more than IT and needs to leverage 
skills in communication, marketing, 
academic expertise to create a deep and 
broad plan to carry out Kotter's six remaining 
steps. 



Planning and Executing Change 
 



Communication and Vision 

Is this our 
shared vision 
for 
cybersecurity?
ConfidentialityIn
tegrityAvailabilit
y 
 



My Vision for UMBC Cybersecurity 

 
 
Through teaching, scholarship, and 

innovative use of technology, UMBC will 
empower faculty, staff, and students with the 
skills and resources necessary to 
safeguard our digital assets and protect 
their privacy and that of the other members 
of our community. 



Communication and Marketing 

• We can't over-communicate vision and 
goals. Does October as cyber security 
awareness month cut it? Lets have no-
PHISH Fridays every week! 

• Tailoring the message to the audience is 
critical. Storytelling is very powerful. 

• Communication is as much about actions as 
it is words. Lead by example and walk the 
talk. 

• Assess impact, refine message, assess 
again - BUT KEEP Communicating. 



Anonymous Audience Response 

 These are a great way 
to get quick and 
honest feedback to 
break the ice and 
understand culture 
in different groups. 
 
 



 



Privacy as the Key to Security 

 



Why Privacy and Not Security 
• People care about their privacy and that of 

their colleagues. This helps create a sense 
of urgency. 

• People use technology at home and want to 
protect their own personal privacy.  

• Mass communication focuses on the threat 
to privacy. People are scared and will listen. 

• Good work environments focus on 
community building, this strengthens that. 



Applying Communcation Lessons 
to Cybersecurity 

• Connect cybersecurity to your mission and 
regularly communicate your vision. 

• Consider adding a focus on privacy. 
• Develop success stories or stories of loss 

that can connect with audiences. 
• Regularly survey stakeholders. 
• Use social norming techniques to show that 

people can change and that some behaviors 
are not as common as thought. 

• Have fun! 





Changing Culture is a Long-Term 
Committment 

 



This is a Long-Term Effort 

• You need small wins along the way to show 
you are making progress and maintain the 
commitment of people. 

• Often large scale change requires new 
approaches to the problem. 

• Institutionalizing the change means you 
have created a new culture, that usually 
takes years to happen. 

 
This is why leadership must be committed and 

this effort tied to mission & values  
 



Long-Term Implications for an 
Organization's Cybersecurity 

I feel we will have success when 
• Our leaders regularly talk about how far we 

have come and how far we need to go. 
• Our organizational development strategy 

includes a focus on cybersecurity. 
• Management training includes modules on 

cybersecurity and privacy. 
• In their annual performance review, 

everyone is evaluated on their efforts to 
protect privacy. 

• Technology innovates and experiments to 
       

 



Imagine 

 
An organization where all individuals are 

encouraged and supported to take ownership 
for protecting the privacy of the community, 
are proactive in supporting their colleagues 
professional development, and work to 
identify new ways to improve cybersecurity 
readiness in support of our mission. 
 

This is where I want to work! 



 
 
Implications for Technology & Support 



George Santayana (1863-1952) 

 
 
"Those that do not learn from history are 

doomed to repeat it." 
 
 





Morris Worm - November 2, 1988 

Robert Morris 
 
 

Refer to RFC 
1135 

http://tools.ietf.org/html/rfc1135
http://tools.ietf.org/html/rfc1135


If what we were doing in technology was 
working, wouldn't we have seen the results 
by now? 
 
 
 



Technology Organizations Must 
Change Our Approach as Well 

• Work with leaders to understand and 
manage risk. 

• Developing policies and procedures that can 
be understood and accommodate the reality 
of work. 

• Encourage your team to be creative and 
innovative in identifying solutions. 

• Emphasize a culture of data classification, 
protection, and privacy. 

• Make certain everyone in IT can securely do 
their job  



Managing and Communicating Risk 

• Managing risk is the essential element of 
UMBC's strategy.  

• Risk is all about data protection! 
o Risk is tied tightly to data classification or regulatory 

requirements.  
o Every technical member of the staff has been 

trained on our risk process and knows they are 
accountable for letting management know of risk 
factors. 

• Senior IT management annually reviews all 
risk mitigation and management plans. 



Data Classification, Protection, and 
Privacy 

• Privacy protection drives our data 
classification strategy.  Protecting the 
education, financial, and health records is 
our responsibility to our community. 

• Data stewards dealing with these records 
feel they have an obligation to our 
community to take steps to protect data. 

• Data classification drives our risk 
management process. 

• Risk management drives security 
requirements   



Policies and Procedures 

• Internally for IT, procedures are essential. 
Without documentation it is too easy to make 
a configuration mistake that would create a 
security vulnerability. 

• Policies must be understandable and 
implementable. Too often IT policies are not 
understandable or we have thought through 
how users can implement them. 
o Bad policies are WORSE than no 

policies. 



Creativity and Innovation 

IT people are natural problem solvers. 
 

• Challenge your staff's creativity to find 
solutions to vexing problems 
o Phishing case study. 

• Leverage your broader community in sharing 
information and resources. 
o REN-ISAC case study 

 



IT Professionals & Security 

• We should never assume that IT 
professionals understand security or our 
trained to do their job securely. 

• Every IT professional should have a 
professional development plan that includes 
cybersecurity. 

• Security must be owned by everyone, not 
just the CISO. 

• Procedures and accountability are essential. 
 



Where Does This Leave Us 



George Santayana (1863-1952) 

 
 

 
"Wisdom comes from disillusionment." 

 
 









My Recomendations 

"Habbit is stronger than reason." 
• We must focus on changing our 

organizational culture around cybersecurity. 
"Those that do not learn from history are 

doomed to repeat it." 
• IT organizations must adapt and innovate to 

meet the cybersecurity challenge. 
"Wisdom comes from disillusionment." 
• Cybersecurity is now a long-term issue and 

success is never final! 
 
 



Hope Springs Eternal! 

I'm optimistic for these reasons: 
• We recognize we have a long-term problem 

and we are committing significantly more 
resources to address the problem. 

• Our leaders are recognizing that this is a 
societal issue and not just an IT issue.  

• We are looking at innovative approaches to 
rethink cybersecurity. 

• We have people like yourselves that are 
working to change our culture! 



Thank You! 

Jack Suess 
Jack@umbc.edu 

http://my.umbc.edu/groups/jack 





Cybersecurity has often been viewed as an IT initiative and is often focused 
narrowly on a small percentage of the individuals In an organization. As new 
threats emerge, such as social engineering, to broadly target individuals we need 
new approaches to address the challenge of cybersecurity. Broadly speaking, we 
need an approach that looks at cybersecurity holistically and builds support for a 
multi-year approach that incorporates better technology, new business processes, 
and an emphasis on communicating and educating workers.  This approach 
requires leadership commitment to a long-term strategy for change management 
and organizational development around cybersecurity. 
  
This talk will focus on ideas for effective change management and organizational 
development that are coupled with strategies for cybersecurity education, 
information sharing, and support to create long-term success. The talk will look at 
approaches used in other fields to change behavior and beliefs that could be used 
as models to build support for the change necessary to dramatically improve 
cybersecurity in our organizations. I will draw on approaches being developed in 
the higher education sector as well as lessons learned that can be applied to other 
groups. 
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