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__Security

Are you trading security
for convenience?

Think your iPhone or Droid is secure? You're not alone. The
majority of mobile device users feel that way. .. the truth is, these
devices are not as secure as you might think. And we’re not talking
about people wanting to highjack your Angry Birds apps 1o erase
your high scores either.

“Smartphones today handle a great
quantity of private and sensitive
data, in a highly portable, network-
comnected mobile computer. The data
stored and transmitted can include
security credentials, personal financial
information, private communications,
sensitive company data and more,

The appWatchdog tests focus
on what 15 stored on the device.
Smartphone apps handle usernames,
passwords and private app data, all
of which should be stored securelv or

not at all. In the event of a lost device
or malware infection. data stored
insccurely can be compromised.”
Sowrce: www vigforensics, com
“Mobile App Security Studv”
Perhaps the hottest topic with
regard 1o mobile app security 13
banking. In fact, according to Juniper
Research, over 200 million people
took advantage of mobile banking
in 2010, and they say that number
will double by 2013, It's quick, easy
and readily available from our back
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Are you trading security for convenience? continued...

pockets on a moments notice. The price for
our convenience 1s mereased vulnerability,
and with users storing much of their
personal nformation on these devices, 1t
should at the very least prompt everyone
to take additional steps to protect their
interests when it comes to mobile devices.
A 'Wall Street Journal article talks about
how Citibank disclosed a major flaw in
their iPhone app back in 2010. Citibank
said 1ts “1Phone app aceidentally saved
information—including account numbers,
bill payments and security access codes—
in a hidden file on users” iPhones, The
information may also have been
saved to a user’s computer if it had
been synched with an iPhone.”
This means if vou knew where to
look, you could access information
about someone's bank account. .
scary right? Citibank has since
corrected the issue with its app,
and according to an article from
Technology Review, it’s not an

Apple-only problem and not an
isolated incident.

There are security issues
when it comes to iPhone apps,
specifically becanse apps all
have access to the data of other

apps. Occasionally the user has to give

an app permission to do certain things,

but this is usually very limited. Apple is
supposed to sereen all the apps that go mnto
the App Store to prevent shady apps from
getting on your phone and stealing your
data, but the key phrase in that sentence

is “supposed (0", The bottom ling is vou
don’t want to put the security of your
personal information in the hands of a third

party even if it’s Apple.
Apps on the Google operating system
don’t antomatically get to access cach

other’s mformation, and they are required
to ask permission from the user before they
access the Intemet, write to the phone’s
SIM card, or access GPS data. But just
because an app asks you for permission,

it doesn’t mean it has to tell you why it's
asking perrmssion.

How to Protect Yourself

So what can vou do? Well, according to

wiww.cio com there are several practices

wou can enlist to help protect vourselll
Below we've listed their top five ways

Lo protect your mobile device.

1) Don't jailbreak your
iPhone. Apple’s tight control
over the 1Phone and the apps
on its store is a strength of the
platform. However, owning a
device that someone else has so
much control over annoys some
users who then “jailbreak”™ their
iPhones. Be warned. Jail break-
ing, using a software download
that changes and opens the oper-
ating system, leaves your phone
vulnerable to numerouns hacks

that would otherwise be repelled
by the locked phone.

Did you know?
n, \ m 70% of the world’s population now have a maobile
SRR phone. That's over 5 billion mobile subscribers, and

in places like the US, it's 9 in 10 people.

Mobile Application

Security

m Apple has sold almost 60 million iPhones weorld wide,
while Google's Android OS is growing at 886% per
year. They are now activating over 160,000 devices a
day, across 60 devices in over 40 countries.

With mobile device users at an all time high, more and
more “evil doers” are developing ways fo compromise
your data.

Source: Digitalbuzzlog.com




Are you trading security for convenience? continued...

2) Bank with authorized apps only.
Online banking and bill pay 1s a great conve-
nience, and being able to do it with a mobile
device could be even more convenient. But
il'you opt to do so, only use apps supplied
by your bank. Otherwise you could go to the
ATM and find that you've got zero money in

your account,

3) Only download popular apps.

I know this sounds pretty stodgy. But there’s a

reason for it Apps that have been downloaded

a lot aren’t likely to be poisoned. For that

matter. they're likely to be worth download-

ing -- if you believe in the wisdom of crowds,
that 1s. The threshold

of safety 1s about
‘ 150,000 down-

loads. Apps on iTunes have been vetted by
Apple, but even those folks can miss a threat,
soit's good advice for users of any platform.
And of course, read the comments about the
app itself.

4) Download from reputable
publishers. If you're uncertain about an
app, do a quick search under the publisher’s
name. If vou find a number of apps with good
reviews and lots of downloads, chances are

Did you
know?

In 2011 there was
a 2009
mobile malware!

increase in

Source: Michael Davis
-Infarmation Week
75% of those surveyed
in the US have never

you're dealing with an OK outfit.

5) Keep an eye on your wireless
bill. Some rogue apps do things like make

expense calls to foreign numbers to fatten the
hank account of various intermediary sites at

your expense. Ofien the calls happen in the

background or at times when you don’t realize

your phone is doing something.

Modern Malware

One of the most common misconceptions
about malware is that something must be
downloaded m order to infect the user’s
computer. People often think, “T don't
download music or movies, [ don’t
click on any links [ don't recognize. |
must be totally safe.” Sadly, this is no
longer true in today s world.

For example, one form of
malware known as “Drive-by
installation” can infect a computer
without any further action required
than simply visiting a websile.
The website themselves may seem
completely innocuous. [n the past,
hackers have compromised evervthing
from relatively obscure blogs to major news
websites. Once these sites have been loaded
with malware, any user whao visits the site
can become nfected. This is one reason the
FDAs so vigilant in regards to “blocking”

websites on our network. Once a site is
known to have been compromised, all raffic
to it from the FDA network 1s blocked, thus
eliminating that particular threat.

Another threat people are often unaware
of1s “Ransomware”, A typical ransomware
will infect a user’s computer, often via

a drive by installation, and cause a pop
up to appear stating something to the

installed data protection
applications or security

software of any kind on
their smartphones.

% of smartphone
owners say they fesl
their device is safe
from hackers, malware
and other types of
cybercrime.

Source: National
Cyber Security Alliance
(NCSA) and McAfee

effect of, “Your computer is infected!” or
“Ilegal material has been discovered on
vour computer!” These pop ups, while
mmitating, are essentially hanmless unless the
user clicks them. Once clicked. they will
download a nasty virus and then inform the

1

user that the only way to nd one’s sell’
of the malware is 1o either A: purchase
whatever ~ Ant-Virus” product they have
made up or B: simply wire money to the
hackers. Ransomware 15 a crude method,
but highly effective.

In summation, the threats to today’s
web surfer are vast and varied. Assistance
from individual users is not only
appreciated, but necessary, If you notice
any strange behavior with your FDA
computer, please do not hesitate to notify
the appropriate personnel. While it is highly
unlikely we will ever be able to completely
nullify all threats to the FDA network, early
detection can be nvaluable in reducing
threats of all kinds. m
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CAPTCHAs: What Are They?

ACAPTCHA is a program that can gener-
ate and grade tests that humans can pass but
current computer programs cannot,

The term CAPTCHA (Completely
Automated Public Turing Test To Tell
Computers and Humans Apart) was coined
n 2000 by Luwis von Ahn, Manuel Blum,
MNicholas Hopper and John Langford of
Carnegie Mellon University. At the time,
they developed the first CAPTCHA to be
used by Yahoo.

Sowrce: Carnegie Mellon University

Why Are They Used?

Requiring the use of CAPTCHAs makes it
much more difficult for an automated com-
puter process to perform certain actions large
scale. For example:

m Preventing Comment Spam in
Blogs. Most bloggers are familiar with
programs that submit bogus comments,
usually for the purpose of raising search

engine ranks of some website (e.g.. “buy
penny stocks here™), This 1s called comment
spam. By using a CAPTCHA, only humans
can enter comments on a blog, There 15 no
need to make users sign up before they enter
a comment and no legitimate comiments are
ever lost!

= Protecting Website Registration.
Several companes ( Yahoo!, Microsofi, etc.)
offer free email services. Up until a few
years ago, most of these services suffered
from a specific tvpe of attack: “hots™ that
would sign up for thousands of email
accounts every minute, The solution to this
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problem was to use CAPTCHAS to ensure
that only humans obtain free accounts. In
weneral, free services should be protected
with a CAPTCHA in order to prevent abuse
by autoimated programs.

» Online Polls, In November 1999,
http: wwweslashdororg released an online
poll asking which was the best graduate
school in computer science (a dangerous
question to ask over the web!). As is the
case with most online polls, [P addresses
of voters were recorded in order to prevent
single users from voting more than once.
However, students at Carnegie Mellon found
away to stuff the ballots using programs
that voted for CMVLU thousands of times.
CMU’s score started growing rapidly. The
next day, students at MIT wrote their own
program and the poll became a contest
between voting “bots.” MIT fimshed with
21,156 votes, Camegie Mellon with 21,032
and every other school with less than 1,000
Can the result of any online
poll be ousted? Not unless
the poll ensures that only
humans can vote,

A bot (short for “robot™)
15 a program that operates
as an agent for a user or an-
other program or simulates
a human activity. (Defimtion by Search
Security Tech Target)

m Preventing Dictionary Attacks.
CAPTCHAS can also be used to prevent
dictionary attacks i password systems.
The idea 15 simple: prevent a computer
from being able (o iterate through the entire
space of passwords by requiring it to solve
a CAPTCHA afier a centain number of

unsuccesstul lopins,

m Search Engine Bots. It is sometimes
desirable to kesp web pages unindexed to
prevent others from Gnding them easily. There

What is the
Turing Test?

15 an himl tag to prevent search engine bots
from reading web pages. The tag, however,
doesn’t guarantee that bots won't read a web
page: it only serves 1o say “no bots, please.”
Search engine bots, since they usually belong
to large companies, respect web pages that
don’t want to allow them in. However, in
order to truly guarantee that bots won't enter a
website, CAPTCHAS are needed.

m Worms and Spam. CAPTCHAs
also offer a plansible solution against email
worms and spam: T will only accept an
email if | know there 15 a human behind

the other computer.” A few companies are
already marketing this idea.
Sowrce: Carnegie Mellon University ®



	Slide Number 1
	Slide Number 2
	Slide Number 3
	Slide Number 4

