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Sl Cyber is intended as a lzarning tool for individuals not familiar with Digital Forensics and Cyber Investigations and for
professionals in the field to self-assess their level of expertise. Assess your areas of expertise in a given topic and show off your skills

and certificates to colleagues, teachers, family, or friends.

Areas of Expertise

Law and Ethics Investigative Digital Forensics Crime Scene

Process Lab

Investigative Process

The investigative process of a case can be time intensive and draw from vast
areas of expertise. Find out what an investigator has to do with digital evidence to
ensure it can be used in court.

Examinations

Beginner

Intermediate

@ Answer the Questions @ Get Your Self-Assessment @ Provide Feedback
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USE Cables Here
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Do Not Write Your Password Here




LOG OUTTO LOCK OUTTROUBLE
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WORKING FROM HOME AND USING A HOME-BASED WIRELESS CONNECTION?

» Use Wi-Fi Protected Access 2 (WPAZ2)
instead of WEP (Wired Equivalent Privacy—
which can be hacked in minutes). Make
sure that the encryption feature is turned on.

» Consider hiding the identity of your wireless
network by turning off the identifier
broadcaster feature of your router.

» Change your
router's pre-set
password for
administration to
something only
you know. The
longer and more
complex the
password, the
tougher it is to
crack.

> Only allow trusted | — ‘J

(e.g, your family) v
computers to ..._____/ ) KUSEC
access your ; = A

A Global Energy Company

network.




Passwords are like bubble gum...

They are strongest when fresh,
should not be shared,
and if left around, create a sticky mess.




Don’t use the same password for multiple accounts!

If hackers successfully discover a password, they immediately
assume the victim has used the same password for other
accounts. Sometimes this allows access to an important account
simply because the same password was also used elsewhere.

vary your passwords

Mo

.50 they don’t
fall like dominoes

g
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GLOBAL RISK AND SECURITY

AT WORK OR AT HOME

Personal safety is everyone's
‘business whether it is
in their professional or
personal lives. Do not get
too casual in your approach
to safety and become a
victim. It is crucial that all
associates stay up-to-date
on training and remain
educated about different
security risks. Safety should
become a habit that is
maintained not only at work
but at home. Use common
sense and take a more
proactive approach. Itis
vital that associates take the
necessary precautions to
protect Diebold, themselves
and others as part of their
daily routine. Personal
safety is a 24-hour job,
so make it part of your
everyday work and home
culture to ensure that you
do not become a target.

pHISHING

f A

Do you have questions regarding personal safety and steps you can take to ensure
you don't become a target? Contact globalriskandsecurity@diebold.com m

INNOVATION DELIVERED®

Security... a team effort but an individual responsibility.



Follow the International Travel Policy
http://myen W s




out his locaion.

e for more details.

Please check out our website for more information:




CONTINUOUS MONITORING

05/27/11, 11:05 PM, (TBD)




Username & Patswords
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YOU _ARE_A TARGET
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“We will protect Veterans’
information as if it were our own.”

- Christopher Wlaschin
ADAS for Security Operations, Information Security
Office of Information and Technology
US Department of Veterans Affairs
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IT WORKFORCE DEVELOPMENT



UMUC's Super Security Sleuth presents

THE CASE OF
THE POWERFUL

¥You don't have to be
Sherlock Holmes

to know that it's

up to each of us

to help keep the
university’s systems
and data secure.
The place to start is
your own computer,
making sure it'’s
protected by a
strong password.

Ferret out the facts for making up You, too, can be a Super Security Slewuth

owerful passwords )
P P For more clues to IT security awareneass,
visit W omone. eduurithd,

REMEMEBER...
U are the center of
SEC_RITY at UMUC

Enterprise Risk and Compliance Team

" Univenity of Mandand Univeriny Collsge
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Posts Are Forever
Forever B 4

- Understand and follow Department policies for use of social
media.

- Use unique passwords

- Be cautious about how much personal information you provide
on social networking sites.

- Don’t trust that a message is really from who it says it's from.

- Be selective about who you accept as a friend on a social network and
share personal information only with people you know.

- Just like email, use caution before clicking a link or URL in a message.

- Learn about and use privacy and security settings on your social network
sites.

- Once information is online, there is no way to control who sees it, where
it is redistributed, or what websites save it into their cache. Posts are
forever!
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INFORMATION ASSURANCE

Defenders of the Domain

\ Primary Unit IAO is: ***Enter Name & Phone Number***
Yo
Alternate Unit IAO is: ***Enter Name & Phone N

Frequency Management

AF1-33-106 440 AW Information Assurance Offi
AFI 33-118 Pope Comm Focal Point — Po Classified Processing
AFSS| 7700
AFSS| 7702
AFSS| 7703

Computer Security (COMPUSEC)
= AFMAN 33-282

—_

—_—

]
—

T ﬂ-l [F Information Assurance (IA) Management
AFI 33-200 i

2

ALL Removable Media requires IA approval! Air Force Certification & Accreditation

- - P 4
Telephone System /Circuits : S AFIrggrgTO
AFI 33-111 No Wireless Keyboards or Mice!

AFI 33-116 Network Management AF1 33-115 Vol |

. o . Remove Your CAC When You Leave!
Telecommunications Monitoring and

> . Licensing Network Users AFI 33-115 Vol 11
Assessment Program, AFI 10-712 Protect Personally Identifiable Information (PI1)!

Commanders Guidance and Responsibilities,
Protect Classified Signals at All Times! AFI 33-101

Information Assurance Assessment and
Assistance Program, AFI 33-230

Feb 2013
440 CF/SCXS
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Passwords are like bubble gum...

They are strongest when fresh,
should not be shared,
and if left around, create a sticky mess.
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“Many people go onto the Internet at with a specific job
ind; either checking their bank account, paying a urility bill,

Did You
KNOW?

se unique passwords. B
password for each retailer’s site that you make purchases
from. This way if one account is compromised, the other
accounts are still safe.

it card for online purchases, not a debit
card. Credit cards have more safeguards than a debit card.
If your debit card number is stolen, it can result in overdrafc
fees and be much harder to sort out.

Look for signs that the website protects your data. “If you were concerned about identity theft, you

On the web page where YOu enter your cri dit card or shouldn’t have left your private information
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Inside this issue:

1 Are you trading security for
convenience?

2-3 Are you trading security for
convenience? continued

3 Modern Malware

4 CAPTCHAs: What Are They?

Report an Incident

If you suspect lost, misplaced
or stolen equipment or A
a breach of Personally Identifiable
Information (P11}, notify your equipment
manager AND contact the FDA IT
Security Operations Center (SOC) at:

B Email:
= Toll Free Number:

Are you trading security
for convenience?

Think your iPhone or Droid
i mobile device v

about people wanting to high
your high scores either.

“Smartphones

- 1t's quick, e

and readily i from our

February 2012 | Page 1
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Tools Comment

QOUCH! | February 2013

IN THIS ISSUE...

* Qverview
* Phishing Attacks
* Protecting Yourself

Email Phishing Attacks

GUEST EDITOR

Pieter Danhieux is the guest editor for this issue. He username and password. However, the term has evolved and
works for BAE Systems Defica in  Australia now refers to almost any email-based attack. Phishing uses
(www baesystemsdetica.com.au) and is an instructor for social engineering, a techniqgue where cyber attackers
the penetration testing courses at the SANS Institute. attempt to fool you into taking an action. These attacks often

begin with a cyber criminal sending you an email pretending
OVERVIEW to be from someocne or something you know or trust, such as
Enatll I ona of the: primary ways we commenicats. W a friend, your bank or your favorite online store. These

) emails then entice you into taking an action, such as clicking
not only use it every day for work, but also to stay in touch

on a link, opening an attachment or responding to a




IT WORKFORCE DEVELOPMENT

ITWD’s vision of creating an environment of
learning excellence has driven the organization’s
efforts over the last 12 months. 2012 has been a
year of growth and change for ITWD, and the results
have been a stronger, better training program for
the IT professionals in VA's Office of Information
Technology.

The OIT competency model program plays an
instrumental role in accomplishing ITWD's mission of
preparing VA's information technology professionals
to better serve our nation’s Veterans through the
delivery of targeted, competency-based skills and
development programs. By the end of 2012, ITWD
will have released a total of 13 competency models
to the IT workforce.

Throughout the year ITWD built on the success
of existing competency models such as the
Information Security Officer (IS0) Competency
Model, Supervisor Competency Model and Software
Developer Competency Model to implement
additional role-based models for Internet, Network

ITWD Insights - December 2012

ITWD Insights text only

Security Operations Center, IT Project and Program
Managers, Operating Systems, Systems Analysis,
Data Mangers, Network Administrators, Systems
Administrators, Customer Support and Enterprise
Architect professionals. Incorporating feedback
from the field, ITWD also worked with various
groups within OIT to review and streamline the
competencies included in the Core Competency
Model. Core competencies are part of all models and
are relevant to all roles—enhancing and simplifying
the self-assessment and electronic individual
development plan (elDP) processes.

By the end of November 2012, 7,615
OIT employees had been assigned a
competency model and 3,472 had
completed their
self-assessments
in the Talent
Management
System (TMS).

Congratulations New ISO Training
Program Graduates! ... p2

The Pull of the Portal ... e P3 ITWD Helps OIT Understand New

ProPath On/Off-Boarding and
VA Directive and Handbook 6500: Monitoring Processes

Core Competendies... Updated! ...... p2 What You Need to Know

Enterprise Architecture
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Extraction
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through the Internet.
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C4Crine Case Evidenee|Viap

USB PEN:
Clipped on top
right vest pocket

Right hand pants
pocket

USB Wristband:
Left wrist

(on keychain):
Left hand
pants pocket

&8sy,

@

DVD: T
Right cargo
pants pocket




The player's learming IS measured through the completion of the series of tasks structured around a “typical
workday” that make up the game:. These tasks are divided into four groupings by time of day ana
enviromment and cover all information assurance content required and approved by DISA.

For each task;, the learner completes some combination of activi " eithe asrffm/@t/mwa
mini-game. I simulations, the learners are presented with nus

course off action mmmmmmmm@mmmm
informatiomn assurance concepts. in a fum and interactive con
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SITUATIONAL AWARENESS SECURING GFE TELEWORK
COMPUTER USE SOCIAL NETWORKING SENSITIVE AND WEBSITE USE
CLASSIFIED INFORMATION,

CREATE PASSWORD MOBILE COMPUTING
CHECK EMAIL . ' PROTECTING CLASSIFIED
DATA

REMOVABLE MEDIA
‘ INSIDER THREAT
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Storytelling and Scenario-based Examples

Transcript

Adam: Ready for coffee?

Carlos: Absolutely. I could really use some, this spreadsheet is giving me a
headache. | can’t believe how long it’s taking to compile this research.
Adam: Should you lock your computer?

Carlos: We’re just heading down the hall.

Adam: | know, it’s just the right thing to do. It’s a lot of sensitive information.
Narrator: Yvette overheard Adam reminding a coworker to protect Veteran
information by locking his computer. How will Yvette pay it forward?



There are multiple events vying

for the learner’s attention.

CSEC 645: ENTERPRISE CYBERSECURITY
ADIUS: FIND YOUR WAY IN THREE DAYS

University of Maryland University College

Prioritize and select the most
critical issue to act upon, all
while keeping an eye on the

clock! : Your Office

|§| Minimize

Physical security 10:30 am

Subject:

[-] Day1

; The recent incidents have highlighted the need for a high-level vulnerability and
Tim O'Reilly risk assessment. John undertook that process.
Physical security

However, | am skeptical about one or two threats that he identified. | want to know
B Rebecca Bidgoli what you think. Call me when you have a moment.
HR issues

B Daniel Garfield
Controls for security architecture

B Adele Steiner Study up on the problem by
i HLTTAs e reading the description here.

@ Completed Pending




\ SECURITY TRAINING FOR SENIOR EXECUTIVES AND MANAGERS

: W FISMA ReportingJ C&AJ Training | IMJ CapitaIJ Privach Contract SecurityJ IT Security PoIich Operations SecurityJSummaryJ
=% IT Basics: Incidents and Their Cost Page 8 of 15

¢ Compromised IT security costs more than
replacing the affected information systems

e Lost and potentially-irretrievable
information and lawsuits

» Damaged reputations, loss of jobs, or
damaged careers

o © C

EXIT REPLAY BACK  FORWARD

Upon completion of this course, Senior Executives and Managers should be able to: explain the importance of IT security; identify the possible
impact of a security breach; list their responsibilities as a senior executive or manager; recognize key security acts and legislation that affect the
Department’s IA processes; recall crucial federal security standards; identify the purpose and importance of the Authorization &
Accreditation (C&A) process; and recount key IT security Department policies, procedures, and training initiatives.






DISA, SAIC, a InC.

Name of submitter:
Carmen Carper



The player’s learning is measured through the completion of the series of tasks structured around a “typical
workday” that make up the game. These tasks are divided into four groupings by time of day and
environment and cover all information assurance content required and approved by DISA.

ther a simulation or a
ust select the best
s, learners apply

For each task, the learner completes some combination of activiti
mini-game. In simulations, the learners are presented with a
course of action to protect information systems and sensiti
/nformation assurance concepts in a fun and interactive con

’ _ Office Morning - ' Cafe “ B i B
W ©00AM 12:00 PM 3:00 PM
—

= —

SITUATIONAL AWARENESS SECURING GFE TELEWORK

COMPUTER USE SOCIAL NETWORKING SENSITIVE AND WEBSITE USE
CREATE PASSWORD MOBILE COMPLTING CLASSIFIED INFORMATION
. PROTECTING CLASSIFIED | =™ '=" = T

DATA
INSIDER THREAT




< Part of the Poster Sessi

Peer’s Choice

& Stop by and see all th
up close

£ Vote for your favori

& Winners will be announ Ing the closing
session Thursday

& Peer’s Choice Award Winners will be listed along
side the official Contest winners on the FISSEA
Website

< No official award certificate...

just bragging rights ©
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