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DIPLOMATIC SECURITY

Lesson Objectives

ÅIdentify those with IA/Cybersecurity 

responsibilities.

ÅIdentify when to train them.

ÅIdentify some keys to role-based training.
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IA Team Exercise

ÅIdentify at least 3 individuals/positions that help 

you achieve the goals of IA.

ÅIdentify a few responsibilities that each has.

ÅIdentify how you can support them in completing 

those responsibilities.
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IA Team Exercise

IA 

Professionals
Responsibilities

How you 

support them
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NIST SP 800-16 Draft 3 Roles

ÅOperate & Maintain

ÅSecurely Provision

ÅAssess/Evaluate

ÅRespond/Investigate

ÅOversight/Management

Securely Provision

Å Auditor

Å Designated Accrediting Authority

Å IA Manager

Å Business Owner

Å Security Control Assessor

Å Inspector General

Å System Engineer

Å Computer Programmer

Å Information Owner/Steward

Å Information System Security Engineer

Å Cloud Provider

Å Contracting Officer

Å Program Developer

Oversight/Management

Å General Counsel

Å Legal Advisor

Å Information Systems Security Officer

Å Security Policy Manager

Å IT Function Management

Å Procurement Officer

Å Program Manager

Å Chief Technology Officer

Å Chief Information Officer

Å Risk Executive

Å Mission/Business Owner

Å IT/Cybersecurity Trainers

Operate and Maintain

Å Database Administrator

Å Database Developer

Å Freedom of Information Act Official

Å Information Owner/Steward

Å Web Administrator

Å Information Security Architect

Å System Administrator

Å Helpdesk Representative

Å Network Engineer

Å Enterprise Architect

Å Information Security Architect

Å ISSO

Å Common Control Provider

Assess/Evaluate

Å Auditors

Å Risk Executive

Å Digital Forensics Specialist

Å Network Administrators

Å IT Contingency Planner

Å Incident Handler

Å Penetration Tester

Å Security Control Assessor

Respond/Investigate

Å Incident Response Team

Å Computer Crime Specialist

Å Special Agent

Å Special Analyst

Å Digital Forensics Professional

Å Digital Media Collector


