
Cybersecurity Workforce Alliance
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Aligning Industry With Education

Using Standards



ά²Ŝ IŀǾŜ A FŀƛƭǳǊŜ ¢ƻ /ƻƳƳǳƴƛŎŀǘŜέ

Å Students rate themselves as 
well prepared to start work

Å Employers disagree

2.5mm CS jobs ςUS
xmmGlobal

(NIST not implemented yet)
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Talent ïThe Next Supply Chain

Workforce Skills Development



CUNY Vice Chancellor Student Affairs 
& CISOôs Risk & Cybersecurity

Å NYU
Å Federal Reserve
Å Morgan Stanley
Å Goldman Sachs
Å Bank NY Mellon
Å Fidelity Investments
Å Express Scripts
Å RANE Network
Å Perkins Coie
Å Capgemini
Å NASA
Å National Student Clearinghouse

Aligning Education With Industryôs Context and Needs

5ƛƎƛǘŀƭ {ƪƛƭƭǎ άtŀǎǎǇƻǊǘέ !ƴŘ ²ƻǊƪŦƻǊŎŜ 5ŜǾŜƭƻǇƳŜƴǘ tƭŀǘŦƻǊƳ



¢ƻ aŀƪŜ Lǘ ²ƻǊƪ Χ LƴƎǊŜŘƛŜƴǘǎΗ

1.Hands-on membership committed to project success 
(process, industry frameworks, programs, resources, 
outcomes)

2.Strategic, a partnership intent to work in the spirit of 
co-development

3.Scalable, ŎǊŜŀǘŜ ŀ ǇǊƻƎǊŀƳ ǘƘŀǘ ǿƛƭƭ ǎŎŀƭŜ ŀǎ ŀ άǇƭǳƎ 
ŀƴŘ Ǉƭŀȅέ 



CWA ςAddressing Industry Issues

Å Federal Reserve ïñNear systemic risk in Financial Servicesò

ïñSkills shortage ïall sectors and getting worseò

ïñTakes 12-18 months to train students after graduationò

ïñHired at $60K ïleave 9-months later at $120Kò

ÅñStudents need to understanding business risk & industry 

knowledgeò

ÅñCybersecurity is a multidisciplinary problemò 

ÅñThe war for talent creates a Poverty Line!ò



Improve the cyber security skills and scale the college 

student workforce, so they are more attractive to hire and 

can provide almost immediate value to the public & private 

sector by improving a companyôs Cyber Security 

capabilities.

Purpose

Focus

Increase understanding of and interest in a career in Cyber 

security

Reduce the amount of initial training required by employers 

for college hires. 

Create the ñperfect candidate profileò for a College Hire in 

Cyber Security

Create and run the "the Epic Challenge"

Align & Enhance curricula to develop the skills needed for a 

career in Cyber Security



Who Does What - Effort Required

Participant Effort

CWA Workstreamsfor Profiles, Taxonomy, Epic Challenges , Promotion for 
curriculum, certificates, digital badge, timing, promotion

CUNY ωAlignacademics/schools for multi-discipline participation
ω LǎǎǳŜ ŘƛƎƛǘŀƭ ōŀŘƎŜǎκŎŜǊǘƛŦƛŎŀǘŜǎ
ω hǳǘŎƻƳŜǎ ǘƻ ŘǊƛǾŜ ƛƴŘǳǎǘǊȅ ŀƭƛƎƴƳŜƴǘ

Industry ωwŜǎƻǳǊŎŜ ŎƘŀƭƭŜƴƎŜǎΣ {a9ΩǎΣ !ƭǳƳƴƛ(e.g. 2-4 days over 6-weeks)
ω aŜƴǘƻǊǎ ŀƴŘ ŀǎǎŜǎǎƻǊǎ ςlaunchάǇǊƻƧŜŎǘǎέΣ ŘƛǎŎǳǎǎƛƻƴǎΣlessons, 
assignmentsand content, (10-20 minutes a day) 

Students Sign up, complete Skills Profiles, upload content 

iQ4 Manage CWA activities and provide technology as part of Alliance 
subscription



> $100mill ROI 

é Reduce Training by 25% é Accelerate Productivity

Find the Best Talent ςAlign with Real-World Challenges
Assess / Track KSAs Proficiency ςReward ςHire !

Cast a Wide Netςreach every school every student

Awareness- Promote industry opportunity / needs

Extend Brand-ǎƘƻǿŎŀǎŜ άtŜǊŦŜŎǘ /ŀƴŘƛŘŀǘŜέ ŎŀǊŜŜǊ ǇŀǘƘǿŀȅǎ

Matching ςōŀǎŜŘ ƻƴ ŎƻƳǇŜǘŜƴŎƛŜǎΣ ŎǊŜŘŜƴǘƛŀƭǎ ŀƴŘ Y{!Ωǎ

Accelerate Employer Education ςwhile students are still in school

Retention ςōŜǘǘŜǊ ŀƭƛƎƴƳŜƴǘ Χ ōŜǘǘŜǊ ǊŜǎǳƭǘǎ 



NIST/NICE Workforce Framework

© iQ4 2008-2015 All Rights Reserved

Any company doing business with USA will be
examinedas to their effectivenesswith NIST-CAand
NICEfor CyberRiskandAssurance

άYƴƻǿ ώtwhCL[9ϒ  ȅƻǳǊ ǘŀƭŜƴǘΣ ƛŘŜƴǘƛŦȅ 
and fill the skills gaps and develop 
ǳƴǊƛǾŀƭŜŘ /ȅōŜǊ ǿƻǊƪŦƻǊŎŜέ



Tier 6-8 Sector/Occupation Specific Skills - Financial Services Example

iQ4  NIST/NICE Framework  Competency Model

Tier 5 [Specific]Industry Wide Technical Competencies

Retail
Banking

Wealth
Mgt 

Mortgage
Cr/Dr 
Card

Back 
Office

Tier 4 (NICE)  Industry Wide Technical Competencies

Retail
Systems

Wealth
Systems

Data Center
Architecture/ 
Infrastructure 

Networks & 
Telecoms

Governance  & 
Compliance

etc

Tier 3  Workplace Competencies

Business
Fundamentals

Teamwork
Following 
Directions

Planning, 
Organizing, 
Scheduling

Problem Solving 
Decision Making

Employability & 
Entrepreneurship 

Skills
etc

Working With 
Computer Tech

Tier 2  Academic Competencies (SKILLS)

Mathematics
Locating, 
reading & 
using info.

Writing Listening Speaking
Engineering & 
Technology

Science
Critical Analytical 

Thinking
Information
Technology

Tier 1  Personal Effectiveness ςi.e. Essential Soft Skills - Including 

Interperson
al Skills

Integrity Professionalism Reputation Motivation Ability to Learn
Flexibility & 
Adaptability

Self 
Development

Dependability 
& Reliability

NIST-
CA

© iQ4 2008-2015 All Rights Reserved



άtŀǎǎǇƻǊǘέҐ /ƻǊŜ 5ŀǘŀ aƻŘŜƭ 

You
Personal 
Qualities 

ProjectsLearned

13

SKILLS HAVE A CAREER LIFE CYCLE AND CONTINUUM

Proficiency Assessments/ƻƳǇŜǘŜƴŎƛŜǎ κ Y{!Ωǎ

© iQ4 2008-2015 All Rights Reserved
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άtŜǊŦŜŎǘ /ŀƴŘƛŘŀǘŜέ {ǘǳŘŜƴǘ tǊƻŦƛƭŜ

Seven Roles
- SOC, GRC, IT Risk Specialist / Analyst / Manager, Forensic Investigator, Business Risk 

Modeling

SOC- Security Operations Center
ω Category: Protect & Defend
ω Specialty Area: Computer Network Defense Analysis
ω KSA Competencies: 3, 4, 49, 59, 61, 66, 81, 87, 
ω KSA Statement: Uses defensive measures and information collected from a variety of 
sources to identify, analyze, and report events that occur or might occur within the network in 
order to protect information, information systems, and networks from threats.

GRC- Governance Risk and Compliance
ω Category: Securely Provision
ω Specialty Area: Test and Evaluation
ω KSA Competencies: 22, 38, 40, 53, 63, 81, 83, 127, 144, 169, 176, 182, 239
ω KSA Statement: Develops and conducts tests of systems to evaluate compliance with 
specifications and requirements by applying principles and methods for cost-effective planning, 
evaluating, verifying, and validating of technical, functional, and performance characteristics 
(including interoperability) of systems or elements of systems incorporating information 
technology (IT).
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