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Why does  
digital identity matter to 

health care? 
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Identity is central to… 
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Why does digital identity matter to health care ? 

Identity + Authentication challenges abound: 

• Providers and patients juggling multiple credentials to 
access different resources…many lacking sufficient 
security 

• Identity verification is essential to ensure proper 
delivery of care and protect privacy 

• Need for repeatable, standards-based solutions that 
scale to very small and large entities 
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Sharing data is good. 
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Sharing personal data is 
really good… 

…with the right person.  
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But after 21 years, we still struggle with this. 
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And now we’ve got 
this happening. 

ht
tp

:/
/w

w
w

.in
fo

rm
at

io
ni

sb
ea

ut
ifu

l.n
et

/v
isu

al
iza

tio
ns

/w
or

ld
s-

bi
gg

es
t-

da
ta

-b
re

ac
he

s-
ha

ck
s/

 



9 National Strategy for Trusted Identities in Cyberspace 

And now we’ve got 
this happening. 
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Source:  2013 Data Breach Investigations Report, Verizon and US Secret Service 

Securing personal data with just a password 
is a bad idea. 
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Multi-Factor  
Authentication Matters. 
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Passwords Aren’t Just Bad for Security 

• 75% of customers will avoid creating new accounts.   

• 54% leave the site or do not return when asked to create a new 
password 

• 45% of consumers will abandon a site rather than attempt to 
reset their passwords or answer security questions 
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And…privacy is a growing concern 

Source:  World Economic Forum, “Rethinking Personal Data: Strengthening Trust,” May 2012 
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$2    
Trillion 

The total 
projected 

online retail 
sales across 

the G20 
nations in 

2016 

$2.5 
trillion  
What this 

number can 
grow to if 

consumers 
believe the 
Internet is 

more worthy 
of their trust   

$1.5 
Trillion 

What this 
number will 
fall to if Trust 

is eroded 

Trust matters to online business 

Source:  Rethinking Personal Data: Strengthening Trust.  World Economic Forum, May 2012.   
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Health could try to solve this 
with a siloed approach.   

But… 
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When consumers already manage this: 

They aren’t eager to add another. 
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Consumers should be able to use a 
single, secure, convenient, privacy-

enhancing credential across multiple 
sites – public and private – in lieu of 

passwords. 
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NSTIC calls for an Identity Ecosystem,  
“an online environment where individuals  
and organizations will be able to trust each other  
because they follow agreed upon standards to 
obtain and authenticate their digital identities.” 

Guiding Principles 

 

The President agrees. 
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There is a marketplace today – but there are 
barriers the market has not yet addressed 
on its own 

Why NSTIC? 
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Business 
Models 

It’s not all about security  

Usability 

Liability 

Interoperability Privacy 

Source:  xkcd 
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There is a marketplace today – but there are 
barriers the market has not yet addressed 
on its own. 

Government can serve as a convener and 
facilitator, and a catalyst. 

 

Why NSTIC? 
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Private sector 
will lead the 

effort 

Federal 
government 
will provide 

support 

• Not a government-run identity program 
• Private sector is in the best position to 

drive technologies and solutions… 
• …and ensure the Identity Ecosystem 

offers improved online trust and better 
customer experiences 

• Help develop a private-sector led 
governance model 

• Facilitate and lead development of 
interoperable standards 

• Provide clarity on national policy and 
legal issues (i.e., liability and privacy)  

• Fund pilots to stimulate the marketplace 
• Act as an early adopter to stimulate 

demand 
 

What does NSTIC call for? 
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Catalyze the marketplace – so that all 
Americans can soon choose from a variety 
of new types of solutions that they can use 
in lieu of passwords… 

…for online transactions that are more 
secure, convenient and privacy-enhancing. 

 

Our Ultimate Goal 
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Key Implementation Steps 

• August 2012:  Launched  privately-led Identity Ecosystem Steering Group (IDESG).  
Funded by NIST grant, IDESG tasked with crafting standards and policies for the 
Identity Ecosystem Framework  http://www.idecosystem.org/  

• October 2013:  IDESG incorporates as 501(c)3, prepares to raise private funds 
• July 2014:  NIST awards IDESG Inc. follow-on grant 

Convene the Private Sector 

• Three rounds of pilot grants in 2012 and 2013; 10 pilots now active 
• 3 new awards due next month.   

Fund Innovative Pilots to Advance the Ecosystem 

• White House effort to create a Federal Cloud Credential Exchange (FCCX) 
• Last summer: USPS awards FCCX contract; Now: rethink how USG buys identity 

services  
• Next month:  FCCX goes live!  FedRAMP certified.  Rename as “Connect.gov” 

Government as an early adopter to stimulate demand 

http://www.idecosystem.org/
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Where do we stand? 
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The marketplace has started to respond 
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The marketplace has started to respond 
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But I now am managing one-off 2FA solutions for 
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• This can be fixed – with a 
Framework of standards and 
operating rules that enables 
interoperability 

• Both at a technical and policy level 

The Good News 
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The Identity Ecosystem Steering Group  

Source:  Phil Wolff, http://www.flickr.com/photos/philwolff/7789263898/in/photostream 

       First plenary, August 2012 



31 National Strategy for Trusted Identities in Cyberspace 

• 200+ firms/organizations; 60+ individuals 

• Elected Plenary Chair (Kim Little/LexisNexis) and Management Council Chair 
(Peter Brown); Elected 16 delegates to Management Council 

• Member firms include:  Verizon, Visa, PayPal, Fidelity, Citigroup, Mass 
Mutual, IBM, Bank of America, Microsoft, Oracle, 3M, CA, Symantec, Kaiser 
Permanente, Experian, Neiman Marcus, NBC Universal, Aetna, United Health, 
Intel.  

• Also:  AARP, ACLU, EPIC, EFF, and more than 65 universities.  Participants 
from 12 countries.   

• Committees include: 

Identity Ecosystem Steering Group (IDESG) 

oStandards 
oPolicy 
oPrivacy 
oUsability 
oSecurity 

oTrust Frameworks/Trustmarks 
oHealth Care 
oFinancial Sector 
oInternational Coordination 

 

www.idecosystem.org  

http://www.idecosystem.org/
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Private Sector Stakeholders Leading Framework Development 

Identity Ecosystem Steering Group Progress 
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NSTIC Pilots are Advancing the Ecosystem 

Four rounds of pilots awarded thus far 

• 5 “core” NSTIC pilots in September, 2012; another 4 in 
September, 2013 and 3 in September, 2014 

• 2 state pilots – focused on improvement of state government 
services – funded by Partnership Fund for Program Integrity 
Innovation 

 

Among 14 pilots, 7 have some nexus with health care 
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NSTIC Pilots Impact 

More than 140 universities are 
deploying smartphone-based 
MFA, thanks to the Internet2 pilot 

More than 180,000 kids have been 
authorized by parents – in 
compliance with COPPA – to 
access content at websites (PRIVO) 

Inova Health Systems is enabling 1500 
patients to securely obtain their personal 
health record, leveraging validated attributes 
from Virginia’s DMV  (AAMVA) 

More than 300,000 Veterans can 
access online services from more 
than 70 organizations without 
having to share documents 
containing sensitive PII to prove 
Veteran status (ID.me) 

A Broadridge/Pitney Bowes JV has 
launched targeting 140 million 
customers for secure digital 
delivery of financial services content, 
bill presentment and bill pay, enabled 
by the ID/Dataweb identity solution  
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NSTIC Can Accelerate Health IT 

• Health leverages a broader Identity Ecosystem – driven by 
common standards and business rules that cross sectors. 
 

• Patients can use a single trusted credential to log on to an 
electronic health record application in the cloud 
 

• Benefits 
 Increased security, privacy and convenience 
 Patients no longer need to manage numerous user names and 

passwords – or wrestle with their usability challenges 
 A single credential unlocks access to a provider or other health data 

service – both public and private – and securely enables the sharing of 
health information between those applications 
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Benefits of Standards-based Trusted Identities 

• Streamlined provider and patient access to multiple 
systems, including via Blue Button 

• Improved care through secure exchange of electronic 
medical records 

• Secure patient access to health information 

• Address “identity resolution” challenges such as 
patient matching via exchange of attributes…while 
also enhancing privacy 
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Collaboration with ONC:  Blue Button Plus 

• Blue Button Plus is looking at improving the security and 
privacy of patient access to their electronic health records 

• This includes updating Blue Button with innovative new cloud 
identity architectures, such as enabling third party applications 
to selectively “pull” individual health record elements, with 
strong user controls 

• To enable this, ONC is working with NSTIC on solutions that will 
provide secure, privacy enhancing, interoperable, and user 
friendly access to Blue Button Plus systems 
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Key Takeaways 

• Don’t secure sensitive health information with only a password 

• Recognize that the best approach for providers and patients is 
one where secure, privacy-enhancing credentials can be used 
interoperably across domains 

• Get engaged in the Identity Ecosystem Steering Group (IDESG) 
(www.idecosystem.org) to help create better standardized 
approaches for strong identity and authentication in health care 

http://www.idecosystem.org/
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For More Information 

Twitter:  @NSTICNPO, #NSTIC 

Blog:  NSTIC Notes, http://nstic.blogs.govdelivery.com/ 

 
Jeremy Grant 
Jgrant@nist.gov 
+1 202.482.3050 
 
 

http://twitter.com/
http://nstic.blogs.govdelivery.com/
mailto:Jgrant@nist.gov
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