
NIST Cyber-Physical 

Systems Program 

 
Through new measurement science, advanced testbed 

capabilities, and community-based efforts, enable the 

scalable design and reproducible performance 

measurement of advanced cyber-physical 

systems, including smart grid systems,  

that are reliable, resilient, effective, safe,  

sustainable, secure, and privacy-enhancing.   



CPS: Scalability and Compositionality 
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NIST CPS Public Working Group 

Framework released for public 

comments Sept. 2015 
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CPS Working Group web site: 

Å www.nist.gov/cps/cpspwg.cfm 

CPS Collaboration Platform:  

Å www.cpspwg.org 



 Derivation of CPS Framework 

5 

CPS Stakeholders 

 (Societal, Business  

& Technical)  

Assured  

CPS 

Conceptualization 

Facet 

Realization 

Facet 

Assurance 

Facet 

What things should 

be and what things 

are supposed to do 

How to prove things 

actually work the 

way they should 

How things 

should be 

made and 

operate 

Raw CPS  

concerns 
A

s
p

e
c
ts

 a
n

d
  

C
o

n
c
e
rn

s
 

Model of CPS 

Instance of CPS 

CPS Assurance 

CPS Framework 



CPS Framework 

Structure 
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CPS Testbed Initial Conceptual Design 
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