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Test Areas

• CHUID Data Object
• Security Object
• Biometric Data Object
• PKI Keys and Certificates

Note that all test requirements are designed to:
- Validate the format of PIV data
- Validate values in the fields
- Validate computation such as signatures or data comparison
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SP 800-85B – PIV Biometrics Testing



Enrollment Process
Face Templating
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SP 800-85B – Biometric Data Conformance
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• Validate signatures on all signed PIV objects
• Validate signature block format on all signed PIV 

objects
o Validate encoding of Cryptographic Message Syntax 

external digital signature
• Validate values in certain fields of the signature 

block
o Validate algorithms employed are in agreement with SP 

800-78
o Values are consistent with other data objects on the PIV 

Card

SP 800-85B — Cryptographic Objects Conformance
…Signature Conformance



• Validate the presence of CRL and OCSP 
URLs

• Validate NACI indicator field

SP 800-85B — Cryptographic Objects Conformance
…Certificate Conformance



• The tags and lengths in various data objects 
should conform to specifications in 
Appendix A of SP 800-73.

SP 800-85B — BER-TLV Format Conformance



Tentative Schedule

• Draft SP 800-85B – April 3rd
• Final SP 800-85B – April 28th
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