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Original AJPS

Mersenne prime modulus: ¢ = 2™ — 1 with n prime
e easy arithmetic
e somewhat Hamming weight preserving

KeyGen:
e sample f, g of low Hamming weight
e public key: f/gmodgq
o secret key: ¢

Encrypt(m € {0,1}):
e sample a,b of low Hamming weight
e ciphertext: (—1)™ x (pk x a + b)

Decrypt(c):
o d<cg

e return { 1 if d has high Hamming weight

0 if d has low Hamming weight
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Ramstake Key Agreement

e Short=and-sparse integers
e psendo-Mersenne prime modulus
e Hamming weight metric
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Ramstake KEM

o KeyGen:

e DetEncaps(pk; s):

sample seed for G e Encaps(pk):

sample a, b
public key: (seed for * sample seed s
G, aG +b) e return DetEncaps(pk, s)

secret key: (a )

o Decaps(sk, ctxt):
Sa <+ a(cG+d)
S — 'D(S(S) D LS. ® LSAJ)
S o Gib)Ld ctxt’, K < DetEncaps(pk; s)
ci];hertg(i' (Z_G )—&—ti if ctxt’ # ctxt, return |

E(s) @ LSp, H(s)) else return K
key: K = H(pk|| coms s)

sample ¢, d

e £, D — error-correcting code

Reed-Solomon over GF(256) with design distance 223
capable of correcting 111 bit-errors

repeated v times

used for functionality not security

= Ramstake is not a code-based cryptosystem
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Pitfall

e Pitfalll
Sp

[

e don't use most significant byte/chunk!

e Sage fix:?
def export(a):

return ""

.join(reversed([a[i:i+2] for
i in range(0, len(a), 2)1))
and use export(string) instead

e specs and C implementations are correct

eredit: Jacob Alperin-Sheriff
2credit: Gustavo Banegas
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Slice-and-Dice Attack3

e find (a,b) from (G,aG +b)
e slice and dice
e |abel randomly
® pray
e run LLL

(1 1 1 11 |  sparse integer
] partition

[ T | B B successful labeling

e bottleneck: guessing labels
e not lattice reduction

= Ramstake is not a lattice-based cryptosystem

3Beunardeau et al. “On the Hardness of the Mersenne Low Hamming'Ratio Assumption”



Comparison: Mersenne-756839

Ramstake Mersenne-756839
e pk = (seed, aG + ) e pk = (R, fR+9g)
e sk = (a, b) e sk = seed
e RS ECC + repetition e bit-by-bit repetition
e IND-CCA e IND-CCA
e error prob.: <2764 e error prob.: < 27239
o ctxt’ = ctxt o ctxt’ = ctxt
e ctxt contains H(s) e no H(s)

really simple e even simpler



Comparison: Other KEMs

Ramstake 4+ Mersenne-756839 Other KEMs

e |ctxt| ~ |pk| ~ 100 kB o |ctxt| ~ |pk| ~ 1 kB
e hard problem: e hard problem:
e sparse integers o lattices

e coding theory
e supersingular isogeny

e simple e less simple
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