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CSP: 

• Applies regularly scheduled 

updates to the platform 

• Releases critical patches 

immediately  

• Rigorously reviews & tests all 

changes 

 

CUSTOMER: 

• Applies similar patch 

management strategies for their 

Virtual Machines 

Example: Patch management 

Patch Review 
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Rollout 
Scanning 
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Validation 

• Monitor 100,000+ 
vulnerability 
reports 

• Sourced from 
customers & 
worldwide network 
of security 
researchers 

• Prioritize critical 
updates 

• Monthly OS 
releases with 
patches 

• Reconciliation 
report 

• Resolution 
summary 

• Scanning & 
reporting of all 
VMs 

• Track & remediate 
any findings 



Example: Monitoring & logging 

CSP: 

• Performs monitoring & alerting on 

security events for the platform 

• Enables security data collection 

 

CUSTOMER: 

• Configures monitoring   

• Exports events for correlation and 

analysis 

• Monitors alerts & reports 

• Responds to alerts 

Storage  
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Events 

Extract event information to SIEM 

or other Reporting System  

Event ID Computer Event Description Severity DateTime 

1150 Machine1 Example security event 4 04/29/2014 

2002 Machine2 Signature Updated Successfully 4 04/29/2014 

5007 Machine3 Configuration Applied 4 04/29/2014 

1116 Machine2 Example security event 1 04/29/2014 

1117 Machine2 Access attempted 1 04/29/2014 

SIEM Admin View 

Alerting & reporting 

Cloud 



Event 
Detected 

Security Team 
Engaged 

Security 
Event 
Confirmed 

Event 
Start 

DevOps 
Engaged 

Incident 
Assessment 

Determine 
Customer Impact 

Azure 
Customer 
Notification 

Customer 
Process 
Step 1 

Determine 
Affected 

Customers 

Customer 
Notification 

Example: Incident response 

CSP (Microsoft Azure):  

• Leverages a 9-step incident response process 

• Focuses on containment & recovery 

• Analyzes logs and VHD images in the event of platform-level incident 

and provides forensics information to customers when needed 

• Makes contractual commitments regarding customer notification 



Microsoft Azure 
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