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Discussion Outline

What is digital watermarking technology?

Value of digital watermarking in IDs

Digital watermarking as security feature in ID cards

Digital watermarking for added security in chip-based cards

Digimarc
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What is Digimarc Digital Watermarking?

Original ImageApply covert digital watermark

Watermarked Image

Covert Digital Identifier Woven Throughout Image
• Imperceptible
• Machine Readable

Carries Unique Identifier / Message

Survives for Life of Document

Data Repeated Throughout Image(s)
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Value & Applications of Digital Watermarking

Digital watermarking has unique value in covertly embedding data in 
printed material for added security
• Counterfeit deterrence

– Central banks
• Authentication

– Compare embedded data in image (picture) or graphic to others
• Fraud detection

– Document alteration
• Document tracking 

– Chain of custody
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Watermarking Provides Covert Digital Security for IDs

Transforms multiple, passive elements of 
identity documents (such as photo and images) 
into personalized machine-readable security 
tokens
Applied with digital printing
• Unknown to operators

Creates covert, multi-layered web of intrinsic 
security by linking these tokens
• Can link with chip and/or 2D bar code

Offers strong protection against counterfeiting, 
forgery, and identity fraud
Enables self-authentication and aids in forensic 
analysis of suspect IDs
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Watermarking in IDs

Digital Watermark embedded in facial image and artwork
Cross-jurisdictional authentication, defending against counterfeiting and tampering 
No change in existing card designs
Combats identity theft / fraud; enhances Homeland Security; assists law enforcement
10 states and two international programs, representing 20% of annual U.S. issuance volume 
(14mm/year), have adopted
Create taxonomy of identity in breeder document chain:  

• TWIC, Government IDs, DLs, Passports/Visas
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Watermarks with Smartcards
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Watermark Benefits with Smartcards

Embed Data (Unique Identifier) in Digital Image on Chip
• Enhances Security of Data

• Links Image to Specific Chip

Embed Data (Unique Identifier) in Printed Image
• Links Chip and Plastic Card

Verification Identifies:
• Alteration / Replacement of the Facial Image

• Counterfeiting of the Chip

• Provides Security if Chip Fails

Verification Possible by:
• Field Officer at Control Point

• Law Enforcement Officer

Enhanced Forensic Analysis
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Digimarc Corporation

World leader in digital watermarking 
technology
Leading supplier of security solutions 
based on watermarking technology
Leading supplier of driver license 
issuance systems in U.S. (>60% share)
Secure personal identification system 
supplier in more than 20 foreign countries
Financially strong with $85 mm annual 
revenues, profitable, healthy cash 
position
450 employees; headquartered in 
Tualatin, OR
NASDAQ:  DMRC
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