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Top 5 ways to know if you’re in the right presentation
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You think
Secure Boot
is a really safe piece of
cowboy footwear




Top 5 ways to know if you’re in the right presentation
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You think
Root of Trust

Is something that will help a
spelling bee contestant spell
lt r u St ? O Reuters




Top 5 ways to know if you’re in the right presentation
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You think
Permanent Denial of Service

means never getting in to
that greasy-spoon diner
down the street




Top 5 ways to know if you’re in the right presentation
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You think
Boot Block

is that thing that helps a
cowboy remove his boots
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You think
Firmware
is really
tight-fitting jeans
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A Degrading Threat Landscape

The many forms of cybercrime

Professional
Hacktivism
State-sponsored
Terrorism

Cyber-physical

Today’s IT platforms were designed for a friendlier Internet of the 90s
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Situation & Motivations

Going Higher & Burrowing Deeper

Bulk Data Collection

Stealth
Persistence
Disruption

Cloud
Apps
Operating System
System Firmware

Supply Chain



What is System Firmware?

Most modern computer devices contain firmware and critical data

* Embedded software

» Executed on either a microcontroller on the device or the host processor (e.g. Expansion ROMs)
» Executes before the operating system

* Provides initialization of the device

 Typically mutable (on flash memory => “semi-permanent”)

» Typically contains “critical data” (e.g. configuration information)

PC or Server BIOS/UEFI is “special” firmware (aka host processor boot firmware)

BIOS = Basic Input/Output System (legacy)

UEFI = Unified Extensible Firmware Interface (modern)
Not associated with just one device or component
First instruction executed by host processor...but rarely the first instruction executed on the systéﬁl
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Why is System Firmware a target for attack?

Ideal place to put malicious code

Control Executes prior to the Operating System

Permanence Code is in a chip on the system board or other embedded device

Detection Very difficult; can’t be done from the operating system

Recovery Likely requires a service event that involves hardware rework/replacement




Impacts of Firmware Attacks

Control of Device
Data Collection
Data Modification
Remote Monitoring
(Permanent) Denial of Service
Service Events

Brand Damage

Business Disruption

Are these attacks just theoretical?
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Timeline of PC Firmware Attacks

Credit: Xeno Kovah (http://timeglider.com/timeline/5ca2daa6078caaf4)

P NIC/Firmware/DMA: Closer to metal: Reverse engineering the Broadcom NetExtreme's Firmware
P BIOS/Firmware/EFI: Hacking the Extensible Firmware Interface - . . .
BIOS/EFI/F OROM/Apple: Thunderstrike: EFI bootkits for Apple MacBook:
P SMM: Attacking SMM Memory via Intel® CPU Cache Poisoning /ER Lirmnate/ Zenpielinupdertike 00tils for Apple Machooks
P BIOS/SMM: ASUS Eee PC and other series: BIOS SMM privilege escalation vulnerabilities  # Firmware/SMU: AMD x86 SMU firmware analysis

P VTd/DMA: Exploiting an IOMMU Vulnerability » Firmware/BIOS/BMC/VMX/VMM: A Myth or Reality - BIOS-based Hypervisor Threat
P> AMT: Security Evaluation of Intel's Active Management Technology
P NIC/Firmware/DMA: The Jedi Packet Trick takes over the Deathstar
P> SMX/TXT: Another Way to Circumvent Intel Trusted Execution Technology P VIMX/VMM: Breaking Out of VirtualBox through 3D Acceleration

P VMX/VMM: Poacher Turned Gatekeeper: Lessons Learned from Eight Years of Breaking Hypervisors

> 5 ? > 2
B ACPI/BIOS: Implementing and Detecting an ACPI BIOS Rootkit NIC/Firmware/DMA: Can you still trust your network card? BIOS/Firmware/SecureBoot: All Your Boot Are Belong To Us

P SMM: System Management Mode Hack, Using SMM for " Other Purposes™ P BIOS/UEFI/Firmware/SecureBoot: A Tale of one Software Bypass of Windows 8 Secure Boot
P SMX/TXT/REMAP: Attacking Intel Trusted Execution Technology P FDE/TPM/BIOS/ Firmware: Evil Maid Just Got Angrier: Why Full-Disk Encryption With TPM is Insecure on Many Systems
P BIOS/VMX/VMM: BIOS Boot Hijacking And VMware Vulnerabilities Digging > x _ i 3
P eSS A W BIOS/Firmware:Hardware Backdooring is Practical
P SMM: A New Breed of Malware: The SMM Rootkit » Apple/UEFI/BIOS/OROM/Firmware: DE MYSTERIIS DOM JOBSIVS Mac EFI Rootkits
P VMX/VMM: IsGameQver() Anyone? P VMX/VMM: Virtunoid: A KVM Guest -> Host privilege escalation exploit

P NIC/Firmware/DMA: Project Maux Mk 1 > - o )
B VMX/VMM: BluePilling the Xen Hypervisor SMM/ Firmware/KBC/EC: Sticky Fingers & KBC Custom Shop

P SMM: A Real SMM Rootkit: Reversing and Hooking BIOS SMI Handlers  # AMT/ME/Firmware/BIOS: Intel ME Secrets
P VMX/VMM/10: Programmed 10: A Threat to Virtual Machine Monitors? P BI0S/SMM/Firmware,/TPM: BIOS Chronomancy: Fixing the Core Root of Trust for Measurement
ARSI _ > BIOS/SMM)/Firmware: Defeating Signed BIOS Enforcement
P Bootkit: Your computer is Stoned.__again
- Apple/USB/Firmware: Reversing and exploitingan Apple firmware update ™ BIOS/Firmware/SMM/SMX/TXT: Copernicus 2: SENTER the Dragon

¥ VMX/VMM: Subverting the Xen Hyparvisor § > BIOS/Firmware/SecureBoot/Bootkit: Setup for Failure: Defeating UEFI SecureBoot
# AMT/ME: Introducing Ring -3 Rootkits

» BIOS/ Firmware/CompuTrace: Deactivate the Rootkit P> BIOS/UEFI/Firmware/SMX/TXT: SENTER Sandman: Using Intel TXT to Attack BIOSes
P Bootkit: eEye BootRoot #=VMX/VMM: Cloudburst: Hacking 3D (and Breaking Out of VMWare) P BIOS/UEFI/Firmware/SecureBoot: Extreme Privilege Escalation on UEFI/Win8 Systems
P VMX: (Orig BluePill) Subverting the Vista Kemel for Fun and Profit b Bootkit: Deep Boot > BIOS/UEFI/Firmware: Analyzing UEFI BIOSes from Attacker and Defender Viewpoints
P SMM: Using CPU System Management Mode to Circumvent Operating System Security Functions P Firmware/BI0S/UEFI/SMM/ACPI: Attacks on UEFI security, inspired by Darth Venamis'
- DMA: Owned by an iPod: Hacking by FireWire P BIOS/Firmware: Attacking Intel BIOS - BIOS/UEFI/Firmware/SMM: How Many Million BIOSes Would you Like to Infect?
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Recent Real World Impacts
Targeted Attacks at Scale

Saudi Aramco (2012)

30,000 PCs and 1,000 servers
Master Boot Record (MBR), the partition tables, files corrupted
Weeks to get systems back up and running

South Korea ATM network attack... (2013)

Remote access and MBRs wiped

Sony Pictures (2014)

Data stolen, then hard drives wiped

Sands Casino (2014)

Hard drives wiped on PCs and servers



The Industry Path for PC BIOS/UEFI Security

A relative timeline

—

Memory

Tech ROM Flash
UEFI

(BBIaOS|Sc Input/Output System) (Universal Extensible
Code P putsy Firmware Interface)

OEM Proprietary IBV's Proprietary + closed shared Proprietary + open
Protections Inherent Jumper Flash Regions Chipset NIST SP 800-174(B)

ISO/IEC 19678:2015

Time To Market Mutable code Modular code More visible code

Implications Flexibility Physical presence Vendor unique protection More common code

Cost User inconvenience Inconsistent protection Black box protections to OEMs @
/



NIST SP 800-147 (& 800-147B)

BIOS Protection Guidelines

Authenticity Integrity
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Only
cryptographically
signed code can be
used to update

system firmware

(BIOS code from factory must
be inherently trusted)

The system must
prevent unintended
or malicious
modification of BIOS
code, preferably with
hardware-based
mechanisms
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to modify BIOS
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April, 2011

Ng Special Publication 800-147
National Institute of

Standards and Technology

U.S. Department of Commerce

BIOS Protection Guidelines
Recommendations of the National Institute
of Standards and Technology

David Cooper

Wiliam Polk

Andrew Regenscheid

Murugiah Souppaya

Now also
ISO/IEC 19678:2015
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/eloped with

HP BIOS Protection History HP Labs

Pre-2013
[ ] L] [ ]
Started in 2002 with HP Labs partnership
Boot Block System BIOS
! Y J
Security Pre EFI Driver Execution Environment Boot Dev Transient Run Time
(SEC) Initialization (DXE) Select System Load (RT)
(PEI) (BDS) (TsL)
Poweron —[ . . Platform initialization .. ]—[....OSboot.... ¥} r—> Shutdown

A UEFI Firnmware Boot Flow:

» Separation of Boot Block, protected by chipset, enforcing integrity of system BIOS/UEFI

» Boot Block checks rest of system BIOS/UEFI

 Secure BIOS/UEFI Update Process

* First toimplement TPMin clients

 First to use TPM to secure: BIOS/UEFI Pre-boot user authentication, DriveLock, Full Disk Encryption

« One of the first to implement NIST SP 800-147 (BIOS Protection Guidelines)

e One of the first to provide early support for NIST SP 800-155 (Golden Measurements)

» Boot Block => Root of Trust for Update (RTU) — assumed to be good! @



Roots of Trust

Root of Trust

A component that forms the basis of providing one or more security-specific functions, such as
measurement, storage, reporting, recovery, verification, update, etc. A Root of Trust is
trusted to always behave in the expected manner because its misbehavior cannot be
detected and because it’s proper functioning is essential to providing its security-specific
functions.

Examples
Root of Trust for Update (RTU)
Root of Trust for Measurement (RTM)
Root of Trust for Storage (RTS)

Root of Trust for Reporting (RTR)



NIST SP 800-147 (& 800-147B)...and beyond

Protection, Detection, Recovery

Authenticity Integrity Non-bypassability
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Only
cryptographically
signed code can be
used to update

system firmware
(BIOS code from factory must
be inherently trusted)

The system must
prevent unintended
or malicious
modification of BIOS
code, preferably with
hardware-based
mechanisms
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HP Platform Security Philosophy

Build the highest walls across Quickly identify threats when Increase user productivity
all levels they appear Lower total cost of ownership
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Developed with

HP Sure Start HP Labs

First and only self-healing technology solution created to protect against
Malware and Security attacks aimed at the BIOS/UEFI

Ientional Failed update or other Unknown cause
malicious corruption accidental corruption of BIOS corruption

* Self-healing: Automatic recovery from BIOS malware and
security attacks'2
o e 0 « Firmware protection against Permanent Denial of Service
@! (PDoS) attacks
* Detects, reports and allows auto recovery of Advance
Persistent Threats (APTs) aimed at BIOS

Sure Start PfOblemS it SO'.VES

recoversthe

Customer benefits

* Virtually uninterrupted Productivity
« Confidence in BIOS/UEFI Rollout
1.100% Automatic recovery of BIOS boot block.  Reduce TCO; no need to reinstall/replace hardware? @
2. If all copies of BIOS are compromised or deleted, a manual step for recovering BIOS is available. I

BIOS for * No user downtime waiting for IT/Service ticket?
e + Results in fewer help desk calls for crisis recovery or bricked
productivity, .
anytime, N _ units.
anywhere. ‘ * Secure by default; safeguards machine unique data

3. Applicable to 2013 Elitebooks and Zbooks. * Detection and recovery transparent to customer




Roots of Trust
With HP Sure Start...

Root of Trust

A component that forms the basis of providing one or more security-specific functions, such as
measurement, storage, reporting, recovery, verification, update, etc. ARoT is trusted to
always behave in the expected manner because its misbehavior cannot be detected and
because it’s proper functioning is essential to providing its security-specific functions.

Examples
Root of Trust for Update (RTU)
Root of Trust for Measurement (RTM)
Root of Trust for Storage (RTS)
Root of Trust for Reporting (RTR)
Root of Trust for Detection (RTD)
Root of Trust for Recovery (RTRec)



/eloped with

HP BIOS Protection History HP Labs

Boot Block System BIOS
! J
) §
Security Pre EFI Driver Execution Environment Boot Dev Transient Run Time
(SEC) Initialization (DXE) Select System Load (RT)
(PEI) (BDS) (TsL)
Poweron —[ . . Platform initialization .. ]—[....OSboot.... ¥} r—> Shutdown

A UEFI Firnmware Boot Flow:

» HP Sure Start checks the Boot Block

» If Boot Block is corrupted, HP Sure Start recovers it from a known good image
« Boot Block checks rest of system BIOS/UEFI

« Goes beyond NIST SP 800-147 (BIOS Protection Guidelines)

« Boot Block => Root of Trust for Update (RTU) — now known to be good!



HP Sure Start and platform personality

HP Sure Start protects critical data that are intended to be

immutable upon leaving HP factory / authorized service center

* Product Name  System Configuration ID (aka Feature Byte)
* Model — Estar, Touch Capable. TPM, TCM, SLP,

« SKU Number Computrace, SoftSylus

e Serial Number « Warranty Start Date

« System Board CT * UUID
 Vt-x, Vt-d, etc default settings



HP Client Security

Protect
BIOS/UEFI Based

HP Sure Start

HP BIOSphere Protection
Pre-boot Security
Power-on Authentication

Software Based

HP Drive Encryption
HP Credential Manager

Hardware Based

Physical device security
TPM

Self-encrypting drives
Secure Erase

HP Touchpoint Manager

Mobile device security policy
Local password reset

Protect

Detect

Detect

BIOS/UEFI Based

*  HP Sure Start

* Master Boot Record Security
* Secure Boot

Software Based
* Microsoft Security Essentials (Win 7)

+ Microsoft Defender (Win8)

Hardware Based

* Smart Card Readers

* Fingerprint Reader

HP Touchpoint Manager

* Firewall policy violations

* Anti-virus policy violations

Recover

BIOS/UEFI Based

*  HP Sure Start

* Always On Remote Management
» Master Boot Record Security

HP Touchpoint Manager

* Firewall enablement

* Anti-virus enablement

* Remote find, lock and wipe

* Boot error code reporting



(Over-)simplified PC/Server Functional Diagram

Operating system(s), including VMM

Master Boot Record or EFI System Partition +UEFI OS Loader
Platform Runtime

Host processor boot firmware (BIOS, UEFI) System On Chip (SOC)

TPM
(Trusted
Platform
Module)

EC/SIO BMC/M NIC GPU fTPM

(Graphics HDD / SDD

(Network : (firmware :
Interface Ctlr) Projﬁ?;'"g TPM) kost Ctlr

-------------------------------------------- eMMC / UFS

Power supply (embedded MMC /
Me mory i Universal Flash
Storage)

(Baseboard (Central
Mgmt Ctlr / Processing
Mgmt Engine) Unit)

(Embedded Ctlr
/ Super 10)

Battery

26  © Copyright 2013 Hewlett-Packard Development Company, L.P. The information contained herein is subject to change without notice.



(Over-)simplified PC/Server Functional Diagram

Firmware everywhere

Most modern computer devices contain mutable firmware and critical data
Focus has been almost solely on host processor boot firmware

Focus has been almost solely on protection

All firmware needs protection mechanisms

Unfortunately, protection mechanisms are not always perfect

Detection and Recovery mechanisms are also required

Host processor boot firmware (BIOS, UEFI) System On Chip (SOC)

= = = = e = = e e e e e e e e e e e e e e e e e e e e

BMC/ME CPU NIC GPU fTPM I 1op/spp

TPM
(Trusted
Platform

EC/SIO

(Baseboard (Central (Graphics

Mgmt Ctlr / Processing I t(glr?:ggrctlr) Processing (flfrnl;vh\/ll?re kost Ctlr

(Embedded Ctlr
/ Super 10)

Module) HMamt Eng"‘e) Unit) Unit)
-------------------------------------------- eMMC / UFS
Power supply (embedded MMC /
1 Universal Flash

Storage)

Battery



What now?

Improving system firmware resiliency

Protection
* Ensure integrity of all firmware and critical data
» Ensure only authentic firmware and only valid critical data updates
» Ensure update mechanisms cannot be bypassed
Detection
» Must be able to reliably detect a failure of the protection mechanism
* |deally done before firmware is executed
* Do not allow corruption of firmware or critical data to corrupt the detection mechanism
Recovery
* Secure mechanism
 State of integrity
« Atscale
Founded in roots of trust
* |deally immutable



Firmware resiliency considerations

Cost

 Likely additional compute & storage

« Non-Recurring Engineering (NRE)
Performance

 Digital signature verification takes non-zero time
Device Cooperation

* Some devices may need help from other devices

Supplier Cooperation
 Lots of suppliers involved in any reasonably complex system

System firmware resiliency is critical to system resiliency
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