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STRATEGY

GOAL 1
PROVIDE PRACTICAL 
CYBERSECURITY
Help people secure their data and digital 
infrastructure by equipping them with 
practical ways to implement standards-
based cybersecurity solutions that are 
modular, repeatable and scalable

VISION
ADVANCE CYBERSECURITY
A secure cyber infrastructure that 
inspires technological innovation and 
fosters economic growth

MISSION
ACCELERATE ADOPTION OF SECURE 
TECHNOLOGIES
Collaborate with innovators to provide 
real-world, standards-based cybersecurity 
capabilities that address business needs

GOAL 2
INCREASE RATE OF
ADOPTION
Enable companies to rapidly deploy 
commercially available cybersecurity 
technologies by reducing technological, 
educational and economic barriers to 
adoption

GOAL 3
ACCELERATE 
INNOVATION
Empower innovators to 
creatively address businesses’ 
most pressing cybersecurity 
challenges in a state-of-the-art, 
collaborative environment
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WHO WE ARE

White 
House

SPONSORS
Advise and facilitate the 
center’s strategy

TEAM MEMBERS
Collaborate to build real-world 
cybersecurity capabilities for 
end users

END USERS
Work with center on use 
cases to address 
cybersecurity challenges
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NATIONAL CYBERSECURITY EXCELLENCE PARTNERS



PREVIOUS MOBILE EFFORTS
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SP 1800-4 PARTNERS
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PROJECT GOALS

To demonstrate commercially available technologies that provide protection 
to both organization-issued and personally-owned mobile platforms, thereby:

‣ Securely enabling basic email, calendar and contacts

‣ Enabling users to work inside and outside the corporate network with a securely 
configured mobile device

‣ Allowing for granular control over the enterprise network boundary

‣ Minimizing the impact on function 
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DESIRABLE SECURITY CHARACTERISTICS
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EMM DEPLOYMENT 



MOBILE THREAT 
CATALOGUE 
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CATALOGUE INTRO

SP 1800-4 Public Comment

‣ Many respondents highlighted a need for a more robust threat model 

‣ Additional risks and mitigations were provided

Saw a Need to Collect This Information

‣ Incorporate 1800-4 public comment information

‣ Perform a baseline review of:

‣ threat landscape

‣ mobile security literature

‣ industry practices

‣ enterprise protections provided by industry  
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CATALOGUE DEVELOPMENT 

DHS Study on Mobile Security 

‣ Opportunity for collaboration

‣ Created in conjunction with the DHS Mobile Security Working Group

‣ Incorporating feedback from the GSA RFI on Mobile Threats & Defenses 

‣ Incorporating feedback from DHS 1 on 1 meetings with industry 

Mobile Threat Catalogue Purpose 

‣ Identify threats to devices, applications, networks, & infrastructure

‣ Collect countermeasures that IT security engineers can deploy to mitigate threats

‣ Inform risk assessments

‣ Build threat models

‣ Enumerate attack surface for enterprise mobile systems

‣ Assist in standards mapping activities



THREAT CATEGORIES
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DEVICE TECHNOLOGY STACK  
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NETWORK INTERFACES 
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MOBILE NETWORK INFRASTRUCTURE  
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MOBILE ECOSYSTEM
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CATALOGUE STRUCTURE 

Additional Information on Categories

‣ Created broad threat categories and subcategories 

‣ Identified the following information for each threat: 

‣ Threat Category: The major topic area pertaining to this threat. Topic areas 
are further divided when necessary.

‣ Threat Origin: Reference to the source material used to initially identify the 
threat.    

‣ Exploit Example: A reference to examples of specific instances of this threat. 

‣ Common Vulnerability and Exposure (CVE) Reference: A specific 
vulnerability located within the National Vulnerability Database (NVD). 

‣ Countermeasure: Security controls or mitigations identified to reduce the 
impact of a particular threat.  

‣ Links to reference materials (talks, publications, academic papers) included
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THREAT CATEGORIES

Broad Threat Categories:

‣ Vulnerable Application

‣ Malicious or Privacy-invasive Application

‣ Operating System 

‣ Mobile boot firmware

‣ SIM / USIM / UICC

‣ Device drivers

‣ Isolated Execution Environments 

‣ Baseband firmware security 

‣ Network Threats 

‣ WiFi, Bluetooth

‣ NFC, Cellular 

‣ Authentication

‣ User to device, User or device 
to remote service

‣ Supply Chain

‣ Physical Access 

‣ Mobile Ecosystem 

‣ GPS

‣ Enterprise Mobility Management

‣ Private Mobile Application Stores

‣ Mobile Payment 

‣ Cellular infrastructure 
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CATALOGUE
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CATALOGUE
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EXAMPLE THREAT
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EXAMPLE THREAT
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CONCLUSION

Companion NISTIR, Provides Context for the Catalogue 

‣ NISTIR 8144: Assessing Threats to Mobile Devices & Infrastructure 

‣ The catalogue and NISTIR 8144 available on NCCoE and CSRC

‣ Gathering feedback from academia, industry, and government 

‣ Comment period closes Nov. 10

Next Steps

‣ Vet the catalogue with industry

‣ Incorporate public comment and other feedback

‣ Send to Congress 

‣ Incorporate catalogue into NCCoE Mobile Device Security project/program area
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