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Cybersecurity Information Sharing… 
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Problem 

Many organizations are behind the curve in terms of threat intelligence, 
relying predominantly on static defensive measures and compliance-
oriented processes. Transitioning to a “threat-oriented” posture is not 
easy, and change needs to occur across the triad of people, processes 
and technologies. 

How can we address the gaps, 
help organizations move forward? 
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Background 

§ The methodology grew out of MITRE research to explore how 
cyber threat information is 
– collected 
– utilized 
– shared 

§ Research Questions 
– What are an organization’s cyber threat sharing and utilization 

capabilities? 
– What is a threat-sharing community’s landscape? 
– What are facilitators/impediments to threat sharing? 
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Approach – Practical and Doable 

§ An interactive engagement, more than an assessment 
– Solicit input and feedback from participants 
– Leverage MITRE role as independent third party 

§ Survey takes 2 hours to complete 
– Typically CISO, Security Operations Manager 

§ Followed by a semi-structured interview of 2 hours 
– Questions reviewed, discussed in more detail 

§ Analysis phase 
§ Participant receives 8-slide summary report 

– Strengths, Opportunities for Improvement, Capabilities, Recommendations 
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Piloted Through Multiple Engagements 

§ Piloted effectively with organizations (additional engagements in 
progress) 
– Sizes ranging from a few hundred to 100,000+ employees 
– Public and Private sectors 
– Industry sectors including financial, information technology, and healthcare 

§ Provide individual reports to participating organizations, with tailored 
recommendations as appropriate 

§ Provide summary briefing to group of participants, when applicable, 
on high-level findings and overall landscape 
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CORA Focus Areas 
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Ex: An Organization’s Capabilities 
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What Do Results Look Like?
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Findings: Tools & Data Collection Some Findings: 
TOOLS & DATA COLLECTION 
Important distinctions less about particular tools and data quantity 
than about how interwoven with goals/processes 

Right info§ Don’t necessarily need more tools/information 
§ Gear collection toward primary threats (“right info”) 

– Ex: external mail & AV logs, outbound traffic 
– Ex: suspicious email tips from users 

§ Emphasize accessibility of logs (“to right people”) 
– Are logs fed to SIEM, or must log in to access, or 


must fill out form/ticket, or beg and plead
 

– Who owns which functions/logs (cyber security, IT,
 
business unit, outsourced) 


§ Emphasize searchability of logs (“at right time”) 
– Time and effort to find what you need 

Right
people 

Right
time 
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Sample Recommendations: 
TOOLS & DATA COLLECTION 

§ Large volumes of relevant data; focus on detecting targeted APT 
attacks 
– Analyze quarantined AV malware samples 
– Redirect suspicious emails to designated mailbox for analysis 

§ Address accessibility and searchability challenges for high 
volume logs 
– Streamline and consolidate logs with emphasis on ability to detect
 

targeted APT intrusion attempts (outbound traffic, mail AV logs) 


§ Perform risk assessment regarding BYOD usage 
– Consider tiered system of access and privileges 

© 2015 The MITRE Corporation. All rights reserved. Approved for Public Release; Distribution Unlimited. Case Number 15-2570 



    

                

 
| 12 | 

Content of Assessment Dimensions 
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Findings: External Engagement 

Q. Which of the options below best describes your organization’s role in
the threat sharing group? 
o Member: We receive reported threat information for our situational 

awareness 
o Checker: We scan our networks for reported threats, but don’t report 

findings 
o Reporter: We scan our networks for reported threats, and also report back 

our findings 
o Contributor: We scan for reported threats and sometimes identify and

share additional threat information 
o Leader: We scan for reported threats and are a regular and primary 

contributor of trusted threat information 

Some Findings: 
EXTERNAL ENGAGEMENT 

§ Most are Members or Checkers: Checker v. Reporter key distinguisher! 
§ Challenges relate to 

– Technology (ingesting/tracking) 
– Process (policy/vetting) 
– People (cyber threat intelligence analyst) 
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Sample Recommendations: 
EXTERNAL ENGAGEMENT 
§ Strive to advance from “Checker” to “Reporter”: audit and report 

back 
–	 Capture indicators, including email indicators, in a more structured repository 
–	 Develop clear guidelines or SOPs on what can/can’t be shared with peer 

groups to minimize time-consuming one-by-one vetting 
–	 Share tips on what to do with indicators along with the indicators themselves 

§ Bolster external engagement via 
–	 A shared repository 
–	 Documented sharing agreements 
–	 Additional staffing (especially in cyber threat intelligence) 

§ Share lessons learned and best practices with other peer 
organizations 

§ Introduce automated mechanisms to collect and share based on 
standards 
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Also: Landscape For a Group (e.g., ISAC) 
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Sample Recommendations (all areas) 

§ Gain access to perimeter email logs 
§ Address accessibility and searchability challenges for logs 

– emphasis on detecting targeted attempts (outbound traffic, mail AV logs) 
§ Upgrade indicator tracking from docs/memos to database 

– Email indicators: “redirect” suspicious incoming emails to analyst mailbox 
§ Use signatures from peers to proactively scan for APT indicators 
§ Consider in-house cyber threat intel role 
§ Strengthen integration between IT and cyber security groups via exercises, 

liaison roles, tech exchanges, joint planning decisions 
§ Strengthen controls on network usage (2 factor authentication, forced VPN) 
§ Perform risk assessment regarding BYOD usage 
§ Strengthen user awareness training: threat bulletins, real examples, what to do 

before you click, contests…ongoing campaign 
§ Strive to advance one level (e.g. “Checker” to “Reporter”) 
§ Consider sharing logs, samples (indicators aren’t the only valuable data) 
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Impact 

§ Guide organizations through structured review of a broad range of 
issues necessary to support threat-based operations 

§ Rapidly assess threat-oriented cyber security capabilities 
§ Raise awareness, focus attention and resources to improve cyber 

operations 
§ Provide timely, unbiased, actionable guidance to share with senior 

management 
§ Help threat sharing bodies understand the capabilities of their 

Approved for Public Release; Distribution Unlimited. Case Number 15-2570 
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Some Other Assessments 

§ Hewlett Packard Security Operations Maturity Assessment 
§ Kroll Cyber Risk Assessment What sets CORA apart? § Coalfire Cyber Risk and Controls Assessments 

• Rapid§ Mandiant Response Readiness Assessment 
• Unbiased § Booz Allen Cyber Operations Maturity Framework 
• Focus on threat sharing § NetDiligence QuietAudit Cyber Risk Assessment 
• Interactive 
• Actionable guidance § DHS US-CERT Cyber Resilience Review 

§ DHS Cyber Security Evaluation Tool 
§ DHS Cybersecurity Assessment and Risk Management Approach 
§ CANSO Cyber Security and Risk Assessment Guide 

§ SANS Baseline, Audit and Assess, Secure, Evaluate and Educate
Assessment Methodology 

§ Software Engineering Institute OCTAVE Allegro 
§ QuERIES Quantitative Evaluation of Risk for Investment Efficient

Strategies 
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Setting Expectations 

§ What the CORA methodology DOES NOT do 
– Impose requirements or mandate responses 
– Address regulatory and compliance issues (e.g., FISMA, PCI DSS, 

SOX) 
– Require access to organizational logs/systems (no vulnerability 

assessment or pen testing) 
– Reveal sensitive data to others 
– Recommend vendor-specific tools/sensors/services 
– Perform an architectural assessment 
– Provide detailed technical guidance 
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Next Steps 

§ Study more organizations / collect more data for evidence-
based analytics and recommendations 
– Transition to sponsor work programs 
– Tailor for threat sharing bodies such as ISACs, ISAOs, Federal 

Cyber Operation Centers 

§ Develop analytics 
– Metrics 
– Link CORA recommendations to existing resources 

§ Identify and share best practices and use cases 
– What works or doesn’t work well? In which cases? 
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Threat-­‐Based “Cyber Operations	
  Rapid 
Assessment” (CORA) 

Problem	
  
Many organizations are behind the curve in terms of 
threat intelligence, relying predominantly on static 
defensive measures and compliance-oriented 
processes. Transitioning to a “threat-oriented” posture 
is not easy, and change needs to occur across the 
triad of people, processes and technologies. 

Idea	
  
MITRE has developed and piloted a Cyber Operations 
Rapid Assessment (CORA) methodology, to identify 
areas in cyber security defensive practices where 
improvements can be made in the collection, utilization, 
and sharing of threat intelligence.

Image
here

Image
here

Findings
The CORA methodology is applicable to organizations of 
different sizes, industries, and capabilities. It has been 
used to identify focus areas for improving threat 
intelligence utilization and exchange. Key discriminators 
include log data accessibility and searchability, indicator 
and incident tracking, leadership threat awareness, and 
integration between IT and cyber groups. 

Impacts	
  
§ Rapidly assess threat-oriented cyber security 

capabilities 
§ Help tailor work programs to improve cyber operations 
§ Help threat information sharing bodies understand 

members capabilities and improve services 
§ Improve Cyber Operations effectiveness 
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BACKUPS 
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Goals 

§ Gather actual data to move beyond anecdotes and claims 
§ Generate tailored guidance rather than a score 
§ Raise organizational awareness of cyber capabilities by identifying 

strengths/challenges 
§ Uncover and promulgate best practices 
§ Capture a community’s capability landscape 
§ Improve services and activities supporting cyber threat information 

utilization and exchange 
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CORA Methodology - Characteristics 

§ Lightweight (2 hours survey, 2 hours interview) 

§ Threat-Focused (people, processes, technology) 

§ Unbiased feedback (tool/technology/service agnostic) 

§ Interactive (neither Do-It-Yourself nor Done-Unto-You) 

§ Applicable to organizations across a broad spectrum of sizes,
 

sectors, and capabilities 
§ Actionable guidance 
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