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Ove view 

● Int oduction 
● P oposed Ha dwa e API fo Lightweight 

C yptog aphy 
● Development Package and Implemente ’s Guide 
● Conclusions 
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Int oduction 

● LWC HW API Team 
● P evious Wo k 

CERG Fra ework for Bench arking of Hardware I ple entations of LWC 4/33 



      

 LWC HW API Team 

Jens-Peter William Michael Farnou  “Ice” Kris 
Kaps Diehl Tempelmeier Farahman  Homsirikamol Gaj 

CERG SAL EI SEC CERG In epen ent CERG 
Researcher 

CERG 5/33 Fra ework for Bench arking of Hardware I ple entations of LWC 



      

 

  
  

  
 

  
   

  

  

P evious Wo k 

● SHA-3 Contest (2007-2012) 
– 1st attempt at defining ha dwa e API by CERG. 

– High-speed implementations of all 14 Round 2 
and 5 Round 3 candidates and SHA-2 using API. 

– Lightweight implementations of 13 Round 2 
and 5 Round 3 candidates using LW API. 

– API not endo sed by NIST. 

● CAESAR Contest (2013-2019) 
– Ha dwa e API p oposed by CERG and endo sed by CAESAR 

committee in May 2016. 

– Development Package v1  eleased in Jun. 2016. 

– Implemente ’s Guide published at the same time. 

– Development Package v2 (incl LWC suppo t)   eleased Dec. 2017. 
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CAESAR (continued) 

● Development Package 
– Non mandato y, not endo sed by CAESAR committee. 

– 32 out of 42 (76%) Round 2 implementations fully compliant with 
CAESAR HW API. All compliant used Development Package. 

– 23 out of 29 (79%) implementations of 15 Round 3 candidates 
we e fully compliant. All compliant used Development Package. 

– Seve al LW implementations we e also  epo ted. 

● CAESAR HW API and its endo sement had a majo  impact 
on fai ness and comp ehensiveness of HW benchma king. 

● Random Data Input (RDI) was added to facilitate 
benchma king of implementations p otected against Powe  
Analysis. 
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P oposed Ha dwa e API fo  LWC 

● Minimum Compliance C ite ia 
● Inte face 
● Communications P otocol 
● Suppo t fo Side-channel Resistant 

Implementations 
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Minimum Compliance C ite ia (1) 

● Authenticated enc yption and dec yption should be 
implemented within one LWC co e. 
– If hashing is suppo ted, an additional ve sion fo  enc yption, 

dec yption, and hashing in one LWC co e. 

● Only one ope ation (enc/dec/hash) executed at a time. 
● Key scheduling should be implemented in LWC co e. 
● LWC co e should handle incomplete blocks. 

– Padding should be implemented in ha dwa e. 

● Dec ypted plaintext blocks should be  eleased 
immediately, befo e tag check. 
– Buffe ing handled by exte nal HW o  SW. 
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Minimum Compliance C ite ia (2) 

● LWC co e should suppo t only inputs composed 
of full bytes. 

● Use of exte nal memo y only fo  two-pass 
algo ithms. 

● The LWC co e should have only one clock input 
and inte nal clock signal. 

● Inputs that a e not changed should not be 
passed to the output, e.g., Npub, AD. 

● Pe mitted data bus width a e 8, 16, and 32 bits. 
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Minimum Compliance C ite ia (3) 

● LWC
Single Pass Two Pass 

Default 216-1 

CAESAR API 211-1 

250-1 NIST limit 250-1 

co e should suppo t following max sizes: 

216-1 Default 

232-1 CAESAR API 

NIST limit 

● The size limit 216-1 should be sufficient fo the 
majo ity of applications. 

● Implemente s should make su e that the 
 emaining size limits do not influence 
– Maximum clock f equency, 

– Th oughput fo long messages. 
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LWC Inte face 
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 LWC Inte face fo  Two-Pass 
Algo ithms 
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 Typical Exte nal Ci cuits – AXI4 IPs 
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Typical Exte nal Ci cuits – FIFOs 
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Input and Output of an LWC Co e 

AEAD 
Enc yption 

Npub AD Plaintext 

Key 

Ciphe text Status 

Npub AD Ciphe text Tag 

AEAD 
Dec yption 

Key 

Plaintext Tag Status 

Hash 

Hash Message 

Hash Value Status 

● Npub – Public Message Numbe : Nonce 

● AD – Associated Data 

● Status: Success o  Failu e 
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Fo mat of Sec et Data Input 

● All inputs sta t with an inst uction. 
● They a e followed by segments. 
● SDI has only one inst uction and segment type. 
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● ● 

Fo mat of Public Data Input fo AEAD 

Enc yption Dec yption 
– (a) Public Data Input – (c) Public Data Input 

– (b) Data Output – (d) Data Output 
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● ● 

Fo mat of Public Data Input fo Hash 

One Segment Multiple Segments 
– (a) Public Data Input – Allowed fo AD, 

Plaintext, Ciphe text, – (b) Data Output 
Hash Message 

– (c) Public Data Input 

– (d) Data Output 
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Fo mat of Inst uction/Status Wo d 

● Wo d size w can be 8, 16, o  32 
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Fo mat of Segment Heade  
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Encoding Type Encoding Type 

0000 Rese ved 1000 Tag 

0001 AD 1001 Hash Value 

0010 Npub||AD 1010 Length 

0011 AD||Npub 1011 Rese ved 

0100 Plaintext 1100 Key 

0101 Ciphe text 1101 Npub 

0110 Ciphe text||Tag 1110 Nsec 

0100 Hash Message 1111 Enc Nsec 

Segment Type: 



      

 

 

 

Suppo t fo Side-channel Resistant 
Implementations 

● Added Random Data Input (RDI) bus 
● No heade  o  inst uction wo ds, no segments 
● Sets  di_ eady, checks  di_valid and  eads  w bits of  andom data. 
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Development Package and 
Implemente ’s Guide 

● Block Diag am and Design Methodology 
● Test Vecto  Gene ato  and Unive sal Testbench 
● Expe imental Testing 
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Block Diag am of LWC 
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● ● 

Development Package Sou ce Code 

P eP ocesso  PostP ocesso  
– Pa sing segment heade s – Clea ing any po tions of output 

wo ds not belonging to – Loading keys 
ciphe text o  plaintext 

– Passing input blocks to 
– Gene ating the heade  fo  C yptoCo e output data blocks 

– Keeping t ack of numbe  of 
– Gene ating the status block with 

data bytes left to p ocess  esults of authentication 

● VHDL code of the P eP ocesso , PostP ocesso , and Heade  
FIFO is p ovided in Development Package 

● Development Packages suppo ts 
bus widths of 8 

32 

External w Internal ccw 

8 

16 16 

8, 16, 32 

– Input width w vs inte nal width ccw: 

– sw = w (fo w = 8, 16, 32) 
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Design Methodology 
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Dummy C yptoCo e 

● Example design of a lightweight dummy authenticated ciphe  

CTi =PTi⊕i⊕Ke ⊕Npub CT m =Tr nc  PT m⊕i⊕Ke ⊕Npub , PT m) 
PTi =CTi⊕i⊕Ke ⊕Npub PT m =Tr nc CT m⊕i⊕Ke ⊕Npub ,CT m) 

for i=1…m−1 
n−1 m−1 

Tag=Ke ⊕Npub⊕Len⊕ ADi⊕Pad  ADn)⊕ PTi⊕Pad  PTm) ⊕ ⊕ 
i=1 i=1 

● Example design of a lightweight dummy hash function 

m−1 

Hash _ Value= HASH _ MSGi⊕Pad  HASH _ MSG ) ⊕ m

i=1 

● Dummy C yptoCo e suppo ts cww=ccsw=8, 16, 32 
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Test Vecto  Gene ato  and 
Unive sal Testbench 

● c yptotvgen is a Python app that lets use s easily 
gene ate test vecto s fo  multiple test cases: 
– Single AD/Plaintext/Ciphe text/Hash Message block 

– Random inputs with custom selected sizes 

– Empty AD/Plaintext/Ciphe text/Hash Message 

– Va ious,  andomly selected sizes of AD, Plaintext, 
Ciphe text, and Hash Message. 

● Unive sal Testbench LWC_TB 
– suppo ts any LWC co e following the LWC HW API, and 

– allows simulation of wait states on inputs. 
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● ● 

Expe imental Testing 

UART based F amewo k Side-Channel Analysis 
F amewo k (FOBOS 2) 

● PYNQ based F amewo k 
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Conclusions 
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Conclusions 

● Complete Ha dwa e API fo lightweight c yptog aphy including 
– Inte face 

– Communications P otocol 

● Comments f om lwc-fo um we e inco po ated. 
● LWC Ha dwa e API, Development Package, and Implemente ’s 

Guide publicly available since Octobe 14th, 2019. 
– Validated with implementations, e.g., Gimli, COMET CHAM 128, SpoC, 

Spook, GIFT-COFB 

● Design with LWC Ha dwa e API suppo ted th ough: 
– Detailed specification, 

– Unive sal testbench and test vecto  gene ation, 

– P oP ocesso  and PostP ocesso  in VHDL, 

– Dummy ciphe  co e, 

– Availability of expe imental testing platfo ms. 

CERG 31/33 Fra ework for Bench arking of Hardware I ple entations of LWC 



      

    
   

  
       

     

       

  
         

     

    
     

Recommendation 

● We would like to kindly ask NIST fo the endo sement 
of the p oposed ha dwa e benchma king f amewo k. 

● We suggest that NIST should 
– Enfo ce the submission of ha dwa e desc iption language 

code compliant with the p oposed API. 

– Set the deadline fo  submissions to middle of Round 2. 

● We would be happy to 
– P ovide technical suppo t to any Round 2 submission team 

 ega ding the Development Package and its 
documentation. 

– Take  esponsibility fo benchma king compliant 
implementations using Xilinx and Intel FPGAs. 
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Questions? Comments? 
Suggestions? 

All  esou ces available at 

https://c yptog aphy.gmu.edu/athena 
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https://cryptography.gmu.edu/athena
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