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Agenda

• BIKE recap

• A hardware-friendly tweak

• BIKE adoption

• New team member - Jan Richter-Brockmann



BIKE Recap

• Niederreiter-based KEM instantiated with QC-MDPC codes

• Leverage Fujisaki-Okamoto CCA Transform1

• State-of-the-art QC-MDPC Decoding Failure Rate analysis2

• Black-Gray-Flip Decoder implemented in constant time3

1: For an updated analysis of the FO transform applied to BIKE, see: Drucker, N., Gueron, S., Kostic, D., & Persichetti, E. (2021). On the 
applicability of the Fujisaki-Okamoto transformation to the BIKE KEM. Intl. Journal of Computer Mathematics: Computer Systems Theory.
2: For a comprehensive discussion on Decoding Failure Rate of BIKE decoders, see: Valentin Vasseur’s PhD thesis “Post-quantum 
cryptography: study on the decoding of QC-MDPC codes”, 2021, available at: https://who.rocq.inria.fr/Valentin.Vasseur/phd-defence/
3: See BIKE’s Additional Implementation available at: https://github.com/awslabs/bike-kem and paper by N. Drucker, S, Gueron, D. Kostic 
“QC-MDPC Decoders with Several Shades of Gray”. PQCrypto 2020: 35-50

https://who.rocq.inria.fr/Valentin.Vasseur/phd-defence/
https://github.com/awslabs/bike-kem


BIKE Recap - Spec



BIKE Recap - Performance

Communication cost in bits

Latency cost for BIKE Level 1  in kilocycles
(Additional Implementation) 



Random Oracles in BIKE Specification

 

New



Implementation of our Random Oracles

Function Old New
H AES-256 SHAKE-256

K SHA2-384 SHA3-384

L SHA2-384 SHA3-384

PRNG AES-256 SHA3-384

All KECCAK-based

 Only one cryptographic primitive is required instead of two



Software 
Spec 4.1 to 4.2 Slowdown

Key Generation +1.79%

Encapsulation +13.54%

Decapsulation +3.21%

Smaller and faster hardware implementation 

at the cost of a slightly slower software implementation 

Clock cycles difference for Level 1 on a machine with an Intel Xeon 
CPU E5-1660 3.2 GHz, 128 GB RAM (Reference Implementation)

Hardware 
Encapsulation

Obs: Recall that Encaps is by far the fastest BIKE step (~200 kcycles 
Additional implementation), thus a ~13% penalty is in practice minor



BIKE Adoption - Status Update



New Team Member

• Jan Richter-Brockmann

• PhD Candidate - Ruhr-Universität Bochum
• Intern at Intel Labs
• Area of expertise: efficient Hardware cryptographic implementations



Thank you
https://bikesuite.org


