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Developing Cyber Resilient Systems

A Systems Security Engineering Approach




The Current Landscape
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.Today S systems are very brittle, rer on a o
one- dlmensmnal protection strategy of '

penetratlon resistance, and are hlghly ~
susceptlble to devastatmg cyber- attacks




The adversaries are relentless. *
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~ Exfiltrate information.
Preposmon malicious code

Bring down capability.
- Create deception.
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| Defending cyberspace
in 2020 and beyond. -




The Objective...

Expand the cyber aperture to a multl— Y
dlmen5|onal protection strategy that .

mcludes developlng damage I|m|t|ng ,
system archltectures and cyber reS|I|ent'; f
systems B




A New Paradigm... |

@yber resilient systems operate more I|ke
the human body than a traditional flmte
state computlng machine.




Cyber Resiliency Engineering
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An emerging specialty systems engineering
discipline, applied in conjunction with resilience
engineering and systems security engineering
to develop survivable, trustworthy systems.




Cyber Resiliency.
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The ability to anticipate, withstand, recover
from, and adapt to adverse conditions,
stresses, attacks, or compromises on systems
that use or are enabled by cyber resources.
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Reliability -
-
Cyber resiliency relationships with other
specialty engineering disciplines.

Security




Reducing susceptibility to cyber threats
requires a multidimensional strategy.

Harden the Limit damage
target to the target

First Dimension Second Dimension

Make the target
resilient

Third Dimension




Cyber Rlelsiliefn_c':y and Security in the System Life Cycle.

Business or mission analysis
Stakeholder needs and requirements definition
System requirements definition
Architecture definition
Design definition
System analysis
Implementation
Integration
Verification
T.ran.smon sp z’;‘gg-rzso
Validation Volume 1
Operation
Maintenance
Disposal




G ybér‘ Resilienty Construétsl..

* Goals
- °__' Objectlves |
. Sub'Objectlves .
. Technlques L - SP 800-160

. . _ Volume 2
° Approaches
o Stra_teglc Design Principles

e Structural Design Principles

Updated Definitions e



Bridging Two Communities...

Risk .
Management
‘Frameworlk;.

A
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Systems
Security
Engineering




CYBER RESILIENCY SOLUTION

dationshi RISK MANAGEMENT ‘ GOALS OBJECTIVES
Re GtIOI’)S Ip STRATEGY Anticipate Understand

Interpret, Withstand Prevent/Avoid

2 Am Ong Cyber . Or‘ga‘nization.al Level de‘telin.iine Recover Prep.:a\re
Mission/Business priorities of, SRNCETY: Continue
: ReSIllen cy

Process Level and define Constrain

System Level strate i Reconstitute

Programmatic

for achieving TS
‘ Re-architect
Can be further decomposed into

Inform selection and prioritization sub-objectives and capabilities.
Why = What |

Inform selection and prioritization
STRATEGIC DESIGN . s o
Selection, prioritization, and application

Linkage of PRINCIPLES informed by programmatic, operational,

and technical considerations, including

constructs L | b
captured in a 4 Inform selection and prioritization  threat considerations.
series of tables { } TECHNIQUES

APPROACHES

STRUCTURAL DESIGN
PRINCIPLES

orm selection and prioritization




Cove‘rage Ahalysis

" Provides a mapping of the NSA/CSS Technlcal Cyber
Threat Framework (NTCTF) against the cyber L

u— ‘a‘,

re5|lrency techmques and approaches, £
2 '»-:'_— Each of the 21 NTCTF adversary object/ves is mapped

agalnst each of the 48 cyber resiliency approaches

o IIIustrates how cyber resiliency techniques and -
- approaches can affect threat events using the NTCTF

— Mapping identifies which, if any, of 15 effects on the
adversary are applicable.




Sample Coverage Analysis -

TECHNIQUE

Redundancy

STAGE -

OBIJECTIVE >

APPROACH

Execution

Internal
Recon

PRESENCE

Privilege
Escalation

Credential
Access

Lateral
Movement

Persistence

Protected Backup

No effect

No effect

No effect

No effect

No effect

No effect

Surplus Capacity

No effect

No effect

No effect

No effect

No effect

No effect

Replication

No effect

No effect

No effect

No effect

No effect

No effect

Segmentation

Predefined
Segmentation

Contain
Delay

Contain
Delay

Delay
Negate
Contain

Contain
Delay
Preempt

Delay
Contain

No effect

Dynamic
Segmentation

Contain
Delay

Contain
Delay

Delay
Negate
Contain

Contain
Delay
Preempt

Delay
Contain

No effect

Substantiated
Integrity

Integrity Checks

Detect

No effect

No effect

No effect

No effect

Detect

Provenance
Tracking

No effect

No effect

No effect

No effect

No effect

No effect

Behavior
Validation

Detect

No effect

Detect

Detect

No effect

Detect

Unpredict-
ability

Temporal
Unpredictability

Preempt
Detect
Delay

Delay
Preempt

Delay
Preempt

Delay
Preempt

Delay
Preempt

Delay
Preempt

Contextual
Unpredictability

Preempt
Detect
Delay
Exert

Delay
Exert
Preempt

Delay
Exert
Preempt

Delay
Exert

Preempt

Delay

Exert
Preempt

Delay

Exert
Preempt




Use Cases

e Prowdes several cyber reS|I|ency use cases.

2 g ';— Self driving car — Enterprlse IT — Campus micro- grld 2
& WA A
.. Dlscusses representatlve situations in whlch cyber e

re5|I|ency is c0n5|dered by systems securlty engmeerlng

; . Shows how cyber resiliency concepts and constructs can
be interpreted and applied to that situation. '

e lllustrates how cyber resiliency solutions can be defined
or how specific solutions can be applied.




Real-World Example: Ukraine Power Grid Attc'/ck '

MALWARE
FUNCTIONALITY

Execute SIPROTEC
DoS, HMI switch
toggle, Amplify,
Data Wiper attacks

POTENTIAL MITIGATIONS

Redundancy with Diversity of HMIs
[impede]

Analytic Monitoring of HMI interactions
with operators, and to detect Wiper
commands and derivatives in the
scheduler [expose]

Adaptive Response (e.g., run notepad to
remove Wiper commands and
derivatives) [impede, limit]

REPRESENTATIVE TECHNOLOGIES

Make architectural changes to use
existing technologies in a diverse and
redundant way

IDS for OT, ICS, or SCADA Ak For each step of

attack, identifies
potential cyber
resiliency mitigations
and representative
technologies.

Future Payloads

Redundancy with Diversity of OT
procedures and protocols [impede]
Redundancy of actions/logins on HMIs
[impede]

Make architectural changes to use
existing technologies in a diverse and
redundant way

Use an OT security management
platform to require redundant actions
via HMIs
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