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Multivariate Cryptography

Public Key: System of multivariate quadratic polynomials

P(l)(XL s Xn) = Z Z P(l) XiXj  + Z P(l) Xj + Po

i=1 j=i

PP (x1, ..., xn) = ZZPQ) Xixj + Zp X + pg)
i=1 j=i

p™ (x1,. ZZp(m) x4 S x4+ pi™
i=1 j=i i=1
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Multivariate Cryptography

Public Key: System of multivariate quadratic polynomials

p(l)(Xl,...,Xn):ZZpI(j CXiXj o+ Zp(l) Xl+p0

i=1 j=i

n n
p(2)(X1>-'-’Xn):ZZp,(j S XiXp o A+ Zp Xl+p0

i=1 j=i

PO, xa) = 03 P ax 3P x4 py™
i=1

i=1 j=i
Security based on the

Problem MQ: Given m multivariate quadratic polynomials p(1)(x), ..., p(™)(x), find a vector
X = (X1, .., %) such that pM(x) = ... = p(M(x) = 0.
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Construction (BigField Schemes)

e isomorphism & : g — Fgn

o & = E A
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Construction (BigField Schemes)

e isomorphism ® : Fg — Fgn

o Easily invertible quadratic map F : Fgn — Fgn
= F=0"1oFod:F)— F] is quadratic
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Construction (BigField Schemes)

e isomorphism ® : Fg — Fgn
o Easily invertible quadratic map F : Fgn — Fgn
= F=0"1oFod:F)— F] is quadratic

@ Two invertible linear maps 7T : Fg — Fgand S :Fg — Fg
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Construction (BigField Schemes)

isomorphism & : Fg — Fgn

Easily invertible quadratic map F : Fgn — Fgn
=F=010Fod: Fg — Fg is quadratic

Two invertible linear maps 7 : Fg — Fg and S : Fg — Fg

Public key: P =T o F oS supposed to look like a random system
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Construction (BigField Schemes)

isomorphism & : Fg — Fgn

Easily invertible quadratic map F : Fgn — Fgn
= F=0"1oFod:F)— F] is quadratic
Two invertible linear maps 7 : Fg — Fg and S : Fg — Fg

Public key: P =T o F oS supposed to look like a random system

Private key: T, F, S allows to invert the public key

Albrecht Petzoldt Key Recovery for HFE Signatures 07.06.2021 3/22



BigField Signature Schemes
Signature Generation

X€eFgp F 1 YeFg

® o1

-1 —1 -1
me{0,1}—— weF—L  xerm—F o yer S. sepm

P

Signature Verification
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BigField Signature Schemes
Signature Generation
X€eFgp F 1 YeFg
d o1

-1 —1 -1
me{0,1}—— weF—L  xerm—F o yer S. sepm

P

Signature Verification
Signature Generation: Given: message m € {0,1}*, private key 7, F,S

compute recursively w = H(m), x = T (w), X = ®(x), Y = F1(X), y=o"1(Y) and
z=357Yy)
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BigField Signature Schemes
Signature Generation
X€eFgp F 1 YeFg
d o1
n -1 n F1 n S_l n
me{0,1})—— welFj—— xelFj—— yelFj—=+ zely
)

Signature Verification

Signature Generation: Given: message m € {0,1}*, private key 7, F,S
compute recursively w = H(m), x = T (w), X = ®(x), Y = F1(X), y=o"1(Y) and
z=38"(y)
Signature Verification: Given: message m € {0,1}*, signature z € [Fy, public key P
check if P(z) = H(m)
07.06.2021  4/22



HFEv™ - Key Generation

e BigField + Minus Modification 4+ Vinegar Variation

o & = E DAl
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HFEv~ - Key Generation

e BigField + Minus Modification 4+ Vinegar Variation
o central map F : Fg X Fgn — Fgn,

d+d<D <D ,
F(X) = Z oz,jXq"'q} + Z Bi(viy .. yw) - X9 +v(vi,...,v)
0<i<j i—0

= F = o1 o F o quadratic map from IFg to g
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HFEv~ - Key Generation

e BigField + Minus Modification 4+ Vinegar Variation
o central map F : Fg X Fgn — Fgn,

d+d<D <D ,
F(X) = Z oz,-J-Xq+q} + Z Bi(viy .. yw) - X9 +v(vi,...,v)
0<i<j i—0

= F = oo Fod quadratic map from IFg to g
e linear maps 7 : Fg — F¢™? and S': FZ*" — Fg+" of maximal rank
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HFEv~ - Key Generation

BigField + Minus Modification + Vinegar Variation
o central map F : Fg X Fgn — Fgn,

d+d<D <D ,
F(X) = Z oz,-jXq‘H’} + Z Bi(viy .. yw) - X9 +v(vi,...,v)
0<i<j i—0

= F = oo Fod quadratic map from IFg to g
linear maps 7 : Fg — Fg~“ and S : FZ*" — Fg+" of maximal rank
Publickey: P =T o FoS: FZ“ — g
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HFEv~ - Key Generation

BigField + Minus Modification + Vinegar Variation
o central map F : Fg X Fgn — Fgn,

d+d<D <D ,
F(X) = Z oz,-jXq‘H’/ + Z Bi(viy .. yw) - X9 +v(vi,...,v)
0<i<j i—0

= F =&~ o F o ® quadratic map from F] to F7

linear maps 7 : Fg — Fg~“ and S : FZ*" — Fg+" of maximal rank
Public key: P =T o FoS:Fyt —Fj*

Private key: 7, F, S
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Signature Generation

Given: message m € {0, 1}*, private key 7, F,S

o & = E A
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Signature Generation

Given: message m € {0, 1}*, private key 7, F,S
@ Compute the hash value w = H(m) € F;~?

o & = E DAl
Albrecht Petzoldt Key Recovery for HFE Signatures



Signature Generation

Given: message m € {0, 1}*, private key 7, F,S
@ Compute the hash value w = H(m) € F;~?
@ Compute x =7 !(w) € FJ and X = &(x) € Fgp
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Signature Generation

Given: message m € {0, 1}*, private key 7, F,S
@ Compute the hash value w = H(m) € F;~?
@ Compute x =7 !(w) € FJ and X = &(x) € Fgp

© Choose random values for the vinegar variables vy,..., v,

Albrecht Petzoldt Key Recovery for HFE Signatures 07.06.2021 6/22



Signature Generation
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Signature Generation

Given: message m € {0, 1}*, private key 7, F,S
@ Compute the hash value w = H(m) € F;~?
@ Compute x =7 !(w) € FJ and X = &(x) € Fgp

© Choose random values for the vinegar variables vy,..., v,
Solve Fy,,...v,(Y) = X over Fgn via Berlekamps algorithm
Q@ Computey = d~H(Y) € Fj and z =S !(y||vi|...[[w)
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Signature Generation

Given: message m € {0, 1}*, private key 7, F,S
@ Compute the hash value w = H(m) € F;~?
@ Compute x =7 !(w) € FJ and X = &(x) € Fgp

© Choose random values for the vinegar variables vy,..., v,
Solve Fy,,...v,(Y) = X over Fgn via Berlekamps algorithm
Q@ Computey = d~H(Y) € Fj and z =S !(y||vi|...[[w)

H . n+v
Signature: z € Fg™".
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Signature Verification

Given: signature z € Fg, document m € {0,1}*

o & = E A
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Signature Verification

Given: signature z € Fg, document m € {0,1}*

o Compute the hash value w = H(d) € Fg~°

o & = E DAl
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Signature Verification

Given: signature z € Fg, document m € {0,1}*
o Compute the hash value w = H(d) € Fg~°
o Compute w' = P(z) € Fg~?
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Signature Verification

Given: signature z € Fg, document m € {0,1}*
o Compute the hash value w = H(d) € Fg~°
o Compute w' = P(z) € Fg~?

@ Accept the signature z & w' = w.
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Previous Attacks against HFEv™

e direct attack (signature forgery)
degree of regularity is bounded by

(g— 1)(d+v+a) 42 (d = [logq DJ)

M—FZ if g is even and d + a is odd,
otherwise.
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Previous Attacks against HFEv™

e direct attack (signature forgery)
degree of regularity is bounded by

{M+2 if g is even and d + a is odd,

(s-1)(G+v+a) | o (d = [logq DJ)

otherwise.

e MinRank attack (key recovery)
min-Q-rank: degree of the public key as a quadratic form over the extension field
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Previous Attacks against HFEv™

e direct attack (signature forgery)
degree of regularity is bounded by

(g—1)(d+v+a-1) . . .
A 42 if g is even and d + a is odd,
{ ! (d = |log, D))

W ) otherwise.

e MinRank attack (key recovery)
min-Q-rank: degree of the public key as a quadratic form over the extension field
min-Q-rank is bounded by d + a+ v

n+td+a+v+1\”
@ )
d+at+v+1
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Our Result

We propose a MinRank style attack against all HFE signature variants.

The complexity of our attack is
n+d+v+1\"
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Our Result

We propose a MinRank style attack against all HFE signature variants.

The complexity of our attack is
n+d+v+1)”

@ independent of a

@ polynomial in v
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Preliminaries

@ We use the matrix representation of the HFE central map, i.e.

FOX 5, ox) = (X, X9, XD s, x ) FPO(X, XE,

Q00 Qo1 e QQ,n—1 Yoo Yo
10 o11 XX Q1,01 Y10 Y11
F*O _ &p—-1,0 Op-1,1 *°° Qp—1,n—1 Yn—1,0 Yn—-1,1
Boo Bor -+ Bon-1 0o do1
/810 /811 et ﬁl,n—l 610 611
6v71,0 ﬁvfl,l o vil,nfl 5vfl,0 6\/71,1

Albrecht Petzoldt Key Recovery for HFE Signatures

n—1

t .

X9 x1,...,x,)" with
Yo,v—1
Y1,v—1

Yn—1,v—1
60,v—1
61,\/—1

6v71,v71
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Preliminaries

@ We use the matrix representation of the HFE central map, i.e.

n—1 %0 n—1 t .
F(Xyx1, o oyxy) = (X, X900, XY oxg, o x)FR (XX X X,y xy)" with

Q00 Qo1 e Qo,n—1 Yoo Yo e Yo,v—1
10 a1l e Q1,n-1 Y10 Y11 cee Yi,v—1

F*O _ &p—-1,0 Op-1,1 *°° &p—1,n—1  Yn—-1,0 “Yn-1,1 Yn—1,v—1
Boo Bor -+ Bon-1 0o dor -+ Oow-1
B1o Bu e Bi,n—1 410 011 X 01,v—1

6v71,0 ﬁvfl,l o vil,nfl 6vfl,0 6\/71,1 e 6v71,v71

= We get

n—1 n—1

k
_ *k t
FU(X,xyooox) = (X, X000 XD xqy o yx ) F(XC X XY xa, e x)
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Preliminaries (2)

e We use a morphism @ : Fgn — Fg given by the matrix

0 99 . ga" "
M={ . : - : 7 (1)
gn—1 (Hn—l)q . (en—l)q"_1

(0 is a generator of Fgn)
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Preliminaries (2)

e We use a morphism @ : Fgn — Fg given by the matrix

0 99 . ga" "
M={ . : - : 7 (1)
gn—1 (Qn—l)q . (9n—1)q"‘1

(0 is a generator of Fgn)
o We get d(V) = (V,V9, ... Vi) . ML= (n,...,v,) and
&~ Y(vy,...,v,) = first component of (vi,...,v,)- M
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Preliminaries (2)

e We use a morphism @ : Fgn — Fg given by the matrix

0 99 . ga" "
M={ . : - : 7 (1)
pn—1 (Qn—l)q . (9n—1)q"‘1

(0 is a generator of Fgn)

o We get d(V) = (V,V9, ... Vi) . ML= (n,...,v,) and
&~ Y(vy,...,v,) = first component of (vi,...,v,)- M

@ In order to cover the Vinegar variables, we define

~ M 0
M= 0 I
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Preliminaries (3)

o We get .
(Vlv V2,

n—1

o & = E A
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Preliminaries (3)

o We get . )

(V17V2)"' y Vn, X1, " - 7XV)'M: (V7 un'” 7Vq y X1y """ 7XV)7

@ Let S and T be the matrices representing the linear parts of S and 7. From

n—1 n—1

]::(Xaxq?"'axq 7X17"'aXv)F*O(X7Xq7"'an 7X17"'7Xv)t7

we find

('M’—ls—lpo(s—l)t(ﬁ—l)t’ . ,M_ls_lPn_a_l(s_l)t(M_l)t)
_ (F*O,--- ’F*n—1> MLIT
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Preliminaries (3)

o We get

n—1

(V17V2)"' y Vn, X1, " - 7XV)' M: (V7 qu'” 7Vq y X1y """ JXV)7

@ Let S and T be the matrices representing the linear parts of S and 7. From
n—1 n—1

]::(Xaxqf"vxq 7X17"'7XV)F*O(X7Xq7"'7Xq 7X17"'aXv)t7

we find

(Mflsflpo(sfl)t(ﬂfl)t’ . ,’I\\/JlflsflPn_a_l(sfl)t(Mfl)t)
_ (,_-*0’_“ 7F>kn—1) MLIT

@ Denoting U = M-1S1and W=M1T yields
(UPQUE, -+, UP,_ 1 Ut) = (,:*07 . F*”*l) W,



Preliminaries (3)

o We get . )

(V17V2)"' y Vn, X1, " - 7XV)'M: (V7 un'” 7Vq y X1y """ 7XV)7

@ Let S and T be the matrices representing the linear parts of S and 7. From

n—1 n—1

]::(Xaxq?"'axq 7X17"'aXv)F*O(X7Xq7"'an 7X17"'7Xv)t7

we find

('M’—ls—lpo(s—l)t(ﬁ—l)t’ . ,M_ls_lPn_a_l(s_l)t(M_l)t>
_ (F*O,--- ’F*n—1> MLIT

@ Denoting U = M=15land W= M"1T yields
(UPUE, - UPy_ 51 Ut) = (F*O, ..
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Recovering S

o Let a; be the first row of the matrix F* (i=1,...,n—1)

o & = E A
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Recovering S

o Let a; be the first row of the matrix F* (i=1,...,n—1)
@ We can show
Lemma
a0
The rank of the matrix @ = W* - : is at most d = [log,(D)].
an-1
In particular, we have
) (4
=1 o |,
an—-1 A2
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Recovering S (2)

@ From the Lemma we directly follow

Theorem
Let u = (ug,u1, -+ ,Uptv—1) be the first row of U and b; = (ug, u1, ..., Uptv—1)P;,
(i=0,1,...,n—a). Define Z € Mn_z)x(ntv)(Fgr) as the matrix whose row vectors are the

b;. Then the rank of Z is at most d.
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Recovering S (2)

@ From the Lemma we directly follow

Theorem

Let u = (ug,u1, -+ ,Uptv—1) be the first row of U and b; = (ug, u1, ..., Uptv—1)P;,
(i=0,1,...,n—a). Define Z € Mn_z)x(ntv)(Fgr) as the matrix whose row vectors are the
b;. Then the rank of Z is at most d.

@ Furthermore we get

Lemma

Let A be an m x n matrix over Fq and B = [b;] = M~1A. Then we have

bj = b 4, foralli,j, with0<i<n0<j<m

i.e. the matrix B is determined by its first row.
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Recovering S - Summary

e Since we have U = M~1571 it's enough to find U.

o & = E A
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Recovering S - Summary

e Since we have U = M~1571 it's enough to find U.
@ We only have to find the first row of U to get the first n rows of U.
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Recovering S - Summary
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@ We only have to find the first row of U to get the first n rows of U.

@ Denote the first row of U by ug, ..., Unry—1
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Recovering S - Summary

e Since we have U = M~1571 it's enough to find U.
@ We only have to find the first row of U to get the first n rows of U.
@ Denote the first row of U by ug, ..., Unry—1

@ Since we have to find only one of many equivalent keys, we can assume that ug = 1 holds.
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Recovering S - Summary

e Since we have U = M~1571 it's enough to find U.

@ We only have to find the first row of U to get the first n rows of U.

@ Denote the first row of U by ug, ..., Unry—1

@ Since we have to find only one of many equivalent keys, we can assume that ug = 1 holds.

@ Since the rank of Z is < d, we can find uy,..., u,+y—1 by solving a MinRank problem
over the base field I, with target rank d
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@ Since we have to find only one of many equivalent keys, we can assume that ug = 1 holds.

@ Since the rank of Z is < d, we can find uy,..., u,+y—1 by solving a MinRank problem
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@ We can find the first n of U using the Frobenius isomorphism
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Recovering S - Summary

e Since we have U = M~1571 it's enough to find U.

@ We only have to find the first row of U to get the first n rows of U.

@ Denote the first row of U by ug, ..., Unry—1

@ Since we have to find only one of many equivalent keys, we can assume that ug = 1 holds.

@ Since the rank of Z is < d, we can find uy,..., u,+y—1 by solving a MinRank problem
over the base field I, with target rank d

@ We can find the first n of U using the Frobenius isomorphism

@ The remaining rows of U can be chosen at random such that U is invertible
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Recovering S - The Algorithm

Input: HFEv- parameters (g, n, v, D, a), matrices (Py, - - , Pp—a—1), matrix M

Output: Equivalent linear transformation S.
1. Setb; = (1,u1, + ,Untv—1)Pi, 0 < i< n— a, where (u1,--- , Upty—1) are unknowns.
2: Construct a matrix Z whose row vectors are b;, 0 < i< n— a.
3: Solve a MinRank problem for Z to find the unknowns vy, - - Upyy—1.

1 u1 N Upty—1
q q
1 uy Unpv—1
4: Setu=| 1 o ...
. 1 n+v—1 !
oo 1 et ,n+v—1
rv—1,0 rv—1,1 e rv—1,nyv—1

5: Compute S’ = (MU)~L.
6: return S’.
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Recovering F and T

@ We can show

Lemma

As soon as U is known, we can recover F*° by solving a determined linear system with

n— a—1 variables, (d + a) - (n+ v) additional linear equations in at most d + v variables, and
(“3) univariate polynomial equations of degree q°.
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Recovering F and T

@ We can show

Lemma

As soon as U is known, we can recover F*° by solving a determined linear system with

n— a—1 variables, (d + a) - (n+ v) additional linear equations in at most d + v variables, and
(“3) univariate polynomial equations of degree q°.

o We can use F*O to compute all F* (i=1,...,n—1)
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Recovering F and T

@ We can show
Lemma

As soon as U is known, we can recover F*° by solving a determined linear system with

n— a—1 variables, (d + a) - (n+ v) additional linear equations in at most d + v variables, and

(“3) univariate polynomial equations of degree q°.

o We can use F*O to compute all F* (i=1,...,n—1)
@ Furthermore we get
Lemma

As soon as the matrices F*/(0 < j < n) are known, T can be recovered by solving a system of
n — a linear equations in n variables.
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Complexity of the Attack

@ Most costly Step: Solution of the MinRank problem (target rank d)

o & = E DAl
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Complexity of the Attack

@ Most costly Step: Solution of the MinRank problem (target rank d)
@ Two Possibilities
@ Minors Modelling: Degree of Regularity in Fa: d 41

n+tv+d+1\”
o))
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Complexity of the Attack

Most costly Step: Solution of the MinRank problem (target rank d)
Two Possibilities
Minors Modelling: Degree of Regularity in F4: d +1

n+v+d+1\"
(@)
Support Minors Modelling

we don't have a unique solution of the MinRank Problem =- We solve the system by F4
Experiments = degree of regularity 3

2 w
@ ((n +v)? <2dj 2) +(n+v) <2dj 2) )
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Application to GeMSS

NIST required our attack using
security parameters security minors | support minors
category (g,n,v,D,a) level modeling modeling

GeMSS128 (2,174,12,513,12) 139 118

I BlueGeMSS128 | (2,175,14,129,13) 143 119 99
RedGeMSS128 | (2,177,15,17,15) 86 72
GeMSS192 (2,265,20,513,22) 154 120

I BlueGeMSS192 | (2,265,23,129,22) 207 132 101
RedGeMSS192 | (2,266,25,17,23) 95 75
GeMSS256 (2,354,33,513,30) 166 121

" BlueGeMSS256 | (2,358,32,129,34) 272 141 103
RedGeMSS256 | (2,358,35,17,34) 101 76
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Application to GeMSS (2)

@ The proposed parameters for GeMMS don't reach the required security levels.
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@ Speeding up the signature generation process of GeMSS by decreasing D while increasing
a and v is not possible.
=- Modifications as in BlueGeMSS and RedGeMSS are not possible
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a and v is not possible.
= Modifications as in BlueGeMSS and RedGeMSS are not possible
© For high levels of security, we need very high values of D
e.g. NIST security level lll: d > 20 or D > 2'° + 1 = 524.289
= Drastical slow down of the signature generation process
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Application to GeMSS (2)

@ The proposed parameters for GeMMS don't reach the required security levels.

@ Speeding up the signature generation process of GeMSS by decreasing D while increasing
a and v is not possible.
= Modifications as in BlueGeMSS and RedGeMSS are not possible
© For high levels of security, we need very high values of D
e.g. NIST security level lll: d > 20 or D > 2'° + 1 = 524.289
= Drastical slow down of the signature generation process

The Techniques used in GeMSS don’t suffice to create a HFE based signature scheme
which is both efficient and reaches high levels of security

Albrecht Petzoldt Key Recovery for HFE Signatures 07.06.2021 20/22



Conclusion

We proposed a new MinRank type attack against HFE signature variants. The complexity is

@ exponential in d

0 <<n +d+v+ 1>w> @ polynomial in v
d+1 @ independent of a
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Consequences
@ We can't speed up HFEv™ by decreasing d while increasing a and v
@ For high levels of security we need a large d
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Conclusion

We proposed a new MinRank type attack against HFE signature variants. The complexity is

@ exponential in d
0 <<n—|—d+ v+1>w) @ polynomial in v
d+1 @ independent of a

Consequences
@ We can't speed up HFEv™ by decreasing d while increasing a and v
@ For high levels of security we need a large d

=- Can we build an HFE based signature scheme which is both efficient and offers a high level
of security?
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Thank you for your Attention

Find our paper at
https://eprint.iacr.org/2020/1424.pdf
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