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CRS Project Background

Risk Profiling and Risk Scoring

Information Security Continuous Monitoring (ISCM) & Ongoing Authorization (OA)
Privacy Capabilities

Management Dashboards

Questions?



Assessing, Understanding, and

Managing Security and Privacy Risks

NIST’s Cyber Risk Scoring (CRS) Solution enhances NIST’s security & privacy
Assessment & Authorization (A&A) processes by presenting real-time, contextualized
risk data to improve situational awareness and prioritize required actions.

Previous Process CRS Solution




Benefits of CRS

* Integrated view of NIST risk posture across the enterprise with quantitative
metrics across systems and components

* More frequent, meaningful and actionable risk information to System Owners &
Authorizing Officials

* Improved efficiency through automating assessments of certain controls and
auto-generation of ATO documentation

* A data-driven basis for ongoing authorization decisions

* Present the organization’s overall security posture from different perspectives,
e.g., the Risk Management Framework (RMF) and Cyber Security Framework (CSF)
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CRS Capabilities

The CRS toolset provides end users the following capabilities:

Archer:

Prioritize security & privacy control assessments
Manage A&A and significant change schedules

Track Accepted Risks and POA&M milestones
Generate security and privacy documentation
Provide compliance and vulnerabilities scan results in
near-real time

Tableau:

View risk at multiple organizational levels
Integrate vulnerability data into risk scoring
Drill-down into specific assets and their current
vulnerability exposures

Respond to data calls quickly with details

(e.g. CVEs and affected assets)

Analyze risks against the CSF



CRS Inputs

These data are ingested into Archer and analyzed for presentation in Tableau.

Automated

Data Types / Asset Data Automated
Risk Profile

Questionnaire
Responses

Vulnerability
Data

Common ISCM
Control

Descriptions A&A Results

System & POA&Ms and
Component Accepted
Descriptions Risks




CRS Outputs

After analysis users can generate ATO documentation on-demand & view metric-based risk management dashboards.

CIO and
Executive
Dashboards

Go-Live CSF
Dashboards Dashboard

\o

Archer
and
Tableau

System
Security and
Privacy
Dashboards

NIST Asset
Management
Dashboard

Security &
Privacy
documents
(SAP, SAR,
PAR, PTA, &
PIA)




Risk Profiling and Scoring




Risk Profiling Overview

* Risk Profiling is a process that allows NIST to determine the importance of a system to the organization’s mission.

* By first understanding the business and technical characteristics that impact system risk, an agency can identify and

align controls to a component based on the likelihood that a weakness will be exploited and the potential impact to
the organization.

1. Define 2. Develop Business 3. Determine Tailoring 4. Incorporate :
e o . . . 5. Deploy Continuous
Organization’s Risk and Technical Logic & Apply Compliance and .
L o " Monitoring
Factors and Priorities Characteristics Common Controls Vulnerability Data
Organization’s Questionnaire is The Risk Profile Assessment, The Risk Profile
priorities and risk created to reflect leverages Common compliance, and makes it possible to
appetite is organization’s Control Providers vulnerability data is perform Continuous
determined by busi and scoping continuously Monitoring of all
A usiness processes . . . . . .
receiving input from » d technical » considerations to » recorded in the Risk implemented security
stakeholders to an . echnica reduce the number of Profile to determine » and privacy controls
customize a security e.nvn:onment. controls to be the risk posture of by using a risk-based
questionnaire that Likelihood and threat assessed, narrowing the information approach to
will best fit the factors tied to these the scope of work system. prioritize control
organization’s characteristics are while maintaining assessments.
security needs. quantified. security awareness.

Output: Applicable
Controls and Total
Potential Risk

Output: Risk Profile Output: Risk Profile Output: Total View of Output: Metric

Risk Reports

Methodology Multiplier




Risk Scoring Variables

Risk Scoring provides a foundation for quantitative risk-based analysis, assessment, and reporting of
organizational IT assets. By applying ratings to controls and generating scores for components, stakeholders have
a relative understanding of risk from one system compared to another.

The variables that can affect a control’s potential risk score is outlined below.

Control Baseline Risk Score Every control is assigned an initial weighting (1-10) *  What is the potential security impact of
based on an analysis of its importance to the security this control to NIST?
and privacy posture.

Data Type Questionnaire Responses Initial CIA ratings (1-10) are assigned to controls, *  What is the impact of Confidentiality (C),
based on criticality of the information type(s), upon Integrity (I), and Availability (A) to the
completion of the Data Type Questionnaire. types of information that are used within

this component?

Risk Profile Questionnaire Responses  Additional adjustments are applied as indicated by What assets or applications are part of
responses to the Risk Profile Questionnaire, including the component?
business risks. * What is potential security impact of this
component to the enterprise?
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Risk Calculation Overview

The following steps are completed in Archer for each system component to calculate potential risk.

Complete Questionnaires

* Data Type Questionnaire:
Determines an overall system
security category for the component,
assigns the security control
“baseline” (Low/Moderate/High),
and calculates initial risk score
modifier.

* Risk Profile Questionnaire: Performs
additional control scoping and
calculates final risk score modifiers for
the resulting set of applicable
controls.

Generate Risk Profile

* The Risk Profile outlines the controls
that should be implemented.

* Security controls are assigned ratings
for Confidentiality, Integrity, and
Availability to quantify risks.

* Components are assessed based on
their implementation of these
controls.

Calculate Risk Score

]

oe0
XI]=)

The sum of all Component potential
risk equals the System potential risk

Final scores include a multitude of
security inputs (e.g., manual inputs,
vulnerabilities, compliance scans).

Risk scores create the ability to make

“apples-to-apples” comparisons
across the enterprise.
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Information Security Continuous Monitoring
and
Ongoing Authorization
Approach



ISCM and OA Overview

ISCM promotes more frequent and targeted monitoring of system security and privacy posture to
enable risk-based Ongoing Authorization (OA) decisions.

Through CRS, NIST implements ISCM and OA by:
* Prioritizing the set of controls to be evaluated for each assessment

* Providing on-demand reporting of security and privacy metrics (SARs, SAPs, PAPs, and PARs) and
management dashboard summaries
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NIST System ATO Schedule

* NIST has 46 operational systems + Common Controls

* NIST System ATOs are on a semi-annual ATO Cycle

e ATO status is managed in Cyber Risk Scoring solution (Archer)

ATOs Expirations ~9/30 ATOs Expirations ~4/1
| | |

Not Started In Process Internal QA CISO QA Signatures Authorized

17 14 7 10 0 0
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ISCM Schedule for Security Controls

Security control assessments are prioritized based on importance to the organization (DoC Volatile
Controls and Common Controls) and number of potential risk points.

Sample Assessment Schedule

Automated Assessment Type Scan Frequency

Assessments Vulnerabilities Weekly
Compliance Scans Monthly
Web Applications Annually and as needed

Controls Year 1 Year 2 Year 3 Year 4 Year 5 Year 6

Manual Assessments®

DoC Volatile Controls ‘ ‘ ‘ ‘ ‘ ‘
Full control set assessed

Common Controls
annually
Half of the control set is o . G ‘) G O G O
assessed each year High Risk Controls
One third of the control set is Moderate Risk @ ® @ @ Q Q
assessed each year Controls*
One sixth of the control set is Low Risk Controls* @ @ G @ @ @
assessed each year

15
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System Level Data

Archer captures system information that supports ongoing assessment and authorization efforts.

General ST&E Activities High Level Findings POA&MSs Accepted Risks System Artifacts PTA/PIA SAP PAP ISCM FY2021 ISCM FY2020

GENERAL INFORMATION

# System ID: | | # CSAM ID: |2352 |
Updated by on 11/16/2015 10:41:53 AM Updated by Kiran, Santi on 7/27/2016 12:49:30 PM

# System Name: |

_ | Last Authorization Date: |10;30;2020
Updated by Enloe, Christian on 3/26/2020 12:54:06 PM

Division: | 100 Director's Office ATO Expiration Date: 10/30/2021

Compliant: @ PIA SAOP Authorized Date:

System Operational Status (CSAM): |Operationa| - | @ Weblnspect VSA Start Date: E

System Description: [The NIST Director's Office (DO) System supports the day-to-day functions of the NIST DO suite, NIST Office of General Counsel, Executive Officer for Administration and all related divisions/offices, Chief of Staff and all related
divisions/offices, and the three Associate Director's (AD) top level offices.

The Divisions covered within the scope of this system are as follows:

Division Number Staff Office Name
100 Director's Office; Office of the Chief Counsel; Executive Officer
for Administration: Office of the Chief of Staff; Onboarding Office v
101 Management and Organization Office
System Migrated To Archer?: Yes Contains PII?: No
Overall System Security Category: Moderate Contains BlIZ: No

Overall Confidentiality: Moderate
Overall Integrity: Moderate

Overall Availability: Low
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Tailored Control Set

Upon completion of the questionnaires, each component is provided with a tailored set of controls.

Component : e

(- EDIT ::I VIEW m SAVE AND CLOSE

First Published: 6/1/2017 3:49 PM Last Updated: 9%/24/2020 11:04 AM

© B 3
Tailored Controls ;: AC-2 L

.( EDIT :;u VIEW m SAVE AND CLOSE

First Published: 6/2/2017 10:19 PM Last Updated: 8/20/2019 9:43 AM

General Interconnections Data Type Questionnaire Risk Profile Questionnaire Security Tailored Controls Privacy Tailored Controls ~

Security Assessment Results Privacy Assessment Results Assets Risk Summary ISCM FY2020

© B 3
p CONTROL SUMMARY

General Risk Scores CCP Implementation Statement

¥ TAILORED CONTROLS

| Add New | Lookup |

¥ RISK SCORES

Control Family Control Number Control Name Baseline Control Applicability Assessment Date Control Status 4-' Potential 284 Potential 284
Access Control AC-1 Access Control Policy and  Low Hyhrid 7262019 RIELSOR) RESE:
Procedures Moderate Mitigated 284 Mitigated 284
Risk - (SOR): Risk:
High
Residual 0 Residual 0
Access Control AC-2 EBUNt Management Low Applicable 7/19/2019 Satisfied Risk - (SOR): Risk:
Moderate Residual 0 Residual 0
. Risk - Accept Risk - Accept
High Risk (SOR): Risk:
Access Control AC-2(1) Automated System Moderate Applicable 71192019 Satisfied Residual 0 Residual 0
Account Management High Risk - Risk -
POAEM POAS&M:
Access Control AC-2(2) Remaoval of Moderate Applicable 712672019 Satisfied SOR):
Temporary/Emergency High
Accounts
Access Control AC-2(3) Disable Inactive Accounts Moderate Applicable 71972019 Satisfied
High
Access Control AC-2(4) Automated Audit Actions Moderate Applicable 711972019 Satisfied
High
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Control Assessment Input

Assessors can document assessment results and supporting details in this interactive form.

« . MANUAL AND AUTOMATED ASSESSMENT INPUT FORM | Cancel | Options~ |
Component Name - . Associated System a &
> Overall Component Security Category 1 oo
Associated System:
= 4 A
B Low ISCM
Control . L Control ISCM Control Control Control Reason Contr_ol Control New
Baseline Assessment Assessment - . R Inherited Assessment Assessment
Number Criticality FY Name Applicability  Applicability  for Status Assessment .
Date Type . . from Method Details
Override Override Result
CCP
c-2 Low 10/14/2020  Security Volatile 2021 Account Applicable Satisfied  Satisfied Examine
Moderate Management
High v

>

12 b Go to PageD

19



SAP/SAR Generation

The images below show the Security Assessment Plan (SAP) and Security Assessment Report (SAR) Assessors
complete in Archer. Upon completion of assessments, the documentation is generated directly from Archer.

Security Assessment Plan Security Assessment Report

g o .
System: System :
o view —
VIEW
a4 6 EDT )
i g » M - fa PIABY ap » \ ~ First Published: 5/27/2016 11:43 AM Last Updated: 8/17/2020 9:29 AM
o General STRE Activities High Level Findings POAZMs Accepted Risks System Artifacts PTA/PIA SAP PAP ISCM FY2020
" o - GENERAL INFORMATION
System ID: CSAM 1D: 2325
8 OIsPLAY REPOR « < R Y-
System Name: Last Authorization Date: 4/1/2020
e Numbse . po— v Camrul A | S g . ~ TR " YA A M Di n: IA\.\ ATO Expiration Date: 4/1/2021
» } Wt el and) MY | 006 o Compliant: @ @ PIA SAOP Authorized Date: 9/30/2019
System Operational Status (CSAM): Operational @ Weblnspect VSA Start Date:
System iption: General ipti pose of System:
A Ao Euotrel Bolky ond WISR01. || 208 L o S B | system contains the hardware and software required by thy i Home. n [I——— Msiing belp  Desgn L

developing and maintaining, supporting the implementation of, oversel | . T R B : . =
environment and complying with applicable laws and regulations. Add

Table Tools d

AutoSave John J. (Ctr)

The hareh of the 150-01 system consists of the following comp|

File Home  Insert  Pagelayout  Formulas Data  Review  View  Help Design O Search 1% Share & Comments ! “ ”'m‘ ‘\“‘3”[ H'I':.‘ '\1
110 2 3 “ n nformation
5yt T
" Secaniy Camgorr. | Moderate
- 4 O genisaticasl Usit ,|.>..m¢m.h_ ‘
1 Control Number P —
2 1 ac-1 Access Cantrol Pt 7/26/2019 2024 Hybrid Hybrid HAPPY has additional ai CCP Div 18 General Description Parpose of Systom:
3 1 AC-1 Access Control P¢ 8/13/2019 2024 Hybrid Hybrid HU has additional acces CCP Div 18
4 1 ac-1 Access Control Pc 8/15/2018 2025 Applicable
5 1 AC-1 Access Cantrol Policy and Procedures 2025 Inherited CCP Div 18 .
6 1 AC-1 Access Cantrol Policy and Procedures 2024 Inherited CCP Div 18
7 1 AC-1 Access Cantrol Policy and Procedures 2024 Inherited CCP Div 18
8 1 AC-1 Access Control Policy and Procedures T8D Not Applicable
9 1 ac-1 Access Control Policy and Procedures 2025 Inherited CCP Div 18
10 1 AC-1 Access Control Policy and Procedures TBD Not Applicable I
il 1 AC-1 Access Cantrol Policy and Procedures 2025 Inherited CCP Div 18
12 1 AC-1 Access Cantrol Policy and Procedures TBD Not Applicable
13 1 ac-1 Access Cantrol Policy and Procedures 2025 Inherited CCP Div 18
14 23 aC-2 Account Managet 7/19/2019 2020 Hybrid CCP 188-0.
15 23 AC-2 Account Manager 8/13/2019 2020 Hybrid CCP 188-0%
16 23 AC-2 Account Managet 7/24/2018 2020 Applicable -
SearchResults @ b »
B mo- 1 + 100%
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Sample Assessor & Management Dashboards

NST

In Archer, role-based dashboards display task prioritization and management of A&A activities.

Assessor Dashboard

Management Dashboard

ASSESSMENT DASHBOARD - ISCM SUMMARY

FY21 ISCM Assessment Compliance by System

Associated System
ra
L=al

=

ABA SYSTEM METRICS DASHBOARD

System AEA Summary Reports

ARA Status - OISM Management - FY2020

System

Annual Assessment -
Annusl Assessment -
FY2020

Annual Assessment -
Annual Assessrment -
F2020

50 100

Control Number

ABRA Schedule
‘Comment

Files need o be

uplosded to CSAM.

Files need to be

uploaded to CEAM.

ABA Status

Authorized - Process
Complete

Authorized - Process

Complete

Authorized - Process
Complete

POA&M Milestones & Upcoming Milestones Due Dates

Currant
Responsible

A&A Coordinator

A&A Coordinator

AEA Coordinator

POA&M Milestones Due In The Next 30 Dav

POA...
POA- Ipfn  system
CsaM)

POASM-4 109755

37078877

Page 10f 1 (1 records)

ATO Due Date Y
1

41,2020

411/2020

41152020

Flan...
Start
Date

Miles...
Name

Qverall
Ui Status
Address  In Progres
Tenable
Findings

Personally
Identifiable
Information (PII}?

P1A Du= to DOC

ez

Yes

Yes

Actual
Start
Date

<&
MES...  pies,
P Status
Date
2/26/2021
[ =g
MIST: Primary

Security Assassor
Micore, Maureen
Wijayaverl, Rathini

Repaci, Jonathan
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ISCM Status Tracker

In Tableau, the Annual Assessment Progress report displays status of ISCM assessments by system.

Annual Assessment Progress
ATO Due Date ARA Status System ID

4020 Authorized -
Frocess
Complate

Gr0R2020 CIS0 QA

Signatures

Authorized -
Frocessing

PPQORRKQ
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Ongoing Authorization

Historical data was evaluated to create initial risk thresholds in support of Ongoing Authorization
decisions.

*  Current threshold: NIST-wide Accepted Risk Average (all time)

* SOs and AOs can review a system’s current security posture and risk trend:
o Risk scores at or below the NIST average threshold could result in automatic reauthorization
o Risk scores that exceed the threshold may require further review and discussion

" . 8 3 Q A MO e B-® 8 2 ¢ @B
NIST System Security Overview Dashboard
Rish scoring is calculated using a Adiust Parameters (") All Scan Results Select: System Owmer Select: Systern: ~  Select: - Components Select: Organizational Unit Meets Threshold? ‘*’._ 'I.\:NITED‘ STATES DEPARTMENT OF COMMERCE
weighted approach, failoring risk on Right (#) Actionable Onl (Al - ==| : | Netional institute of
values based on impact to NIST. 10 Obsarve Impact nemety
POA&M'd Risk J— o 019
0.37% o= 1oL 02 2

Satisfied Risk
96.23%

Managed

mE Franee Fr 2018 04 FY 2018 02 FY 201004 Fr 20202 Fy 2020 4

How Well are My Assets Patched?

MIST Average: 83.75%

Sample Data

23



Privacy
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Aligning Privacy with CRS

Privacy capabilities have been integrated into the CRS Solution to standardize security and privacy
processes across NIST.

End users can complete the following privacy activities in CRS:

Automate control assignments (NIST SP 800-53 Rev. 4, Appendix J.) for systems that contain PII

Complete and generate on-demand DOC-required forms such as Privacy Threshold Analysis (PTA),
Privacy Impact Assessment (PIA), and Annual Recertification

Perform privacy control assessments and generate required documentation on-demand (Privacy
Assessment Report and Privacy Assessment Plan)

Quantify privacy risk based on CRS’s scoring methodology

Privacy objectives (Predictability, Manageability, and Disassociability) scores are
added together to calculate the Total Potential Risk for a single privacy control.
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Integrating CRS with Privacy

The following steps are completed in Archer for each system component to maintain privacy
documentation and allocate applicable controls.

Complete PTA

* APTA is required for every system

* The PTA determines if a PIA is
required

* CRS incorporates the current DOC
PTA template

Generate Annual PIA

Complete PIA Recertification Form

* The PIA collects information about * The PIA recertification form is
the types of privacy data which is generated annually for ongoing
stored and processed, why it is authorization

collected, and how it is handled
* It also ensures that any changes to

. the Systems, Components, or
* Privacy controls are allocated as fivacy risks are identified and
determined by the PIA P . v
mitigated
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PTA/PIA Generation

The images below show the PTA and PIA Questionnaires ISSOs complete in Archer. Upon completion of the
guestionnaires, the PIA, PTA, and PIA Recertification forms are generated from Archer.

PTA and PIA Questionnaires PIA, PTA, and PIA Recertification forms

¥ PIA GENERAL QUESTIONS

PIRA: W

f this information

5 is & new infarmation system.
N U.S. Department of Commerce Privacy Threshold Analysis

s is an existing information system with changes that

i National Institute of Standards and I

create new privary fisks. —

- Unique Projeet Identific

¥ PTA GENERAL QUESTIONS ersson Nizbe
Introduction: This Pt
- determining if a Privacy : facy
FTA: e stzws of this Infarmaticn sysam? i is & new information syszem, (Continue to answer prizsarily based from the l\" DP"’[’;‘“"_“ "’c]“;"'“;m:"‘:]‘_‘[zp‘;%“f::‘m
Eadi . National Institute of Standards an nology (NIST)
guidance iz aeeded in ord
formation system with char t S i " "
ystem with che OfScer (BCPO) ‘Unigue Project Identifier:
amplece chart below, continug 1o

Description of the infors Introduction: System Des

way that a non-technical

formation system in which changes
tisks, and there is not 3 SAOP
sessment [Continue to nswer

not ereate new pr
roved Privacy knpacs

PRIVACY IMPACT ASSESSMENT (PLY)
REVIEW CERTIFICATION FORM

ANNU.
AP o L

do not create new prvacy risks, and there 52 SAOP
proved Pricagy fnp
(Continue 1o answer quasion

v INFORMATION N TH

For the below questior Dete of PIA Revien- 09/28/2019

Indicate what personall

Hw ixformation is ) Name of System Oveper: Couch, Charles

REVIEWER CERTIFICATION - I cenif thaton the FIA Review r]m'eldmnﬁﬂzh,.e Inm

Dpmz ) Whether it is a genes The Emergency Services ceviewed the
v ITSYSTEM The Emergency Servic components: Physical Sed system mum,equuem ising the last SAOP approved v usmu«fmm.uucm
The Emergeney Seris Gaithersbure, Visitor Re Commerce website 2t commerce doc gov privacy
@ PTA2: s the T system or i infarmation used to sugport any sy which may raise privacy concems? (yas Sy inchding Ve i Sisatace of System Ovwaer:
provide necessas iz Y
N O Report Exec. These cor security services for the p S —————
mission to deliver emes facilities o
nnel, property, ay Name of Reviewer: Fletcher, Catherine S., Privacy Act Officer
P o 3 - I . Srenlocaion o ion
© PTA-3: Does the IT system collect, maintain, or disseminate business identifisble information (Bl Vas,the T system colle The ENS The ENS hd REVIEWER CERTIFICATION - I cectify that on the Privacy Act Review date identified sbove,
o i T oo ot located at the NIST GaitH Thave reviewed all Privacy Act relsted isnes cited @ this PLA. such as, the legal authoritie
is T sysiam does not v continental Umited States) SORN, privacy act statemests, etc. and have confizmed that there have been oo changes 10 the

systen m\mlduequuem umsmeun&\ﬂl’;m(v'ed version of the PIA which is

o Whether s a standalo
uy cther sysie

¥ PERSONALLY IDENTIFIABLE INFORMATION (PHl) Date of BCPO Review:

Name of the Reviewing Bareas Chief Privacy Officer (BCPO): Schiller, Susannsh

¥ PTAL: Doesthe IT

stem collct, maintain, r disseminate personally identiable information (PIT? Vs, the I system colects, i, —

BCPG CERTIFICATION - ety ta o the BCPO Review e idcsed shovs e

eczany Fil. = ceviewed the security and peivacy sisks presented by the collecion, processing,
menance, anbo ssemiaaiv of asioes ot persoaally ecttable mfeseeion () ca

. along with 2ny open Plans

2 have confirmed that there has been 20 ferease i

y tsks since the date that the PIA was last approved by the DOC SAQP.

e, this T sysm doss not

¥ PTASUPPORTING ARTIFACTS | AddNew | Sigaatare of the Buean Chief Privacy Offcec

Name sz Type Upload Date Downloads
No Records Found
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Enterprise Management Dashboards



Enterprise System Security Dashboard

The Tableau dashboards supports NIST in maintaining ongoing awareness of information security and
privacy to support organizational risk management decisions.

NIST

Risk scoring Is calewlaed USING 8 Acfust Farameters
welghred approach, talloring sk an Right
values based on Impact o NIST.

System Owner Responsible (SOR) Risk Metrics

~

System Security Overview Dashboard

") Al Scan Results Select: System Owner Select System Select: Organizational Unit
%) Actionable Only (Al v | [ram v | [ + | s = | [an

Select: Components Meets Threshold?

- @

SOR Risk Score Trend

POASM'd Risk
0.25%

10.00%

7.8% AIST Accepiod Fisk Average BeSSSSssss=s=s

Satisfied Risk
83.22%

500%

Figh Score % of System

System Avg. Residual Risk
15.4%

System Avg. Satisfied Risk
84.6%

W

83.20%
W Fy 2018 Q2 F 2018 04 Fr 2018 Q2 Fr 201904 Fy 2020 02 F 2020 04

How Well Are My Web Applications Secured?

How Well are My Assets Configured?
HIST Average: 94 86%

How Well are My Assets Patched?

NIST Average: 53 64%

Diate laet rafreshed from CRS on: 3402020 £:51:16 AM

Sample Data

@ ) @ ’ _
Managed Managed
Managed Managed
Managed Manaped
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Enterprise Vulnerability Trending Dashboard NIST

The dashboard below summarizes the organization’s active vulnerability trends over the past year.

NIST NIST Trending Active Vulnerability Findings
Uise Filters on Right fo ': All .!‘»c:an Results Selact: Severity Select: Associate Director Select: Organizational Unit Select: Managed Client
Namow Selection (#) Actionable Only (Al - (A « | [cam - ) - u

NIST Active Vulnerabilities Average Trending Actionable Active Vulnerabilities

8,000

Critical igh

1 ,943 42 6,000 5683 3,385 5538

B
&
Trending Active Vulnerabilities (since Oct. 2019) ﬁ 4,000
2
2217
-96.13% 21000
Fewer
Medium
Findings » 247 107 185 183 128 245 2 105 120 4
BE
a0 120 108 104 1we 175 158 145 T 54 40
Oetober 2010 Decembar 2018 February 2020 Al 2020 Jure 2020 Auguet 2020
Vulnerabilities by 0% Average Trending Actionable AV by Operating System
B.000
Findings = Findings per Asset 5778
Windows 1,317 0.12
« $,000
Embedded 345 0.04 ‘::'?
Linux &
if 2,000
Matc: 64 0.05
1.204
Unknown 15 0.01 703 . 423 360 203 312
e e
UNIX 13 0.38
October 2019 Decamber 2019 February 2020 Al 2020 June 2020 August 2020

Sample Data 30



Enterprise Vulnerabilities Dashboard

The dashboard below summarizes vulnerability scan results by system and categorizes vulnerabilities
by severity exposure.

tem Report: Active Vulnerability Findings

. . () All Scan Results Select: Severity Select: System Owmer Select: System Select: Components Select: Managed Client
U'se Filters on Right o = X f 1
Narow Selection (#) Actionable Only ey * | | = | |am = | A * | [ - | l’

How Well are My Assets Patched? Vulnerabilities by Exposure S0OR Active Vulnerabilities by Severity

MIST Awerage: 83.75% Syste.. T Severity

A Internal )

3 Critcal | 27
High 15
Medium 11
Internal Crical | 276
W
e Medium |E
Vulnerabilities by OS Critcal R 25
windows ’ ~ Criical I 127
Windows ! Crifical [ 57
Embedded 23 High I g
Windows 2 Medium 148
. Emboddad 63 Critical 105
SOR Active Vulnerabilities and Solutions
Syste. = Severily  Plugin Plugin Name Synopsis Solution Findings = CVSS Score
Critical 35453 Mir'm.mﬂ Windows Update Reboot The remote Windows hosl requires a Reboot the remote system to put pending changes into effect. 106 TE3.2 M
Required reboot
. N The remote service encrypls traffic using .
104743 TLS Version 1.0 Protocol Detection an older version of TLS. Enable support for TLS 1.2 and 1.3, and disable support for TLS 1.0. T2 4392
999995 ~ Missing Full Disk Encryption (FDEjon Review NATS reports for finding details 4 400
mobile devices (e.g. laptops)
e . . . Reconfigure the affected application, if possible, to avoid use of RC4
gsg2i  pot RO Cipher Suites Supported (Bar The remote service supports fhe use of ¢ ciphers. Consider using TLS 1.2 with AES-GCM sutes subject o browser 2 846
vah) cipher and web sarver support.
. . The remote service encrypls traffic using a  Consult the application's documentation to disable SSL 2.0 and 3.0.
20007 5S5L Version 2 and 3 Protocol Detection protocal with known weaknesses. Use TLS 1.2 (with approved cipher suites) or higher instead. = w23
o - W
99999  Missing Bigfix monitoring AND patch Review NATS reports for finding details 2 1200

mananemeant snftware

Sample Data 31



Enterprise Secure Configuration Dashboard NIST

The dashboard below summarizes secure configuration scan results by system and categorizes
findings by severity and exposure.

System Report: Secure Configuration Findings

") All Scan Results Select: Severity Select: System Owner Select: System Select: Components Select: Managed Client

noron oty (© hctonable iy o -] [em -] [en - [ K./
MIST Averags: 54 87% Internal ~ Syste., & Se\rlen'l\r
35 Critical - R ~
Hgh I ¢ 755
Internal Medium |2.732
44 Critical I 54T
v High | ¢ 072
Internal Medium 1,576
. tigh | ¢ 1%
Windows 3 ~ Medium 687
Mac 12 Criical [ 408
Windows 44 High I 2 277
Mac 6 Medium D446 v
_ Critical | EE
Windows 78 W

. - oK 1K 2K IK 4K 5K [i1.4 TK

SOR Secure Configurations by Plugin

System ID = Severity  Plugin Plugin Name Findings =
Critical 1020579 % 4 1.4 Ensure inactive password lock is 30 days or less 43 A

1021676 3.6.2 Ensure default deny firewall policy - Chain FORWARD 42

1021675 3.6.2 Ensure default deny firewall policy - Chain INPUT a2

1020584 5.5 Ensure root login is restricted to system console 4z

1030877 5.4.1.5 Ensure all users |ast password change date is in the past #

1020538 5.2 9 Ensure SS5H PermilEmptyPasswords i disabled 39
1020537 5.2 8 Ensure SSH root login is disabled L
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Enterprise Web Vulnerability Dashboard NIST

The dashboard below summarizes Weblnspect scan results by system and indicates web application
vulnerabilities by risk posture and severity.

Lise Filters on Display Actionable Only? Select: System Owner Select: System Select: Components Select: Organizational Unit Select: Application T,
Right to Namow [ 125 =1 A = [ear =] [ « | [ - | [ean - )
o o[ | [tm A ] (Al [ | L7

How Well Are My Web Applications Secured? Weblnspect Findings by Risk Posture and Severity

51-2(3)
Action Required - Review Validity 44 High 39 Medium 83
SL23) hd Accepted Risk - No Scan Required |15
Exposure of Findings Accepled Risk - Partially Mitigated I 18
~ :
Internal Public Mo Risk - False Positive .?
69 145 ¥

W
1 to 214 Findings over 1 fo 49 Appficafions (an sverage of 1.000 to 5.750 Findings per Application).

SOR Weblnspect Vulnerability Scan Analysis

Application = Plugins Severity Exposure Instance(s) Risk Posture Comment and Response

. . These vulnerahilifies have been idenfified in previous scans and are false posifives. These vulnerabilities were flagged because
Archieved File No Risk - the application responded with an HTTP 200 OK when Webinspect sent requests for the cited archive and backup files noted in
(appended rar)] High Internal 1 False Pasiti he raw scan report respectively theraby indicating 1o Wablnspect that the files are prasent in the web rool. However for all cases
(11428) alse Positive g, 5ehial content is returned and the comesponding HTTP responses indicate a conlent length of O as shown in the sample

response below;

_ These vulnerabiliies have been identified in previous scans and are false posifives. These vulnerabilities were flagged because
Archieved Flle No Risk - he application responded with an HTTP 200 OK when \Webinspect sent requests for the cited archive and backup files noted in
(appended wim) High Internal 1 .. e raw scan report respectively thereby indicating to Webinspect that the files are present in the web rool. However for all cases
(11427) False Positive g artial content is returned and the comesponding HTTF responses indicate a content length of 0 as shown in the sample

response below:
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Enterprise Asset Management Dashboard NIST

The dashboard below displays the total number of assets within the organization and allows end
users to search by CVE number to identify assets impacted by specific vulnerabilities.

NIST NIST Asset Management
Associate Director ‘Organizational Unit System Owner System Component Type Operational Status
Use Fm?smro [cam | [iam | [ram v | [ | [ran e | [rem v | ('
Total Assets ANTS 5tatus~ Managed Assets Asset Type Public Asset 05 Category Operating System (O5) - CVE Search
(Al - Al - (Al - I} | (Al - (A | (AN
26900 | ) | |[ ! | |I ? | “N | | ] | |[ L | | | Click here to view asset details in Archer [

Organizational U.. &

ou 1= | o s .
ou co | <25
ou 7 | - <1
ou s | 755
I 127
ou o7 [ 104
ou 1 I 1,087
ou s1 [ 96
ou 19 N 06
ou oo [ 770
ou 16 [ 209

ou 15 [ 173

ou 48 [ 152

ou 14 139

ou1r |j o7

oU 60 |61 v

Count of Assets =

CVE Search Highlighter Data last refreshed from CRS on: 31 1/2020 10:17:42 AM
B Mot Affected Scan data is processed daily. Depending on timing. it may take 1 to 2 days to show up in the Tableau reports.
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ystem Privacy Dashboard

The dashboard below summarizes privacy risk metrics for system stakeholders.

NIST Privacy System Report: Information System Dashboard (SOR)
Risk scoring is calculated using a Aduse Paramessrs on Right Select: NIST-System Owner Select: System Select: Components Select: Organizational Unit
weighted approach, tailoring risk values © Impact (Al - - || (A * | [0U 00 - Directors Office - (,
based on impact to NIST.
System Owner Responsible (SOR) Privacy Risks SOR Actionable Privacy Risks
POAEM'd Risk Score (SOR) System .. = Conftrols
0.10% 0. 80% IP-4: Complaint Management I 0 10%

0.02% 0.04% 0.06% 0.08% 0.10% 0.12%

Satisfied Risk Score (SOR)
96.30%

SOR Privacy Risk to NIST S0R Accepted Privacy Risks

Syste. =  Controls
0.47% DM-3(1): Risk Minimization Technig [1.34%
Residual SOR Risk to NIST DM-3: Minimization of Pll Used in Testing, Trai. 0.67%
SC-8(P): Transmission Confidentiality & Integrity I 0.67%
_ AR-5: Privacy Awareness and Training 0.40%
/ AR-4: Privacy Monitoring and Auditing I 0.40%
y SE-2: Privacy Incident Response 0.10%

0.00% 0.50% 1.00% 1.50%

Select (click on) a System on another chart to engage the pie chart above.

Data as of 6/19/2019 5:01:55 AM

Sample Data 35



Cybersecurity Framework Dashboard

The dashboard below represents the organization’s performance against each function and category
within the CSF.

NIST Cybersecurity Framework (CSF) view of Risk Management Framework (RMF) using NIST 800-53

Organizational Filters

Adiust Fs efers on Selet: Organizational Unit Select: System Select Components Select: Governance
Right (Al * | [ v | [ * | | hd u
fo Observe impact
Risk Filters
Risk Threshold Select Associate Director Select: % Satisfied Select: Category Select: Function Select Risk: NIST v. 50 Responsible
TER - (A - () - () - [ )] . 50 Responsible .

] Betow Threshold [l Satisfied 100%
B Weets Threshald

Function Category
Icentify  Asset Mianagement 1. A1 | c: 7
Business Enveonment (1) | - n
Govemance (D.6) e ¢
Risk Assessrment (I0.RA) 1o
Fisk Management Sirategy (.. | 100"
Protect Access Contral (PRAC) 1T

s and Traiin (.. Y - '
Data Securty (PR.OS) | -
nfrmation Prtection Proes... [ -
Maitanance (PRAA) | 10 0':
Protctve Technciogy (PR |

Detect  Anomabes and Events (0F.AE) [ - '

Detection Processas (DE.OF) T20%

Sacurity Condinuous Menitarin.. B1.8%
Respond  Analysis (RS AN) T

Communications (RS.CO) B8.4%

iprauements (RS0 | -

Mitigation (REMI) 829%

Fespanss Fianning (75.) | < v
Recover  Communications (RC.CO) |, 38.1%

0% 5 0% 15% 0% 25% 30 3% 40% 45% 0% 55% a0% 85% TR TR Bl% 85% 20% 9% 100°% 105%

% of Contral(<) Satisfied (Cantroly

Data last refreshed from CRS on: /11/2020 7-12:38 AM 36



Questions?

87,



POCs

Chris Enloe

Christian.Enloe@nist.gov

Sheldon Pratt
Sheldon.Pratt@nist.gov

Santi Kiran

Santi.Kiran@nist.gov

John Cascio

John.Cascio@nist.gov
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