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q Attention(SCA of LWE/LWR-based schemes) >> Attention(SCA of NTRU-based schemes)

q If side-channel attacker has the ability to query with chosen-inputs, very effective attacks are possible!!!

q SCA Assisted Chosen Ciphertext Attacks:

q Practical attacks on LWE/LWR-based schemes [DTV+19, RRC+20, XPR+20, GJN20, BDH+21]

q Advantages:
q Generic (Adaptable to different implementations or target platforms)
q Work with low SNR
q Low Trace Complexity (Few thousand queries - EM/Power side-channel, Timing Side-channel)

Motivation
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q Questions:
q Are similar attacks possible on NTRU-based schemes?
q If so, are NTRU-based schemes more easy/difficult to be attacked compared to LWE/LWR-based schemes?

q In this work:
q Generic SCA assisted chosen-ciphertext attacks applicable to NTRU-based schemes
q No significant difference in attacker’s effort to break NTRU-based schemes compared to LWE/LWR-based 

schemes.

Motivation
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Chosen Ciphertext Attacks: Key Recovery
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Chosen Ciphertext Attacks: Key Recovery
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q Based on available side-channel information (leakage), attacker can instantiate different types of oracles:

q Advantages of PC/DF Oracle-based SCA:
q Only rely on binary classification (at worst, very few classes)
q Low SNR (Simple SCA)
q Agnostic to implementation or target platform or leakage model
q Low trace complexity (few thousand traces)

SCA Assisted Chosen Ciphertext Attacks

Type of Oracle Oracle Response

Plaintext Checking (PC) Oracle [DTV+19, RRC+20] msg = m0 or m1

Decryption Failure (DF) Oracle [GJN20, BDH+21] msg = mvalid or minvalid

Full Decryption (FD) Oracle [XPR+20,RBR+20,NDG+21] msg = m
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SCA Assisted Chosen Ciphertext Attacks

Side-Channel Assisted Chosen 
Ciphertext Attacks

NTRU-based
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D’Anvers et al. [DTVV19]

Ravi et al. [RRBC20]

FD Oracle-based
Xu et al. [XPRO20]

Ravi et al. [RBRC20]
Ngo et al. [NDGJ21]

DF Oracle-based
Guo et al. [GJN20]
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Experimental Setup:

q Target: Optimized Implementation of Streamlined NTRU Prime (sntrup761) from pqm4 library.

q Platform: STM32F407VG MCU based on the 32-bit ARM Cortex-M4 processor (24 MHz).

q We utilize the near field EM probe and record measurements on the Lecroy 610Zi oscilloscope at a 
sampling rate of 500 Msam/s.
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Chosen Ciphertexts for Streamlined NTRU Prime
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q Inspired from [JJ00] in Crypto 2000 on the chosen-ciphertext attack on classical IND-CPA secure NTRU scheme

q Two Step Procedure:
q Step-1: Identify a base ciphertext (critical info. about secret key)
q Step-2: Use base ciphertext to build attack ciphertexts for key recovery



Reduce
Mod 3

3f
xcbase

3f . cbase x

g-1

r’Weight
Check

Public Key (pk): (h)
Secret Key (sk): (f,g)
Ciphertext (ct): cattack
Message (r’): r’

e = ± xi
(Single Collision)

q Carefully build ciphertexts to identify a base ciphertext cbase whose e has a single non-zero coeff.

q If e = ± xi, this reveals important information about secret polynomials f and g (Single Collision 
Event)
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Step-1: Identifying cbase



Reduce
Mod 3

3f
xcbase

3f . cbase x

g-1

r’Weight
Check

Public Key (pk): (h)
Secret Key (sk): (f,g)
Ciphertext (ct): cattack
Message (r’): r’

e = ± xi
(Class X)

e = 0
(Class O)

q If No Collision: e = 0 (Class O)

q If Single Collision: e = ± xi (Class X)

q Ciphertexts are built so as to restrict to these two classes with very high probability

q Side-Channel leakage can be used to differentiate between the two classes (Class O/X) 18
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q Two Class Classification: Welch’s t-test for Collision Detection

q Decapsulate c = 0 (e = 0) : To (“n” executions)

q Decapsulate chosen ciphertext c’ : TX (“n” executions)

q Compute the Welch’s t-test between To and TX

No Collision Single Collision

Select features above 
threshold as PoI

Use PoI to construct
template for both classes

RTO – Class O
RTX – Class X 
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Step-1: Identifying cbase using SCA



Reduce
Mod 3
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Weight
Check

Secret Key (sk): (f,g)
Ciphertext (ct): cattack
Message (r’): r’

Decrypt(sk, ct) = m

cattack = cbase’ + xu

q Attack ciphertexts cattack built from the base ciphertext cbase

q Value of e (Class O/X) depends upon a targeted portion of the secret key

q Side-Channel templates used to classify a given attack ciphertext as Class O/Class X

q This information (O/X) can be used as a binary distinguisher to recover single secret coefficients

Class O/X

Side-Channel 
based PC oracle

u ∈ [0,n-1]
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Step-2: Build cattack using cbase for Key Recovery 



Experimental Results (PC Oracle-based SCA)

q Target Implementation: sntrup761 (n = 761)

q Identifying cbase ≅ 61 attempts (n = 10 traces each) ≅ 610 traces

q Recovering each secret coeff. takes 4 queries (761 x 4 ≅ 3.04k traces)

q Avg. traces for full secret key recovery: 4.5k traces (considering attacking re-tries) 

q Success Rate: 100%

q PC Oracle-based SCA on LWE/LWR-based schemes [RRC+20]: 2k – 5k traces
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q Attack ciphertexts used for the PC oracle-based SCA always return an r’invalid message (Weight Check Failure)

q The secret dependent information about e does not propagate beyond the decryption procedure



Limitations of PC Oracle-based SCA

q Attack ciphertexts used for the PC oracle-based SCA always return an r’invalid message (Weight Check Failure)

q The secret dependent information about e does not propagate beyond the decryption procedure

q Countermeasure: Masking the decryption procedure

q Can we widen the scope of the attack (target side-channel leakage from re-encryption procedure) ??

Decryption
(Secret Key)

cattack Re-Encryption PRNG Key

IND-CCA Secure Decapsulation

r’invalid Ciphertext’
Compare
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DF Oracle-based SCA (Streamlined NTRUPrime)

q Intuition: We perturb valid ciphertexts cvalid with the attack ciphertexts cattack (PC Oracle-based SCA)

Reduce
Mod 3

3f
xc’ = 

cvalid + cattack

3f . cattack x

g-1

Weight
Check

Secret Key (sk): (f,g)
Ciphertext (ct): cattack
Message (r’): r’

Decrypt(sk, ct) = m

r’valid
or

r’invalid
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(Class O)

einvalid = evalid± 1. xi
(Class X)
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DF Oracle-based SCA (Streamlined NTRUPrime)

q Intuition: We perturb valid ciphertexts cvalid with the attack ciphertexts cattack (PC Oracle-based SCA)

Decryption
(Secret Key)

c’ = 
cvalid + cattack

Re-Encryption PRNG Key

IND-CCA Secure Decapsulation

r’valid

(Class O) Ciphertext’
Compare

Side-Channel 
based DF oracle

r’invalid
(Class X)
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Experimental Results (DF Oracle-based SCA)

q Target Implementation: sntrup761 (n = 761)

q Identifying cbase ≅ 425 attempts (n = 10 traces each) ≅ 4.25k traces

q Recovering each secret coeff. takes 4 queries (761 x 4 = 3.04k traces)

q Avg. traces for full secret key recovery: 8.1k traces (considering attacking re-tries) 

q Success Rate: 100%

q DF Oracle-based SCA on LWE/LWR-based schemes:
q Guo et al. [GJN+20]: 230 (Frodo - Timing side-channel)
q Bhasin et al. [BDH+21]: 217 + offline key-search (SCA Protected Kyber - EM side-channel)

q COUNTERMEASURE: Concrete Masking of full decapsulation procedure
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Conclusion

q Plaintext Checking (PC) Oracle-based SCA on Streamlined NTRU Prime (sntrup761):
q 4.5k traces (100% success rate)

q Decryption Failure Oracle-based SCA on Streamlined NTRU Prime (sntrup761):
q 8.1k traces (100% success rate)

q Our attacks reiterate the need for strong masking countermeasures for NTRU-based schemes
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Thank you!!!
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