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Use Case

e Feature Activation in Cars
o Short signed messages
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Use Case

Feature Activation in Cars
o Short signed messages

Protocol already exists

o Uses ECC

HSM has to verify signatures ani

Pubkey
o Is resource constrained Verifies Signatures
o Holds hash of public key Scdfete Testies

Holds hash of Pubk.

o Stores activated features in secure
memory
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SPHINCS+ (SHA256-128)
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SPHINCS+ (SHA256-128)

Signature processed in order
Pubkey fits in memory
Chunk size of 16B possible
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Rainbow (l-classic)
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Rainbow (l-classic)
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Rainbow (l-classic)

Public key processed in order
Signature fits in memory
Chunk size of 32B possible
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GeMSS (128) Signature
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GeMSS (128)

Verification has 4 iterations
o Pubkey has to be streamed 4 times

Signature fits in memory
Chunk size of 2174B possible
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Dilithium (2) Public Key

Dilithium (2)

Dilithium (2) Signature

1,312B 2,420B
a4 a1
( s [
Seed Polynomials Challenge  Polynomials (z) Polynomials (h)
C JC X 1 P
T g T T Y
32B 1,280B 32B 2,304B 84B

4x | Polynomialin R |
. roynomiatin . .

_______________________

)

4% Polynomialin R

o - J




Dilithium (2)

Signature fits in memory
Public key is streamed one
polynomial at a time

Chunk size of 2420B and then
320B possible
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Falcon

e No streaming required
e Everything fits in memory




Results

-

\_

o

Memory Usage

/

streaming data streaming time \ / w/o pk vrf. w/ pk verification w/ streamina
lpkl | sigl |  total | 500 kbit/s | 20 Mbit/s : _ pkvrh total time® 20 Mbik/s
sphincs-s® 39 7856 7888 126.2 ms 39 ms sph:mcs—s]D 8741k 0 8741k 87.4 ms 90.6 ms
sphincs—fb 39 17088 17120 273.9 ms 6.9 ms . sphincs-f ' 26 186k 0d 26 186k 261.9 ms 268.7 ms
. . rainbowI-classic 333k 6 850k 7182k 71.8 ms 136.5 ms
rainbowI-classic 161 600 66 161 666 2586.7 ms 64.7 ms R - -
o i gemss-128 1619k | 109938k® 111557k 1115.6 ms 1679.1 ms
gemss-128 352188 33 | 1408785°| 22540.6 ms | 563.5 ms bl 1000k |  1336" D195k 1.0 ms 51 8 s
dilithium2 1312 | 2420 3732 59.7 ms 1.5 ms falcon-512 e Gik® @k 6.7 s 8.5 ms
falcon-512 8b97 690 1587 254 ms 0.6 ms * _sha256-128s-simple P -sha256-128f-simple °SHA-3/SHAKE
* -sha256-128s-simple -sha256-128f-simple 4 - |pk| + |sig| dSHA-256  © At 100 MHz (no wait states)
Data Volume
o\ Cycle Counts -
/ memory code \

total | buffer  .bss stack | .text

sphincs-s® 6904 | 4928 780 1196 | 2724

sphincs-fb 7536 | 4864 780 1892 | 2586

rainbowI-classic | 8168 | 6848 724 596 | 2194

gemss-128 8176 | 4560 496 3120 | 4740

dilithium2 8048 40 6352 1656 | 7940

falcon-512 6552 897 5255 400 | 5784

* -sha256-128s-simple b -sha256-128f-simple



Resources

e

Paper: https://eprint.iacr.org/2021/662.pdf

Code: https://git.fslab.de/pgc/streaming-pq-sigs/

Images used in this presentation were licensed from colourbox.de or
freesvg.org. Hyptertree visualization by Abid Khan. \
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