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NIST-Guest Wireless Network

• NIST-Guest is broadcasted; Use this network to connect 
your device.

1. Connect wirelessly to SSID: NIST-Guest 

2. Open your browser, as needed. 

3. If using iOS (iPhones and iPads), access a web page that does not use 
https:// to get to the Access and Use Policy. 

4. If using Android devices, a web page will automatically open with the Access and Use Policy. 

• Review the complete Access and Use Policy by scrolling to the bottom of the Window. 
Acknowledge that you agree to the terms identified by selecting ACCEPT. 

• Device access will be blocked if (1) it is a NIST-owned device; (2) malware or other 
malicious activity is detected; or (3) inappropriate online behavior is detected.

For more information, see: 
https://www.nist.gov/oism/access-and-use-nist-guest-network
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FCSM Quarterly Meeting Agenda
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Time Agenda Item Presenter

9:00 a.m. Welcome and Announcements Jody Jacobs, FCSM Chairperson 
(NIST)

9:20 a.m.
Information Security Continuous Monitoring 
(ISCM) Program Assessment

Chad Baer, Section Chief, 
Architecture and Standards, 
Cybersecurity and Infrastructure 
Security Agency (CISA)

Victoria Pillitteri, Computer Scientist, 
NIST

10:20 a.m. Break

10: 40 a.m.
Making the Right Connections: An Overview of 
Trusted Internet Connection (TIC) 3.0

Sean Connelly, TIC Program Manager 
and Senior Cybersecurity Architect, 
Cybersecurity and Infrastructure 
Security Agency (CISA)

11:30 a.m. ADJOURN FORUM MEETING



NIST Update Agenda

• NIST FISMA Publication Schedule

• NIST Special Publication (SP) 800-137A

• Security Control Overlay Repository (SCOR)

• Advancing Cybersecurity Risk Management Conference (ACRM)

• Save the Date: Upcoming Meetings, Workshops, and Conferences
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NIST FISMA Publication Schedule

• At this time, NIST is not updating our publication dates due to a review 
cycle being incorporated by the Office of Management and Budget, Office 
of Information and Regulatory Affairs.  We will announce these documents 
as they are cleared for publication. 

• The references that are affected by this include the following publications: 
• NIST Special Publication 800-18, Revision 2, Guide for Developing System 

Security Plans
• NIST Special Publication 800-53, Revision 5 (Final Public Draft), Security and 

Privacy Controls for Information Systems and Organizations. Currently in review at the 
Office of Management and Budget Office of Information and Regulatory Affairs.

• NIST Special Publication 800-53A, Revision 5, Assessing Security and Privacy 
Controls in Federal Information Systems and Organizations: Building Effective 
Assessment Plans. On Hold until review cycle completion of SP 800-53 by Office of 
Management and Budget, Office of Information and Regulatory Affairs due to dependencies on 
SP 800-53.
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NIST FISMA Publication Schedule (cont)

• NIST Special Publication 800-53B, Control Baselines and Tailoring Guidance for Federal Information 
Systems and Organizations. On Hold until review cycle completion of SP 800-53 by Office of Management and 
Budget, Office of Information and Regulatory Affairs due to dependencies on SP 800-53.

• Federal Information Processing Standard (FIPS) 199, Revision 1, Standards for Security 
Categorization of Federal Information and Information Systems. On Hold until review cycle completion of SP 
800-53 by Office of Management and Budget, Office of Information and Regulatory Affairs due to dependencies on 
SP 800-53.

• Federal Information Processing Standard (FIPS) 200 Revision 1, Minimum Security Requirements 
for Federal Information and Information Systems. On Hold until review cycle completion of SP 800-53 by Office 
of Management and Budget, Office of Information and Regulatory Affairs due to dependencies on SP 800-53.

• NIST Special Publication 800-161, Revision 1, Supply Chain Risk Management Practices for Federal 
Information Systems and Organizations. On Hold until review cycle completion of SP 800-53 by Office of 
Management and Budget, Office of Information and Regulatory Affairs due to dependencies on SP 800-53.

• NIST Special Publication 800-171, Revision 2, Protecting Controlled Unclassified Information in 
Nonfederal Systems and Organizations. On Hold until review cycle completion of SP 800-53 by Office of 
Management and Budget, Office of Information and Regulatory Affairs due to dependencies on SP 800-53.

• NIST Special Publication 800-171B, Protecting Controlled Unclassified Information in Nonfederal 
Systems and Organizations:  Enhanced Security Requirements for Critical Programs and High Value Assets. 
On Hold until review cycle completion of SP 800-53 by Office of Management and Budget, Office of Information and 
Regulatory Affairs due to dependencies on SP 800-53.

https://csrc.nist.gov/Projects/Risk-Management/Schedule
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NIST SP 800-137A, Assessing Information Security Continuous 
Monitoring (ISCM) Programs: Developing an ISCM Program 
Assessment

• Approach for the development of ISCM program assessments that can be 
used to evaluate ISCM programs that were developed in accordance with 
NIST SP 800-137

• Released for public comment on 1/13/2020
• Comments due 2/28/2020
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NIST Security Control Overlay Repository (SCOR)

• Active NOW! 

• NIST SCOR provides stakeholders a platform for voluntarily sharing security 
control overlays

• Level of detail in overlay at discretion of the organization

• The overlay repository is organized into categories of overlays based on the 
submitting organization: government-wide; public (submitted by a .com, .edu, or 
.org); and NIST-developed.

• Government-wide category consists of submissions from federal, state, tribal, and 
local governments.

• Public category consists of submissions from commercial, educational, or non-profit 
organizations.

• NIST-developed category consists of submissions developed by NIST.

https://csrc.nist.gov/Projects/Risk-Management/scor
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NIST Security Control Overlay Repository (SCOR) Submission 
Process

• Organizations sanitize overlay for public review and ensure consistency with 800-53 security 
controls 

• Organizations complete and submits the following documents to overlays@list.nist.gov:
• Overlay submission form 

• SCOR participation agreement (for Public organizations) or SCOR participation 
agreement (for Federal organizations) with management approval (digital signatures are 
accepted)

• Organization Overlay in either Excel, Word or PDF format

• NIST Reviews overlay for consistency with NIST standards and guidelines

• Overlay is posted on SCOR Website

• Organizations notified of posting and are responsible for letting NIST know of any updates
• If overlay is not updated within one year of a new SP 800-53 version being published, it will be 

removed and/or archived.

All submissions/Questions: overlays@list.nist.gov
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Advancing Cybersecurity Risk Management Conference 
(ACRM)
• Share and explore cybersecurity risk management best practices and 

recent research.

• Open to federal and non-federal professionals

• Enable NIST to receive and discuss stakeholder input on key cybersecurity 
and privacy risk management topics.

• Similar to Baltimore NIST Cybersecurity Risk Management Conference in 
November 2018

• Registration now open!!!! 
• To attend the NIST Cybersecurity Risk Management Conference, the price 

is $194.00. The Webcast Only Registration price is $80.00.
• Registration closes 5/20/2020

For more Information: https://go.usa.gov/xdqnx
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Upcoming Meetings, Workshops and Conferences - Save
the Date!

• Privacy Engineering Program Events at https://www.nist.gov/itl/applied-
cybersecurity/privacy-engineering/about

• Privacy Engineering Framework v. 1.0 

• Released January 16, 2020

• Webinar introducing the framework January 29, 2020

• https://www.nist.gov/privacy-framework
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Upcoming Meetings, Workshops and Conferences - Save 
the Date! (cont)

• Ongoing: Request Input for FCSM Topics and Speakers!!!!!!!

• Theme for 2020 2-day conference 

• Volunteer for presentation, talk about your program, innovative solution 
showcase!  

• Send to sec-forum@nist.gov

• Next FCSM Quarterly Meeting

• April 21, 2020 @ NIST Gaithersburg

• July 23, 2020 @ NIST Gaithersburg

• October 28-29, 2020 for 2-day conference @ NIST Gaithersburg 

For more information: https://csrc.nist.gov/Projects/Forum
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