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Federal Cybersecurity & Privacy Professionals Forum
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February 23, 2021, 9:00 AM - 12:00 PM

:

9:00 AM Welcome, Forum Announcements and Updates from NIST  Katie Boeckl & Vicky Pillitteri
Computer Security & Applied Cybersecurity Divisions Forum Co-Chairs, NIST
9:20 AM NIST Cyber Risk Scoring (CRS) — Program Overview* Sheldon Pratt & Santi Kiran

*Presentation will be recorded; Q&A will NOT be recorded IT Security Assessors, NIST
10:20 AM Break
10:30 AM Threat-Based Risk Profiling Methodology Zach Baldwin

FedRAMP Program Manager for Strategy,

Innovation, and Technology, GSA
Tom Volpe

Principal and SME, VITG
11:45 AM Closing Remarks NIST

CEU Form available at: https://csrc.nist.gov/Events/2021/fcsm-forum-february-2021
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Forum Announcements

Federal Cybersecurity and Privacy Professionals Forum
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Registration OPEN for the February 23, 2021 Virtual Forum Meeting
featuring presentations from NIST and GSA on Quantifying Risk

Click the image above to register for the February 23, 2021 Virtual Forum Meeting focused on Quantifying Risk in Federal
Organizations and Programs.

The Federal Cybersecurity and Privacy Professionals Forum (formerly the Federal Computer Security Managers Forum or FCSM)
is an informal group sponsored by the National Institute of Standards and Technology (NIST) to promote the sharing of
cybersecurity and privacy knowledge, best practices, and resources among U.S. federal, state, and local government, and
higher education organizations. The Federal Cybersecurity and Privacy Professionals Forum ("the Forum") maintains an
extensive email list, and holds quarterly meetings - including an annual 2-day annual conference - to discuss current issues
and items of interest to those responsible for protecting non-national security systems. There is no cost to join and
participate in the Forum.

Why Join the Forum?

The Forum provides our members an ongoing opportunity to exchange information, share ideas and best practices,
resources, and knowledge, leverage the work done in other organizations to reduce possible duplication of effort, and
build a community and network of cybersecurity and privacy professionals across the U.S. federal, state, and local
government, and higher education organizations.

For more information about membership requirements and instructions to join
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Design/Features

Security Engineering and Risk Management

® TOPICS

management, general security & privacy, risk

management, security programs & operations, systems

security engineering

Activities and Products: conferences & workshops

RELATED PROJECTS

FISMA Implementation Project
Privacy Engineering
Cyber Supply Chain Risk Management

Systems Security Engineering (SSE) Project

SAVE THE DATE

Next Federal Cybersecurity
& Privacy Professionals
Forum Meeting

May 26, 2021



Call for Volunteers: Collaboration Index

The Federal Privacy Council’s Privacy Risk Management
Working Group is seeking volunteers from the federal
information security community to help develop a
Collaboration Index for security and privacy controls in
NIST 800-53 Rev. 5.

To Join: Please contact one of the working group’s co-
chairs by COB on Friday, February 26:

 Kevin Herms | Kevin.Herms@ed.gov
* Charles Cutshall | CCutshall@cftc.gov



mailto:Kevin.Herms@ed.gov
mailto:CCutshall@cftc.gov

NIST Publications Update NIST

Draft NIST SP 800-47, Revision 1, Managing the Security of |BEEz5100

o an ity o
Information Exchanges ﬁ%ﬂ}}
« Comment period through March 12, 2021 [=] p s

Draft NIST SP 800-161, Revision 1, Supply Chain Risk Management
Practices for Federal Information Systems and Organizations

e Will be available for comment in March/April 2021

Draft NIST SP 800-53A, Revision 5, Assessing Security and Privacy
Controls in Federal Information Systems and Organizations: Building
Effective Assessment Plans

e Summer 2021




Additional Resources

Risk Management Framework

https://nist.sov/RMF

Website redesign with NEW resources coming
March 2021!

OSCAL on GitHub

https://github.com/usnistgov/oscal-content

OSCAL content for SP 800-53 controls
(Rev 4, Rev 5, and draft baselines). EI.*.'E_!?!;"'[EEI
e

.E—q:-.'-"-
Available in XML, JSON, and YAML m%‘*

e

SP 800-53, Revision 5

https://csrc.nist.gov/publications/detail/sp/800-
53/rev-5/final

NEW supplemental materials posted

800-53 to CSF/PF and I1SO 27001
mappings, Rev 4 to Rev 5 analysis

E SP 800-53B

https://csrc.nist.gov/publications/detail/sp/800-
53b/final

Security and privacy control baselines, [®]¥
link to the Security Control Overlay
Repository, OSCAL & spreadsheet =
version of baselines [w]

T
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Thank You for Attending the Federal Cybersecurity &
Privacy Professionals Forum Quarterly Meeting!

Continue the discussion at FCSM@Iist.nist.gov

Slides will be posted within 2 weeks
CEU Form available at: https://csrc.nist.gov/Events/2021/fcsm-forum-february-2021

Save the Date for the Next Forum Virtual Meeting: May 26, 2021

N lsr National Institute of A special thank you to the NIST Conference

Standards and Technol . .
0. Department of Commorey, Services Team — Pauline Truong and Joe Hynes!
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