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Questions re the DRBG Self Testing Process
(Using Hash_DRBG as an example)

Should we test all processes implemented (i.e., instantiation, reseeding and generating
bits)?
If instantiation is tested:

Should we use a special test usage class, or test each usage class implemented?
Using a special test usage class would be simpler, but using the real ones would test
that the proper value of ¢ is used and that the initial state is set properly.

Should we test each of the security strengths implemented?

Should a special test flag be added to the Get_entropy (...) call? This would allow
the insertion of a fixed value. Getting sufficient entropy to handle all multiple
variations of the test would be tough. Does the DRBG need to test the entropy
source?

If the reseeding process is tested, many of the same issues mentioned above apply.
For the Hash_ DRBG (...) process:

Should different usage classes be tested?

Should different numbers of requested bits be used?

Should different strengths be tested (as appropriate for the implementation)?
What should we do about testing the prediction resistance aspect?

Should we test the reseeding process when the counter reaches the maximum
number of updates?

Should subsets of these tests be performed, depending on whether the testing is done at
power up or on demand?
Other issues?



