
SaaS Email Working Group 
Meeting

Cloud Assessments
CŜŘŜǊŀƭ /ƻƳǇǳǘŜǊ {ŜŎǳǊƛǘȅ aŀƴŀƎŜǊǎΩ CƻǊǳƳ

August, 2015

John Connor, IT Security Specialist, OISM, NIST

Background Photo - JILA strontium atomic clock (a joint institute of NIST and the University of Colorado Boulder)



ά/ŜǊǘŀƛƴ commercial vendors are identified in this presentation for 
example purposes. Such identification is not intended to imply 
recommendation or endorsement by the National Institute of 
Standards and Technology, nor is it intended to imply that the vendors 
identified are necessarily the best available for any given purposeΦέ

¢Ƙƛǎ ǇǊŜǎŜƴǘŀǘƛƻƴ ǿŀǎ ŎǊŜŀǘŜŘ ōȅ bL{¢Ωǎ hŦŦƛŎŜ ƻŦ ǘƘŜ /ƘƛŜŦ 
Information Officer for informational purposes only and is not an 
official NIST publication.

CŜŘŜǊŀƭ /ƻƳǇǳǘŜǊ {ŜŎǳǊƛǘȅ aŀƴŀƎŜǊǎΩ CƻǊǳƳ

OISM



3
CŜŘŜǊŀƭ /ƻƳǇǳǘŜǊ {ŜŎǳǊƛǘȅ aŀƴŀƎŜǊǎΩ CƻǊǳƳ

OISM

Cloud Questions



CŜŘŜǊŀƭ /ƻƳǇǳǘŜǊ {ŜŎǳǊƛǘȅ aŀƴŀƎŜǊǎΩ CƻǊǳƳ

OISM

IN THE NEWS - 2015

2 to look at in more detailé
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OPM Breach (2014-2015)

Point 1:

In 2014, the Office of the Inspector General (OIG) 

urged the Office of Personnel Management (OPM) to 

shut down computer systems which were operating 

without a current security authorization. OIG 

specifically warned the breach of some of the systems 

could have ñnational security implications.ò

In the audit report published 11/12/14, OIG found that 

11 out of 47 computer systems operated by OPM did 

not have current security authorizations. 

OIG recommended OPM, ñconsider shutting down 

systems that do not have a current and valid 

Authorization.ò But OPM declined.

Point 2: 

OPM didnôt know a breach had occurred until AFTER it 

had finished an ñaggressive effortò in upgrading its 

cybersecurity systems, due to a previous breach. 

What would have happened if they hadnôt made these 

security upgrades?

Hacking Team (July 2015)

Hacking Team, an Italian company that 

makes surveillance software used by 

governments to police the Internet was 

hacked.

All company information exposed.

Christian Pozzi, senior system and security 

engineer for the company:

The leaked security engineer's list of 

passwords:

UserName : Neo

Password : Passw0rd

UserName : c.pozzi

Password : P4ssword

All information from various public news 

reports.
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Letôs step backé

FISMA - Risk Management Framework

Assessment & Authorization, a core component of FISMA 

and implementation of the Risk Management Framework, 

ensures federal information system cyber security controls 

are continuously monitored and cyber security control 

status and risks are well understood by management and 

technical staff and managed in support of the 

organizations mission.

My answer:

To give the authorizing officials the knowledge and 

understanding of a given system so they can make 

informed decisions on the risks inherent in that 

system.
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The head of each agency shall be 

responsible for:

óóProviding information security protections 

commensurate with the risk and magnitude of the 

harm resulting from unauthorized access, use, 

disclosure, disruption, modification, or destruction 

of

óó(i) information collected or maintained by or 

on behalf of the agency; and

óó(ii) information systems used or operated by 

an agency or by a contractor of an agency or 

other organization on behalf of an agency

Federal Information Security Management Act of 2002 (FISMA) section 3544. Federal agency responsibilities

See OMB Memo M-14-04 November 18, 2013

- Excellent FAQ on all aspects of FISMA, including cloud
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What does this have to 

do with ñThe Cloudò ?

Any vendor who stores, accesses, CAN access, touches, �P�D�Q�L�S�X�O�D�W�H�V���H�W�F�«��
Government data MUST be fully assessed against all applicable controls.

(ii) information systems used or operated by an

agency or by a contractor of an agency or other

organization on behalf of an agency

OMB Memo M-14-04 November 18, 2013

#25, 26, 27 & 48 specifically on 3rd part and cloud vendors

See NIST SP-135 for definition of �³�F�O�R�X�G�´


