MOBILE APPLICATION SECURITY
AND
PV DERIVED CREDENTIALS

NASAOs Center for I nternal
Jane Maples and Peter Cauwels

August 26, 2015



AGENDA

A CIMA Background

A CIMA Services
I Hosting - apps@nasa
I Mobile Development

I Product Set
A Pulse Analytics
A Secure Mobile Access Point (SMAP)

A Mobile Authentication and Authorization
I Derived Credentials

A Mobile Roadmap
A Questions



CENTER FOR INTERNAL MOBILE
APPLICATIONS (CIMA) BACKGROUND

A Our goal is to enable NASA's workforce access
to the information they need, anytime, anywhere
using C I M Aptogen and secure architecture to
deliver critical business functions directly to
mobile devices
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For Users...

For Owners...

For Developetrs...

Hosting and Delivery

One website (apps@NASA) for all NASA internal
mobile applications

« Browse by category

« Rate and review applications

- Over-the-air installation and updates

« Search user forums for information and help
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MOBILE

Welcome 1o
ApPS@NASA!

Multiple device platform support

«iPhone
«iPad

« Android

« BlackBerry

Easy installation to mobile devices with QR codes

E Using a scanner application on the
. mobile device, users will be able to

scan QR codes on documents or

websites.The QR code will link to the

install file for quick installation of the
E a specific application or link directly to
https://apps.nasagov the apps@NASA website.

Analytics, Security and Branding

Analyze your Applications
Extensive metrics on all aspects of how users interact with
your mobile applications

« Real-time application usage
« Analytic dashboard and ad-hoc reporting capabilities
« Customizable alerts and notifications for user events
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Secure Your Applications
Full control on who can access and utilize your mobile
applications

« Whitelist / Blacklist by users, groups, mobile device,
etc.
« Remote application administration

Brand Your Applications
Provide a standard look and feel for all your mobile
applications

« UX (User Experience) guidance
« Skinnable screen and widget templates
« lcon and graphics design

Pluggable Services and Cross Platform

Pluggable Services and Templates
Powerful plug-ins for accessing NASA services

« ICAM authentication and authorization plug-in

« Login and user preference templates

« Analytic and logging plug-ins

« Secure Mobile Access Point (SMAP) allows your app to
reach protected NASA services and data

Cross-platform mobile application development

services
Simple mobile solutions that span all major mobile devices

«Web application wrapper — deliver your web
application as a native application

« Hybrid Web Applications - construct simple
applications with HTML5, javascript and CSS

+ MEAP - Mobile Enterprise Application Platform -
construct powerful applications that access NASA
services and data

Native mobile application development services
Feature rich native applications utilizing all of the mobile
device’s capabilities

« Full development life cycle support for iOS, Android
and BlackBerry mobile applications

« Seamless integration with ICAM authentication and
authorization services

« Secure access to NASA services and data




CIMA SERVICES



CIMA MOBILE SERVICES

App Hosting

wNASA authenticated
app hosting

wrull role and
attribute based app
provisioning

wAUto app updates
viaapps&nasa
native app store

Product Set

wWWeb Wrapper
wFramework Module
wPulse Analytics

wContent
Management
System(CMS)

wSecure Mobile
Access Point (SMAP)

Development

wNative, hybrid, or
responsive apps

wObjectiveC, Swift,
JAVA or responsive

wBacked by NEACC
web services

wDeployable to
apps@NASAtore

Consulting

wBusiness Analysis
and Requirements
Definition Service

wApplicationDesign &
Marketing Service

wUserExperience
Design (UX) Service

wApplicationTesting
Service
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APPS@NASA (WEB AND DEVICE)
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apps@NASA (Web)i s e apps@NASA (Device)i s e

A website where NASA employees A native iI0S app where NASA

& contractors can download employees & contractors can download
mobile apps that access NASA mobile apps, receive updates and
systems. These apps enable notifications.

users to perform critical job
functions at any time from
anywhere, via Personal AND NASA
mobile devices.

NASA
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HOSTING

CIMA provides a platform for the development, management, and centralized distribution
of NASA internal mobile applications. Internal mobile applications are those targeted only
for NASA personnel, including contractors and credentialed affiliates.

The CIMA approach to centralization and distribution of NASA internal apps is Mobile
Application Management (MAM). MAM is best characterized as application-centric. This
approach makes it easier to target the things that matter most to NASAT the internal
mobile apps and NASA data that may be used, and allows for the use of both Agency-
issued and personal devices while user device preferences and personal private data are
left alone.

Features of apps@NASA

A Agency level mobile application hosting and distribution for NASA internal mobile
applications

Multi-device support including iOS (iPhone & iPad), Android, and BlackBerry

Rate and review applications

Browse by category

Search user forums for information and help

Easy installation to mobile devices with QR codes

Mobile development forum and code repository

Hosting and distribution center for mobile applications 8 |I||
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