INEorRMATION SECURITY AND PRiIvacy Abvisory Boarp

Established by the Computer Security Act of 1987

[Amended by the Federal Information Security Management Act of 2002]

FINAL

MEETING AGENDA

October 22, 23 and 24, 2014

U.S. Access Board, 1331 F Street N.W. Suite 800, Washington, DC, 20004, (202) 898-4000

*Please note: Speakers/times are subject to change without notice.

Wednesday, October 22, 2014

8:30 A.M.

9:00 A.M.

Welcome and Remarks

Matt Thomlinson, Chair, ISPAB
Vice President, Microsoft Security

9:00 A.M.

10:00 A.M.
10:15 A.M.

11:15 A.M.

12:15 P.M.
1:15 P.M.

10:00 A.M.

10:15 A.M.
11:15 A.M.

12:15 P.M.

1:15 P.M.
2:45 P.M.

Privacy and Civil Liberties Oversight Board (PCLOB)Updates
- Report on the Surveillance Program Operated Pursuant to
Section 702 of the Foreign Intelligence Surveillance Act

David Medine, Chairman, Privacy and Civil Liberties Oversight Board
B-R-E-A-K

Continuous Diagnostics and Mitigation (CDM)
- Phases of CDM and FedRAMP baseline security controls

]ohn Streufert, Director, Federal Network Resilience, U.S. Department of
Homeland Security, National Protection & Programs Directorate

FedRAMP Updates

Matt Goodrich, Acting Director, FedRAMP, Federal Cloud Computing
Initiatives, GSA (PPT provided)

L-U-N-C-H
Mobile Devices and Protection of Sensitive Information

Michael Cassidy, Cyber Security Architect, Information Technology
Security Staff (ITSS) Justice Management Division (JMD), US Department of
Justice

Tom Karygiannis, Senior Computer Scientist, Computer Security Division,
NIST

Troy Lange, Chief, Systems & Technologies Analysis, NSA (PPT provided)
Gregory F. Youst, DISA Chief Mobility Engineer, CTO (PPT provided)
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Wednesday, October 22, 2014
2:45P.M.  — 3.00P.M. | B-R-E-A-K

3:00P.M. | -  4:30P.M. | Cloud Geolocation and Privacy

David Cullinane, (Moderator), Chairman, Board of Cloud Security Alliance
Jerry Archer, Senior Vice President & Chief Security Officer, SallieMae

Michael Bartock, IT Specialist, Computer Security Division, ITL, NIST (PPT
provided)

Thomas Finneran, Principal Consultant - IDennedy Project (PPT provided)
Jim Reavis, Co-founder and Chief Executive Officer, Cloud Security Alliance

4:30P.M. - 5:30P.M. | NIST Updates on Cryptographic Standards Program

Matt Scholl, Chief, Computer Security Division, ITL, NIST

Andrew Regenscheid, Computer Scientist, Computer Security Division,
NIST (PPT provided)

5:30 P.M. | Meeting Recessed
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Thursday, October 23, 2014

8:30AM. = 930AM. Update on Mutual Legal Assistance Treaty in relation to
intelligence and communication technologies

Nathaniel . Gleicher, Director for Cybersecurity Policy and Law,
National Security Council, The White House

Mary Rodriguez, Principal Deputy Director of International Affairs,
US Department of Justice

9:30 A.M. 10:30 AM.  Privacy Engineering Workshop

Naomi Lefkovitz, Senior Privacy Policy Advisor, ITL, NIST
Sean BrooKks, Privacy Engineer, ITL, NIST (PPT provided)

10:30 AM. - 10:45AM. B-R-E-AK
10:45 AM. - 12:15P.M. Industry Perspectives on the NIST Cybersecurity Framework
(CSRIC)

Chris Boyer, (Moderator) Assistant VP - Global Public Policy, AT&T
Services Inc.

Danielle Kriz, Director, Global Cybersecurity Policy,
Information Technology Industry Council (ITI) (PPT provided)

Robert H. Mayer, Vice President, Industry and State Affairs, USTelecom
Association (PPT provided)

Melanie Seader, Senior Cyber & Infrastructure Security Analyst, Edison
Electric Institute (PPT provided)

12:15P.M. - 1:15P.M. L-U-N-C-H
1:115P.M. = 2:115P.M.  Update on Federal Implementation of Identity Management

Update on Federal Cyber Workforce Efforts and the National
Initiative for Cyber Education (NICE)

Cheri Caddy, National Security Council, the White House
Tim Polk, Office of Science and Technology Policy (OSTP), the White House
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Thursday, October 23, 2014

2:215P.M. — 345P.M.
345P.M. — 4:30P.M.
4:30 P.M.

Discussion on Drones and Privacy 1 2 3

Drones and Privacy - Panel Discussion (PPTs provided)
Jeffrey Kosseff, Privacy and Communications Associate, Covington &
Burling, LLP (Washington DC) (PPT provided)

Christopher Lee, Directorate Privacy Officer, Science & Technology
Directorate, US Department of Homeland Security (PPT provided)

Mario D. Mairena, Senior Government Relations Manager, Association for
Unmanned Vehicle Systems International (PPT provided)

Presentation on Drones and Privacy

Harley Geiger, Senior Counsel and Deputy Director, Freedom, Security and

Technology Project, Center for Democracy & Technology (CDT) 4 (PPT
provided)

Meeting Recessed

1 Unmanned Aircraft Systems (UAS) Comprehensive Plan
https://www.faa.gov/about/office _org/headquarters offices/agi/reports/media/UAS Comprehensive Plan.pdf

2 Integration of Civil Unmanned Aircraft Systems (UAS) in the National Airspace System (NAS) Roadmap
https://www.faa.gov/uas/media/UAS_Roadmap_2013.pdf

3 http://inthecapital.streetwise.co/2014/09/28/white-house-government-drones-reveal/

4 https://cdt.org/staff/harley-geiger/
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Friday, October 24, 2014

8:00AM. — 9:00 A.M.
9:00AM. — 10:30 AM.
10:30 AM. - 10:45 AM.
10:45 A.M. 11:45 A.M.
11:45 AM. — 12:45P.M.
12:45 P.M.

Future meetings - 2015

NIST Updates & NCCoE Updates

Donna Dodson, Associate Director, Chief Cybersecurity Advisor,
Information Technology Laboratory, NIST, and Director, NCCoE

Matt Scholl, Acting Chief, Computer Security Division, NIST

Updates on Embedded Device Cybersecurity: Medical Devices® to
Automobiles

Kevin Fu, (Moderator), Associate Professor, The University of Michigan
Ken Hoyme, Distinguished Scientist, Adventium Labs
Gary McGraw, CTO, Cigital

Suzanne Schwartz, Director, Emergency Preparedness/Operations &
Medical Countermeasures - CDRH, Office of the Center Director

Public Participation
B-R-E-A-K
Discussion on Safeguarding Health Information °

Julie Chua, Office of National Coordinator for Health IT, HHS
Rachel Seeger, Senior Advisor for Public Affairs and Outreach, HHS/OCR
Kevin Stine, Group Manager, Computer Security Division, NIST

Board — Wrap-up
- Work Plan for 2015

Adjournment

February 11-13 - US Access Board Conference Room, 1331 F Street, NW, Suite 800, Washington, DC 20004

June 10-12 - NCCoE

October 21-23 - US Access Board Conference Room, 1331 F Street, NW, Suite 800, Washington, DC 20004

5 The FDA takes steps to strengthen cybersecurity of medical devices
http://mww.fda.gov/NewsEvents/Newsroom/PressAnnouncements/ucm416809.htm

6 Safeguarding Health Information: Building Assurance through HIPAA Security — 2014, September 23-24, 2014
http://mww.nist.gov/itl/csd/safeqguarding-health-information-building-assurance-through-hipaa-security-2014.cfm

Agenda with links to presentations http://www.nist.gov/itl/csd/upload/Agenda-Safequarding-Health-Info-092214.pdf
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