Public Comments Received on
Submission Requirements and Evaluation Criteria for the Lightweight Cryptography Standardization
Process
(Public Comment Period: May 14, 2018 to June 28, 2018)

From Sumanta Sarkar on May 24, 2018:
I have been following NIST's reports on lightweight cryptography. As I see that the report mentions
about side channel analysis, but does not speak about differential fault analysis. Could you please let me
know whether NIST wants submissions to be protected from both differential fault analysis and side
channel analysis.
From Kevin R. Driscoll on May 27, 2018:
In contradiction to several previous comments on NIST LWC drafts, the current "Submission Requirements
and Evaluation Criteria for the Lightweight Cryptography Standardization Process" draft is asking for a
"one size fits all" LWC algorithm. "One size fits all" means not fitting very well in most cases. This is very
true here. Per the previous comments and several papers in the literature, LWC has two distinct subdomains:
1. very low-end hardware (e.g., RFIDs)
2. real-time software (particularly for 32-bit and 64-bit embedded processors)
The requirements are very different between the two. In particular, forcing these two sub-domains into
a "one size fits all" solution could preclude algorithms for the real-time software sub-domain that could
10x to 100x better than candidates satisfying both sub-domains simultaneously. A difference of 2x or 3x
might be excusable, but not 10x to 100x. Similar arguments likely hold for the reverse as well (e.g., RFIDS
don't have the latency and speed of real-time software).
From Hongjun Wu on June 5, 2018:
1. It seems that the authentication security is not explicitly specified. For some message authentication
codes, the authentication security downgrades as the amount of data being processed increases.
For the primary cipher with 64-bit authentication tag (line 270--271), I'd like to know what is the
acceptable authentication security when the amount of data being processed under one key reaches
around 2^50 bytes?
2. Is it mandatory for the primary cipher to resist the related-key attack?
I may prefer to assume that the key derivation for a lightweight cipher is secure.
3. Line 505: "The security strength ... will be considered under several models."
Is it possible to list those attack models?

From the Electronic Privacy Information Center on June 28, 2018:

