
ACE: Submission to the NIST LWC competition 

I, Mark David Aagaard, of the Department of Electrical and Computer Engineering, University of 
Waterloo, 200 University Ave. West Waterloo, ON, N2L 3Gl, CANADA, do hereby declare that the 
cryptosystem, reference implementation, or optimized implementations that I have submitted, known 
as ACE, is my own original work, or if submitted jointly with others, is the original work of the joint 
submitters. 

I further declare that ( check at least one of the following): 

1;21 I do not hold and do not intend to hold any patent or patent application with a claim which 
may cover the cryptosystem, reference implementation, or optimized implementations that I have 
submitted, known as ACE; 

1;21 to the best of my knowledge, the practice of the cryptosystem, reference implementation, or 
optimized implementations that I have submitted, known as ACE, may be covered by the following 
U.S. and/or foreign patents: None. 

1;21 I do hereby declare that, to the best of my knowledge, the following pending U.S. and/or foreign 
patent applications may cover the practice of my submitted cryptosystem, reference implementa
tion or optimized implementations: None. 

I do hereby acknowledge and agree that my submitted cryptosystem will be provided to the public for 
review and will be evaluated by NIST, and that it might not be selected for standardization by NIST. I 
further acknowledge that I will not receive financial or other compensation from the U.S. Government 
for my submission. I certify that, to the best of my knowledge, I have fully disclosed all patents and 
patent applications which may cover my cryptosystem, reference implementation or optimized imple
mentations. I also acknowledge and agree that the U.S. Government may, during the public review and 
the evaluation process, and, if my submitted cryptosystem is selected for standardization, during the 
lifetime of the standard, modify my submitted cryptosystem's specifications (e.g., to protect against a 
newly discovered vulnerability). 

I acknowledge that NIST will announce any selected cryptosystem(s) and proceed to publish the draft 
standards for public comment I do hereby agree to provide the statements required by Sections 2.4.2 and 
2.4.3, below, for any patent or patent application identified to cover the practice of my cryptosystem, 
reference implementation or optimized implementations and the right to use such implementations for 
the purposes of the public review and evaluation process. 

I acknowledge that, during the lightweight crypto evaluation process, NIST may remove my cryp
tosystem from consideration for standardization. If my cryptosystem (or the derived cryptosystem) is 
removed from consideration for standardization or withdrawn from consideration by all submitter(s) 
and owner(s), I understand that rights granted and assurances made under Sections 2.4.1, 2.4.2 and 
2.4.3, including use rights of the reference and optimized implementations, may be withdrawn by the 
submitter(s) and owner(s), as appropriate. 

Signed: ~ e?"'~ 

Title: ;1ssoc.,A-1'"'e Prz.opfiS/011-

Date: 1. ~ r t; - c '2 - , , 
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ACE: Submission to the NIST LWC competition 

I, Riham AlTawy, of the Department of Electrical and Computer Engineering, University of Wa
terloo, 200 University Ave. West Waterloo, ON, N2L 3Gl, CANADA, do hereby declare that the 
cryptosystem, reference implementation, or optimized implementations that I have submitted, known 
as ACE, is my own original work, or if submitted jointly with others, is the original work of the joint 
submitters. 

I further declare that ( check at least one of the following): 

vJ I do not hold and do not intend to hold any patent or patent application with a claim which 
may cover the cryptosystem, reference implementation, or optimized implementations that I have 
submitted, known as ACE; 

vJ to the best of my knowledge, the practice of the cryptosystem, reference implementation, or 
optimized implementations that I have submitted, known as ACE, may be covered by the following 
U.S. and/or foreign patents: None. 

vJ I do hereby declare that, to the best of my knowledge, the following pending U.S. and/or foreign 
patent applications may cover the practice of my submitted cryptosystem, reference implementa
tion or optimized implementations: None. 

I do hereby acknowledge and agree that my submitted cryptosystem will be provided to the public for 
review and will be evaluated by NIST, and that it might not be selected for standardization by NIST. I 
further acknowledge that I will not receive financial or other compensation from the U.S. Government 
for my submission. I certify that, to the best of my knowledge, I have fully disclosed all patents and 
patent applications which may cover my cryptosystem, reference implementation or optimized imple
mentations. I also acknowledge and agree that the U.S. Government may, during the public review and 
the evaluation process, and, if my submitted cryptosystem is selected for standardization, during the 
lifetime of the standard, modify my submitted cryptosystem's specifications (e.g., to protect against a 
newly discovered vulnerability). 

I acknowledge that NIST will announce any selected cryptosystem(s) and proceed to publish the draft 
standards for public comment I do hereby agree to provide the statements required by Sections 2.4.2 and 
2.4.3, below, for any patent or patent application identified to cover the practice of my cryptosystem, 
reference implementation or optimized implementations and the right to use such implementations for 
the purposes of the public review and evaluation process. 

I acknowledge that, during the lightweight crypto evaluation process, NIST may remove my cryp
tosystem from consideration for standardization. If my cryptosystem (or the derived cryptosystem) is 
removed from consideration for standardization or withdrawn from consideration by all submitter(s) 
and owner(s), I understand that rights granted and assurances made under Sections 2.4.1, 2.4.2 and 
2.4.3, including use rights of the reference and optimized implementations, may be withdrawn by the 
submitter(s) and owner(s), as appropriate. 

Signed: 

Title: 

Date: 

Place: 
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ACE: Submission to the NIST LWC competition 

I, Guang Gong, of the Department of Electrical and Computer Engineering, University of Waterloo, 
200 University Ave. West Waterloo, ON, N2L 3Gl, CANADA, do hereby declare that the cryptosystem, 
reference implementation, or optimized implementations that I have submitted, known as ACE, is my 
own original work, or if submitted jointly with others, is the original work of the joint submitters. 

I further declare that ( check at least one of the following): 

!JI I do not hold and do not intend to hold any patent or patent application with a claim which 
may cover the cryptosystem, reference implementation, or optimized implementations that I have 
submitted, known as ACE; 

!JI to the best of my knowledge, the practice of the cryptosystem, reference implementation, or 
optimized implementations that I have submitted, known as ACE, may be covered by the following 
U.S. and/or foreign patents: None. 

!JI I do hereby declare that, to the best of my knowledge, the following pending U.S. and/or foreign 
patent applications may cover the practice of my submitted cryptosystem, reference implementa
tion or optimized implementations: None. 

I do hereby acknowledge and agree that my submitted cryptosystem will be provided to the public for 
review and will be evaluated by NIST, and that it might not be selected for standardization by NIST. I 
further acknowledge that I will not receive financial or other compensation from the U.S. Government 
for my submission. I certify that, to the best of my knowledge, I have fully disclosed all patents and 
patent applications which may cover my cryptosystem, reference implementation or optimized imple
mentations. I also acknowledge and agree that the U.S. Government may, during the public review and 
the evaluation process, and, if my submitted cryptosystem is selected for standardization, during the 
lifetime of the standard, modify my submitted cryptosystem's specifications (e.g., to protect against a 
newly discovered vulnerability). 

I acknowledge that NIST will announce any selected cryptosystem(s) and proceed to publish the draft 
standards for public comment I do hereby agree to provide the statements required by Sections 2.4.2 and 
2.4.3, below, for any patent or patent application identified to cover the practice of my cryptosystem, 
reference implementation or optimized implementations and the right to use such implementations for 
the purposes of the public review and evaluation process. 

I acknowledge that, during the lightweight crypto evaluation process, NIST may remove my cryp
tosystem from consideration for standardization. If my cryptosystem (or the derived cryptosystem) is 
removed from consideration for standardization or withdrawn from consideration by all submitter(s) 
and owner(s), I understand that rights granted and assurances made under Sections 2.4.1, 2.4.2 and 
2.4.3, including use rights of the reference and optimized implementations, may be withdrawn by the 
submitter(s) and owner(s), as appropriate. 

Signed: 

Title: 

:Ji,~
Pr(Jfi ~ ~~ ·y 

Date: Feb, ? I rJ- () 1 ? 
Place: WtA.(j,1 (~ 1J, (J11 fo r-t'd I CCA 1/1 t:J,da 
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ACE: Submission to the NIST LWC competition 

I, Kalikinkar Mandal, of the Department of Electrical and Computer Engineering, University of 
Waterloo, 200 University Ave. West Waterloo, ON, N2L 3Gl, CANADA, do hereby declare that the 
cryptosystem, reference implementation, or optimized implementations that I have submitted, known 
as ACE, is my own original work, or if submitted jointly with others, is the original work of the joint 
submitters. 

I further declare that ( check at least one of the following): 

0 I do not hold and do not intend to hold any patent or patent application with a claim which 
may cover the cryptosystem, reference implementation, or optimized implementations that I have 
submitted, known as ACE; 

0 to the best of my knowledge, the practice of the cryptosystem, reference implementation, or 
optimized implementations that I have submitted, known as ACE, may be covered by the following 
U.S. and/or foreign patents: None. 

0 I do hereby declare that, to the best of my knowledge, the following pending U.S. and/or foreign 
patent applications may cover the practice of my submitted cryptosystem, reference implementa
tion or optimized implementations: None. 

I do hereby acknowledge and agree that my submitted cryptosystem will be provided to the public for 
review and will be evaluated by NIST, and that it might not be selected for standardization by NIST. I 
further acknowledge that I will not receive financial or other compensation from the U.S. Government 
for my submission. I certify that, to the best of my knowledge, I have fully disclosed all patents and 
patent applications which may cover my cryptosystem, reference implementation or optimized imple
mentations. I also acknowledge and agree that the U.S. Government may, during the public review and 
the evaluation process, and, if my submitted cryptosystem is selected for standardization, during the 
lifetime of the standard, modify my submitted cryptosystem's specifications (e.g., to protect against a 
newly discovered vulnerability). 

I acknowledge that NIST will announce any selected cryptosystem(s) and proceed to publish the draft 
standards for public comment I do hereby agree to provide the statements required by Sections 2.4.2 and 
2.4.3, below, for any patent or patent application identified to cover the practice of my cryptosystem, 
reference implementation or optimized implementations and the right to use such implementations for 
the purposes of the public review and evaluation process. 

I acknowledge that, during the lightweight crypto evaluation process, NIST may remove my cryp
tosystem from consideration for standardization. If my cryptosystem (or the derived cryptosystem) is 
removed from consideration for standardization or withdrawn from consideration by all submitter(s) 
and owner(s), I understand that rights granted and assurances made under Sections 2.4.1, 2.4.2 and 
2.4.3, including use rights of the reference and optimized implementations, may be withdrawn by the 
submitter(s) and owner(s), as appropriate. 

Signed: :~'cJJ.w·~~ N~c,U
Title: 'fle S-c a"'' !. t\ <::s; (~cw' ~,, ofe).A tr-< 

Date: f-~. f, JO f Cf 

Place: ?vafe1f~o 1 Of'J 1 LA1vADA 
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ACE: Submission to the NIST LWC competition 

I, Raghvendra Singh Rohit, of the Department of Electrical and Computer Engineering, University 
of Waterloo, 200 University Ave. West Waterloo, ON, N2L 3Gl, CANADA, do hereby declare that the 
cryptosystem, reference implementation, or optimized implementations that I have submitted, known 
as ACE, is my own original work, or if submitted jointly with others, is the original work of the joint 
submitters. 

I further declare that ( check at least one of the following): 

0 I do not hold and do not intend to hold any patent or patent application with a claim which 
may cover the cryptosystem, reference implementation, or optimized implementations that I have 
submitted, known as ACE; 

0 to the best of my knowledge, the practice of the cryptosystem, reference implementation, or 
optimized implementations that I have submitted, known as ACE, may be covered by the following 
U.S. and/or foreign patents: None. 

0 I do hereby declare that, to the best of my knowledge, the following pending U.S. and/or foreign 
patent applications may cover the practice of my submitted cryptosystem, reference implementa
tion or optimized implementations: None. 

I do hereby acknowledge and agree that my submitted cryptosystem will be provided to the public for 
review and will be evaluated by NIST, and that it might not be selected for standardization by NIST. I 
further acknowledge that I will not receive financial or other compensation from the U.S. Government 
for my submission. I certify that, to the best of my knowledge, I have fully disclosed all patents and 
patent applications which may cover my cryptosystem, reference implementation or optimized imple
mentations. I also acknowledge and agree that the U.S. Government may, during the public review and 
the evaluation process, and, if my submitted cryptosystem is selected for standardization, during the 
lifetime of the standard, modify my submitted cryptosystem's specifications (e.g., to protect against a 
newly discovered vulnerability). 

I acknowledge that NIST will announce any selected cryptosystem(s) and proceed to publish the draft 
standards for public comment I do hereby agree to provide the statements required by Sections 2.4.2 and 
2.4.3, below, for any patent or patent application identified to cover the practice of my cryptosystem, 
reference implementation or optimized implementations and the right to use such implementations for 
the purposes of the public review and evaluation process. 

I acknowledge that, during the lightweight crypto evaluation process, NIST may remove my cryp
tosystem from consideration for standardization. If my cryptosystem (or the derived cryptosystem) is 
removed from consideration for standardization or withdrawn from consideration by all submitter(s) 
and owner(s), I understand that rights granted and assurances made under Sections 2.4.1, 2.4.2 and 
2.4.3, including use rights of the reference and optimized implementations, may be withdrawn by the 
submitter(s) and owner(s), as appropriate. 

Signed: 8_"'-\ "-h olt.- q 

Title: 

Date: Fe.\o OT, ~O\ ~ 

Place: '\N ~ ~ e., \ <JO C N , C..C.r-. o..cl C\ , 
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ACE: Submission to the NIST LWC competition 

1.2 Statement by Reference/Optimized Implementations' Owner 

I, Kalikinkar Mandal, Department of Electrical and Computer Engineering, University of Waterloo, 200 
University Ave. West Waterloo, ON, N2L 3Gl, CANADA, am the owner or authorized representative 
of the owner (print full name, if different than the signer) of the submitted reference implementation, 
optimized and additional implementations and hereby grant the U.S. Government and any interested 
party the right to reproduce, prepare derivative works based upon, distribute copies of, and display such 
implementations for the purposes of the lightweight cryptography public review and evaluation process, 
and implementation if the corresponding cryptosystem is selected for standardization and as a standard, 
notwithstanding that the implementations may be copyrighted or copyrightable. 

Signed: [((A k\u:t'f\'\LJNv MCw d~ 
Title: ~Sed/YcL A~~r~k~,. t\'i~ 
Date: hz b. 't 

I 
2 {) /q 

Place: 
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ACE: Submission to the NIST LWC competition 

I, Mark David Aagaard, Department of Electrical and Computer Engineering, University of Wa
terloo, 200 University Ave. West Waterloo, ON, N2L 3Gl, CANADA, am the owner or authorized 
representative of the owner (print full name, if different than the signer) of the submitted reference 
implementation, optimized and additional implementations and hereby grant the U.S. Government and 
any interested party the right to reproduce, prepare derivative works based upon, distribute copies of, 
and display such implementations for the purposes of the lightweight cryptography public review and 
evaluation process, and implementation if the corresponding cryptosystem is selected for standardization 
and as a standard, notwithstanding that the implementations may be copyrighted or copyrightable. 

Signed: ~r~ 

Title: 

Date: l o I '7 - o l - 1, 
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ACE: Submission to the NIST LWC competition 

I, Nusa Zidaric, Department of Electrical and Computer Engineering, University of Waterloo, 200 
University Ave. West Waterloo, ON, N2L 3Gl, CANADA, am the owner or authorized representative 
of the owner (print full name, if different than the signer) of the submitted reference implementation, 
optimized and additional implementations and hereby grant the U.S. Government and any interested 
party the right to reproduce, prepare derivative works based upon, distribute copies of, and display such 
implementations for the purposes of the lightweight cryptography public review and evaluation process, 
and implementation if the corresponding cryptosystem is selected for standardization and as a standard, 
notwithstanding that the implementations may be copyrighted or copyrightable. 

Signed: ~&o.dfj 
Title: ?'"" t) CA ND ID ~,E 

Date: f',eCo - l\~ l 2D I 0 1 

Place: w 
~\e\CLQO l '° N l C-r--- 'N 1~t> ,:::.._ 
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ACE: Submission to the NIST LWC competition 

I, Marat Sattarov, Department of Electrical and Computer Engineering, University of Waterloo, 200 
University Ave. West Waterloo, ON, N2L 3Gl, CANADA, am the owner or authorized representative 
of the owner (print full name, if different than the signer) of the submitted reference implementation, 
optimized and additional implementations and hereby grant the U.S. Government and any interested 
party the right to reproduce, prepare derivative works based upon, distribute copies of, and display such 
implementations for the purposes of the lightweight cryptography public review and evaluation process, 
and implementation if the corresponding cryptosystem is selected for standardization and as a standard, 
notwithstanding t~~plementations may be copyrighted .or copyrightable. 

Signed: ~ 

Title: Re~e..evrc.}i Assoc·,od\}Q_ 
Date: t 1/0""2../ '2...0~ 

Place: W c,...\e_r-\ou 1 0 n_to.._r-\ o 
I 

l-a.,1\C\J. ~ 
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ACE: Submission to the NIST LWC competition 

I, Yunjie Yi, Department of Electrical and Computer Engineering, University of Waterloo, 200 
University Ave. West Waterloo, ON, N2L 3Gl, CANADA, am the owner or authorized representative 
of the owner (print full name, if different than the signer) of the submitted reference implementation, 
optimized and additional implementations and hereby grant the U.S. Government and any interested 
party the right to reproduce, prepare derivative works based upon, distribute copies of, and display such 
implementations for the purposes of the lightweight cryptography public review and evaluation process, 
and implementation if the corresponding cryptosystem is selected for standardization and as a standard, 
notwithstanding that the implementations may be copyrighted or copyrightable. 

Signed: ,~~ 
Title: 'i2.e~ettroh, /Js_soe,/1\.te-

Date: Feb . I/) 7vI°I 
Place: l)}6t t&Y1,oo Or\) i V-~ ~i 
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